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Moving digital health passes from confusion to inclusion

Forward
By Chris Burt
Managing Editor, Biometric Update

May 2021 - A three-part ID4Africa LiveCast event explores the challenge of establishing 
effective digital health passes to reopen borders, but taking the African perspective and 
context into account. Questions about offline authentication and interoperability are 
similar to those being asked everywhere around the world, but the need for credentials 
that do not rely on smartphones, and a lack of accredited testing lab capacity can only 
be addressed through collaboration and political will.

Does the use of verifiable credentials ensure GDPR compliance? Should an ICAO-style 
PKI be used, or an API-based system? Who can attest to the validity of a COVID test, or 
that it was even taken?

Experts from international organizations like the World Health Organization (WHO) and 
International Standards Organization (ISO), global technology providers like Idemia and 
Veridos, and innovative startups debated what health credentials should be used for, 
what data must be shared and how it can be protected, and a range of other issues, 
with an actively engaged audience raising objections and new ideas along the way.

https://www.biometricupdate.com/
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ID4Africa panel urges caution, debates 
trust framework for digital vaccine 
certificates

Some governments have begun accepting international 
travelers with digital proof of their health status. Questions 
around how these digital health certificates should work, 
where and whether they should be used, and what can be 
done to mitigate the risks associated with them remain, 
and were explored by an international panel of experts 
representing major global organizations convened by 
ID4Africa. They found that too much remains unknown to 
inform final decisions, and while technical tools including 
biometric passports and the ICAO’s global PKI directory 
may help to underpin effective systems, an infrastructure 
upgrade is needed in Africa, the U.S. and elsewhere to enable 
any theoretical sharing of health information that is both 
trustworthy and privacy-preserving.

Watch this 
episode online

https://www.biometricupdate.com/
https://www.youtube.com/watch?v=2Ud4SWCShDA
https://www.youtube.com/watch?v=2Ud4SWCShDA


3Moving digital health passes from confusion to inclusion

The first episode in a three-webinar online event 
exploring digital health passes and the relation between 
vaccination certificates and digital ID systems was 
held April 8, focusing on policy issues. The subsequent 
LiveCast surveyed innovations being brought to bare 
for digital proof of health status, including national and 
private sector-level initiatives.

ID4Africa Executive Chairman Dr. Joseph Atick began by 
noting that the Movement does not endorse nor oppose 
health passes, but wants to encourage whatever is rolled 
out to be effective and responsible.

The adoption of digital passports as a secure credential 
used in most of the countries around the world comes 
from recognition of the value proposition of identity for 
security following 9/11, Atick points out. This resulted in 
the widespread adoption of biometrics.

Biometrics adoption for development has increased since, 
but a clamor has arisen for digital identity to enable 
digital health records and economic recovery from the 

https://www.biometricupdate.com/
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pandemic, which Atick says reminds 
him of the “frenzy” following 9/11. The 
nature of the demand, however, is 
fundamentally different, with all people 
potentially vulnerable, and a new set of 
important ethical considerations.

Vaccine distribution is already causing 
inequity for and within Africa, and 
many countries on the continent are 
still catching up with digital passport 
issuance.

Further, policy decisions are being 
made around the world in the absence 
of vital information, such as about the 
effectiveness of vaccines for reducing 
transmission and the timing of booster 
shots. Digital health passes appear to 
be coming into use somewhere, for 
something, for some period of time, 
making public dialogue and careful 
preparation necessary.

Speakers during the event included Natschja Ratanaprayul and Derek Muneene of 
the World Health Organization, Dr. Ciaran Carolan of ICAO, Florian Forster of IOM, R. 
Rajeshkumar of Auctorizium and ISO project editor for the digital travel credentials 
(DTC) specification, Jeremy Springall of SITA, Louise Cole of IATA, Alan Gelb of the 
Center for Global Development, and Dr. Edgar Whitley of the London School of 
Economics, who has contributed to recent Ada Lovelace Institute reports related to 
health status credentials.

Panelists described various concerns about how groups and industries have been 
affected by the pandemic, and could be affected by the adoption of digital health 
passes. They also noted the importance of moving from today’s small trials to scale, 
global implementations, or at least regional ones, and the importance of international 
mobility for developing countries.

https://www.biometricupdate.com/
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Hurry up and wait
The event was attended by some 400 participants 
from 140 countries, who filled up the chat with related 
links and debate as the panelists spoke. A survey of 
attendees found that 71 percent are yet to receive any 
COVID-19 vaccination.

It quickly emerged that while several groups represented 
are working on similar projects, there are some key 
differences in goals.

The WHO is building specification which are intended 
to create digital records not for crossing borders or 
proving health status to any third party, but merely for 
continuity of care. Its working group also includes ICAO, 
IATA, and ISO, each of which have their own applications 
in mind for digital health credentials. The group’s first 
release candidate was published on March 19, with 
release 2 coming at the end of end April, the third at 
the end of May, and a final version 1.0 by end of June. 
The WHO specification includes an optional field for a 
unique identifier.

ICAO member states came to it and asked for help 
dealing with certificates, creating demand for a health 
pass border-crossing application, likely bringing in the 
need for biometrics or some other unique identifier to 
authenticate the credential-holder to the claimed status. 
Unlike the WHO credential, it would also include proof of 
test results. The next draft of ICAO’s proposed system, 
which leverages the existing PKI infrastructure for 
biometric passports, is due soon.

Cole noted that of 14 countries requiring vaccine 
certificates, only 2 currently have the same requirements. 
Adding to that complication, airlines are responsible 
for making sure travelers meet the requirements of the 
destination, but have no way to verify the validity of 
passenger credentials.

400 
event participants

140 
countries

71% 
not yet vaccinated
against COVID-19
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6Moving digital health passes from confusion to inclusion

The current system for managing health requirements not 
secure, is slow and cumbersome, and not scalable, Cole 
argues. Currently, passenger volumes are just under 10 
percent overall, but many airports need as many staff on 
hand as at full capacity because of the requirements. The 
IATA Travel Pass could help by providing an ecosystem, 
with the app for credential storage as just one of four 
parts. One of those is the global registry for health 
requirements, a system which has been in place for 
60 years to clarify for travelers and airlines what the 
requirements of each destination are.

This is important because fraud has not only been 
observed by individuals, but also by laboratories 
supposedly performing tests.

Panelists discussed what kind of registries would need 
to be created to support a system of verifiable health 
credentials, with a consensus emerging that a registry 
performing the same function as the ICAO PKD which 
calls back to trusted records is all that would be 
necessary for the aviation industry, which does not want 
to store people’s health data anyway.

https://www.biometricupdate.com/
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Muneene says the African Union’s Trusted Traveller 
Program could be integrated with the IATA Travel Pass 
and similar systems. He also emphasized the importance 
of national strategies building on existing ecosystems, 
and noted that during the Ebola pandemic the health 
workforce was often not capable of using the new digital 
solutions deployed.

SITA’s Health Protect solution is being introduced with 
industry-wide ambition to enable health passes to work 
with airline systems, by extension government border-
crossing requirements.

Whitley pointed that presentations were being made 
based on an ability to meet travel requirements that none 
of the bodies represented said they want to see imposed. 
“That ultimately pushes the question back to the risk 
to others that having COVID presents and the potential 
responses to that.”

His work with the Ada Lovelace Institute indicates that 
not enough is yet known about the science behind the 
vaccines. While vaccines traditionally drastically reduce 
transmissibility, it is far from certain that is the case with 
COVID-19 and its several variants.

Gelb urged governments to “Get your data systems in 
order,” as without this they may not be able to even 
deliver vaccines effectively and know who has had them.

Both Whitley and Gelb suggest that where they are able 
to resist international pressures, countries should take 
cautious approaches to implementing digital health 
passes. Gelb also pointed out that some intentions 
behind health pass systems, such as reopening summer 
travel in the Northern hemisphere, are simply not 
relevant, as the systems will not be ready in time. 
Infrastructure purposefully built this year could help in 
future pandemics, however.

Gelb urged 
governments to “Get 
your data systems 
in order,” as without 
this they may not be 
able to even deliver 
vaccines effectively 
and know who has 
had them.
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Public support and practical 
problems
A poll of attendees found that 78 percent would support 
health passes as a requirement for international travel. 
More than half also support their use for cultural events, 
but a majority rejected their use for offices (56 percent), 
restaurants, and stores (71 percent).

What exactly such a health pass system would look like, 
however, remains somewhat uncertain.

Whitley notes that almost all of the systems on offer claim 
adherence to privacy by design principles, but say the 
privacy-preserving features will be part of the next version, 
meaning they are “Privacy by Design but not by design.”

In the United States, only half of states have the capability 
to operate an integrated registry for vaccinations, and 
with so many shots already administered, few states are 
thought to have tracked them all so far, as New York has. 
This means that adoption of even a ‘light touch’ vaccine 
certificate with no picture ID or potential for biometric 
authentication would likely be patchy.

In addition to concerns about function creep, this uneven 
availability of both vaccines and proof is a looming global 
issue, and Atick asked if countries adopting passes are 
creating apartheid. Panelists were hesitant to stake 
definitive positions on that question.

In Africa, Muneene observes, data sovereignty concerns 
have continued to cause worry, but also contributed to 
rising domestic capacity, from IT skills to data centers.

“This topic is catalytic in a number of ways,” he says. “It’s 
not really about COVID but infrastructure.”

“This topic is 
catalytic in a 
number of ways,” 
he (Muneene) says. 
“It’s not really 
about COVID but 
infrastructure.”
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Three major categories of risk must be dealt with, 
according to Gelb. Privacy, mission creep, and 
surveillance are one group of risks, exclusion is another, 
and waste of money is the third.

There will soon be 30 airports piloting IATA Travel Pass, 
but requirement of vaccination not an option from IATA’s 
perspective, Cole says.

A lengthy discussion about trust frameworks and chains 
of trust exposed the extent of the problem of what 
institutions can fulfil the role of root of trust, including in 
the U.S.

“Any solution that is built will have to take a sovereign 
country as the issuing authority of that credential to be 
able to trust it,” Rajeshkumar states.

The discussion delved extensively into PKI systems, and 
noted that trust also requires rules and recourse.

Few answers about how best to proceed with health 
passes were ultimately provided, but many questions and 
possibilities raised during the session will undoubtedly 
inform the two events to follow, exploring the innovations 
being proposed to meet the challenge of safely reopening 
economies.

ID4Africa also held an event on ‘Buidling Trust in the 
Democratic Process’ in late May, which can now be 
viewed on their YouTube channel (ID4Africa Media).

“Any solution that 
is built will have 
to take a sovereign 
country as the 
issuing authority of 
that credential to 
be able to trust it,” 
Rajeshkumar states.

Watch this 
episode online

https://www.biometricupdate.com/
https://youtu.be/OTFz8D00_kQ
https://youtu.be/OTFz8D00_kQ
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ID4Africa debates digital health passes:  
more collaboration, clarity needed

Public and private sector roles considered

The challenge for governments standing up digital health 
pass systems is not whether the appropriate technology 
exists, it is sorting through the many available options to 
select the most appropriate one for confirming the health 
status of individuals in various situations without leaking 
their digital identity data, attendees of the second part in 
ID4Africa’s three-part livecast event heard.

While systems like ICAO’s PKI framework enables offline 
verification of the credential-bearer, including with biometrics, 
it may be too heavy to include on a paper document, and 
effectiveness at preserving privacy is debated within the 
community. QR codes, on the other hand, can enable 

Watch this 
episode online

https://www.biometricupdate.com/
https://www.youtube.com/watch?v=Jf__XxfjAjI
https://www.youtube.com/watch?v=Jf__XxfjAjI
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paper-based credentials that meet the World Health 
Organization’s specification for continuing care, they 
cannot encode a biometric, and therefore pose problems 
for verifying the individual’s identity in off-line scenarios.

Part of the danger is that countries perceived to have 
dubious test results having borders shut to them, an 
alarming concern which is revisited throughout the series.

“ID4Africa cannot add value to COVAX, but we can help 
minimize the impact of vaccine inequity on Africa’s 
potential isolation,” states ID4Africa Executive Chairman 
Dr. Joseph Atick.

During the conclusion of the series, Dr. Atick announced 
that ID4Africa’s annual in-person meeting for 2021 will be 
postponed until 2022, following consultation with host 
country Morocco.

The livecast trilogy has three objectives: ID4Africa wants 
to make sure the global community takes into account 
the impact of digital health passes on development 
agenda; call on African authorities to strengthen 
accreditation of testing labs; and inform stakeholders 
across Africa on range of solutions for status 
management that are currently available. The second 
point is examined in further detail in the third webinar.

The initial episode of the series explored the risks and 
rewards at stake, and what government can do to begin 
engaging with digital health passes.

The second and third part were each divided into three 
segments, and considered a range of technologies, 
concerns and issues from the perspectives of 
international experts and members of the African digital 
identity community.

“ID4Africa cannot 
add value to COVAX, 
but we can help 
minimize the impact 
of vaccine inequity 
on Africa’s potential 
isolation,” states 
ID4Africa Executive 
Chairman Dr. Joseph 
Atick.

https://www.biometricupdate.com/
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Part 2 of the series, on ‘COVID Passes: National & Private 
Sector Initiatives,’ was divided into National Initiatives, The 
Good Health Pass Collaborative, and Enabling Innovative 
Technologies segments. The event featured Chief Aadhaar 
Architect Dr. Pramod Varma, Charles Walton of Mastercard, 
Franziska Muschik of Veridos, Tony Rose of Proof Market, 
Tamer Shafeek of GET Group, Steven Koh of Govtech 
Singapore, Dele Atanda of metaMe, Gilles Barre of Otentik, 
Jim St. Clair of Lumedic, and Professor David Chadwick of 
Verifiable Credentials.

Varma presented the Open-Source Digital Infrastructure 
for Vaccination Open Credentials (DIVOC) platform, which 
is intended to be a multinational solution based on 
World Health Organization guidelines and W3C verifiable 
credential specifications. The system does not rely on 
internet connectivity or smartphone ownership, and India 
is expecting to issue 10 million vaccination certificates 
per day in June. Because of the use of VCs, the India 
certificate can be imported into digital wallets like IATA 
Health Pass and CommonPass, Varma says.

https://www.biometricupdate.com/
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In conversation with Atick, Varma said that it would not 
be practical for the system to use blockchain because 
the transaction volume is too high, but in countries 
without stable or trustable central systems, blockchain 
may have a role.

Koh described Singapore’s system for decentralized 
testing and issuance of HealthCerts, which are then 
notarized by the government, and then integrated 
with various travel apps. The system is based on one 
previously developed by Singapore for educational 
credentials, called OpenCerts.

Atanda presented a Hyperledger Aries-based smart 
credentials self-sovereign identity (SSI) system which 
collects health data through the user’s phone, and 
encodes private data in ‘Mpods’ to preserve privacy.

Shafeek outlined GET Group’s VACCEMA, which he calls a 
holistic approach to automated vaccination management, 
which provides a centralized system in Egypt. The issue 
of interoperability was raised, as instead of an ICAO-
style international PKI structure, Egypt is working on 
government bilateral agreements so QR codes issued 
through VACCEMA can direct verifiers to a secure Ministry 
of Health-hosted portal to confirm travelers’ status.

This online process, Atick noted, raises concerns around 
privacy and security.

Who’s driving?
In a poll, 86 percent of the event’s attendees said COVID 
health passes are the government’s responsibility, rather 
than something the private sector should take the lead on.

The event then considered what is likely the largest 
private sector collaboration on digital health passes.

86% 
event attendees said 
COVID health passes 
are the government’s 
responsibility

https://www.biometricupdate.com/
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Walton, St. Clair and Rose each spoke about their own 
organizations, and collectively about the Good Health 
Pass, which their organizations are part of.

That initiative has been covered extensively by Biometric 
Update, and the representatives noted that its paper on 
interoperability challenges was published in March, ahead 
of the planned May release of its draft recommendations. 
Those are currently being composed by groups each 
dealing with one of ten topics, with Linux foundation rules 
through the Trust over IP foundation.

When asked how Good Health Pass is positioned relative 
to WHO and ICAO, and why participants have not just 
put their energy behind those initiatives, Walton said 
harmonizing those frameworks and providing guidance for 
public and private sector implementations is crucial work 
not being addressed elsewhere. St. Clair argued that other 
solutions tend to meet some but not all of the important 
features in terms of security, privacy and interoperability 
that will ensure they function as “Good ID.”

https://www.biometricupdate.com/
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With an increased focus on collaboration, they say, 
credentials like New York’s Excelsior Pass could be 
accepted for international travel and other uses.

Off-line authentication, privacy 
hurdles remain
Another poll asked attendees their level of concern for 
data privacy with vaccine passport schemes: 54 percent 
said their concern is very high, 34 percent expressed 
moderate concern, and 12 percent have no concerns on 
the issue.

Chadwick spoke about how the Verifiable Credentials 
scheme brings together W3C Web Authn (FIDO2), 
W3C Verifiable Credentials, and X.509 standards, and 
uses OpenID Connect, to provide digital health pass 
capabilities based on trusted, established foundations. 
X.509 is the public key certificate that powers the web, 
and that the WHO and EU Green Pass have chosen for 
their trust infrastructure.

Chadwick took issue with an earlier characterization of 
some ICAO-style centralized and federated PKI systems 
as non-GDPR compliant, as “we require the verifier to 
state what its policy is in a public repository,” which the 
wallet grabs from the repository to selectively mint the 
verifiable credential with minimum disclosure. He also 
said that integrating the credentials with an API from 
Fraunhofer allows verifiers to use a Trust Scheme instead 
of individual PKIs and PKCs.

Barre shared Otentik’s ‘smart VDS’ (visible digital seal) 
technology, which is being considered for adoption in 
multiple West African countries. The open standards-
based solution uses an ISO standard similar to the ICAO 
PKI, and includes a GDPR-compliant document reader, 
he says.

54% 
very high concern

Attendees’ level 
of concern for 
data privacy with 
vaccine passport 
schemes:

34% 
moderate concern

12% 
no concern
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The modular set-up of Veridos’ 
VeriGo TrueSeal was explained by 
Muschik, and deployments ranging 
from minimal integrations of VDS 
technology into existing government 
back-end systems to full-blown end-
to-end solutions.

How to verify certificates through 
technologies like off-line QR codes 
remains a challenge, Muschik states, 
and Veridos is watching to see what 
the leading PKD environment will be 
before deciding how exactly to meet 
that challenge.

As with many ID4Africa events, 
community participation through 
questions posed live to speakers 
and debates in the chat section built 
throughout the proceedings, and 
highlighted some of the remaining 
divides among Africans and the global 
community on how digital health 
passes should be architected and 
implemented.

Part 3, ‘COVID Passes: Harmonization, 
Standardization & Differentiation,’ 
delved into the low number of 
accredited testing labs in Africa, and 
how a chain of trust from the point of 
testing or vaccination to verification 
of health status can be built and 
preserved.

https://www.biometricupdate.com/
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Too much innovation, not enough labs: 
digital health pass details debated by 
ID4Africa

The threat of further exclusion of Africa from the 
international community due to the COVID-19 pandemic 
could easily be exacerbated by digital health pass systems, 
particularly if they are not well designed. Attendees of the 
conclusion to ID4Africa’s three-part livecast series on digital 
health passes heard a lively, and at time contentious debate 
about how to establish and maintain trust in the veracity of 
health status claims.

Even if a person is able to prove a test result, getting one 
that is recognized could be a challenge, because while Africa 
has more than 400 labs audited by the WHO in 27 countries, 
only 78 in 12 countries were accredited to ISO standards. This 

78 labs 
accredited to  
ISO standards

Watch this 
episode online

https://www.biometricupdate.com/
https://www.youtube.com/watch?v=VYJVpGuvT5E
https://www.youtube.com/watch?v=VYJVpGuvT5E
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“If we fail to do this, 
it is inevitable that 
the use of COVID 
credentials will 
lead to the isolation 
of the African 
continent, which 
would have a major 
negative impact on 
the development 
agenda,”  
Atick says.

shortfall in accredited lab capacity must be addressed 
if Africans are going to be able to meet mandates to 
provide test results within 72, or even 48 hours of their 
time of departure on an international flight.

“If we fail to do this, it is inevitable that the use of 
COVID credentials will lead to the isolation of the African 
continent, which would have a major negative impact on 
the development agenda,” Atick says.

As was pointed out during the presentation, however, a 
tiny fraction of Africa’s population travels by air each year, 
so for most people the practical concerns around digital 
health passes are bound to be significantly different from 
those of many North Americans or Europeans.

Part 3, ‘COVID Passes: Harmonization, Standardization 
& Differentiation’ featured Gary Parrish of HD Barcode, 
Adriaan Kruger of nuvoteQ, Chris Justice of BLOK 
BioScience and Rafi Kaminer of Pangea on the CEO 
Roundtable. Geert Peters of Zetes and Pavlina Navratilova 
of Idemia described how the EU Green Pass works, and 
the solutions their companies are building for it.

Atick shared a framework for a chain of trust with the 
CEO panel, which discussed each element in some detail. 
The framework is based on a consideration of vaccination 
as a vital event, like birth or marriage. As such, the chain 
has four parts, consisting of the event itself, registration, 
credentialing, and the use of the credential. At each 
stage, harmonization, standardization and differentiation 
of the solutions on offer was considered.

Discussing the possibility of registering the fact of an 
individual’s vaccination or testing, Kruger and Justice 
said it presents a good opportunity for standardization 
throughout the continent without all the complexities 
of standardizing a whole electronic health record. There 
was some consensus that a strong civil registry can help 

https://www.biometricupdate.com/
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people get vaccinated, but in its absence, Kaminer urged 
countries to begin registration campaigns for vaccination 
based on any kind of established ID.

This raised the question of whether vaccination could be 
carried out with the individual providing only a name and 
date of birth, as suggested by the WHO, with verification 
be showing an ID after the fact.

For Blok, Justice says no centralized ID database is 
necessary, just some kind of ID to bind within the 
application, such as ID capture and selfie biometrics.

In a poll of attendees, only 39 percent consider name and 
date of birth adequate information for people to provide 
on vaccination.

As Stephen Wilson would note soon after, health care 
providers were not prominent in the discussion, and he 
argued against the requirement for anyone to have digital 
ID to be vaccinated.

https://www.biometricupdate.com/
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“Instead of having 
a minimum and 
at the same time 
maximum dataset, 
what is important to 
understand is that 
there needs to be a 
more fine-grained 
level of privacy filter,” 
he (Arendshorst) 
said.  
 
“And for that, you 
need a global trust 
framework.

If digital identity data must be managed as part of the 
vaccination process, however, where does it go? Whether 
a central registry is needed was discussed, but the need 
for a local registry of some kind emerged as one of the few 
points of agreement. This must somehow feed a service 
gateway for attestation, notarization, and certification, 
which enables the generation of trusted credentials.

Practical for WHO?
As the discussion reached the fourth stage of the 
framework, use, a succession of community voices joined 
the conversation.

Integrated Biometrics CEO Steve Thies noted the mobility 
of many people across borders, particularly in Africa, and 
proposed the use of biometrics to address the limitations 
of centralized national databases.

Karl Steinacker asked why a passport, together with a 
limited and controlled local lab registry, could not suffice 
to provide the necessary information.

Harm Jan Arendshorst of uqudo spoke up in support of 
the Good Health Pass initiative as the way to achieve 
global interoperability, and urged a more complete 
ecosystem view of the pandemic control landscape.

“Instead of having a minimum and at the same time 
maximum dataset, what is important to understand 
is that there needs to be a more fine-grained level of 
privacy filter,” he said. “And for that, you need a global 
trust framework.”

The details of the requirement for a registry were 
discussed, with Wilson noting that a registry is normal, 
but said support for a digital identity record requirement 
for vaccination “is coming from the technology side of 
the house.”

https://www.biometricupdate.com/
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The World Health Organization refers to “norms” in its 
guidance on the subject, he pointed out, which allows the 
question of what identity data is needed and where to be 
contextualized.

Atick essentially agreed on this point, saying that he 
wants the identity community to move away from 
innovation at every stage of the train, and innovate only 
at the pass level. The rest, he says, can be basic and 
not innovative, which could stifle interoperability. Atick 
further suggests that identity is introduced into the chain 
for the convenience aspect.

Kaminer objected that the Ministry of Health needs more 
than a name and date of birth to fulfill its obligations 
to vaccinated people, such as to inform people if they 
should seek medical attention due to a bad vaccine 
batch. “If they need to get ahold of you, they will not put 
it in the newspaper,” he said.

Ultimately, a ‘ground truth’ must exist somewhere 
which can be attested to. A solution like the IATA Health 
Pass can then integrate that attestation to provide 
authorization, based on the criteria of the particular use.

De-coupling vaccine registration from pass and credential 
generation will create better standardization, Atick 
concludes.

Africa and the offline authentication 
challenge
While APIs or a PKI system, either ICAO’s or something 
generated through bilateral agreements, may be practical 
for authenticating digital health passes in many parts of 
the world, Kruger points out that even beyond devices, 
online QR digital health passes are not realistic in Africa, 
as they depend on a range of factors including the user 
having an app store account, and internet access at the 
point of verification.

“If they need to get 
ahold of you, they 
will not put it in 
the newspaper,” he 
(Kaminer) said.
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HD Barcodes’ solution can encode more than 700 KB of 
information, and can therefore include a facial image or 
a biometric template. Given the prevalence of QR codes 
in digital health passes, which cannot encode biometrics, 
the question of how an inexpensive paper credential 
can be issued that provides strong binding to the bearer 
came up frequently throughout the three-part event.

Majorities of just over 60 percent said it is ethical to ask 
for COVID vaccination proof for employment, and just 
under 60 percent said the same for university attendance. 
Further, 33 percent said digital health passes will be used 
permanently and only for international travel, 33 percent 
said they will be used permanently for travel, employment 
and socializing, and 35 percent said they will disappear in 
a couple of years as pandemic dies out, highlighting the 
need to define what use case is under discussion in order 
to determine appropriate standards or norms.

Mitchell DeYoung of Spenn, Ilja Hofmann of OVD 
Kinegram, Hilda Karashani of Muhlbauer and Rob Lubeck 
of BurstIQ gave a series of presentations on ‘enabling 
innovative technologies.’ Those range from Spenn’s 
extension of its financial inclusion platform and BurstIQ’s 
holistic digital health platform to Muhlbauer’s app and 
OVD Kinegram’s physical health status cards.

The discussion raised further issues such as the difficulty 
of attestation for self-testing, and the potential for 
subsidized smartphone distribution to enable greater 
inclusion of Africans.

The inescapable and overarching takeaway from the 
three-part event is that as Africa is being left behind in 
COVID-19 vaccine supply, greater effort and awareness 
are needed to prevent the world’s richest countries from 
deciding on a global framework for digital health passes 
and international travel that billions of people cannot 
possibly participate in.
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Biometric Update has been ID4Africa’s 
official journalist since 2016.

Read all of our exclusive ID4Africa coverage at 
https://www.biometricupdate.com/tag/id4africa
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