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Disclaimer 
 

Specific hardware and software products identified in this report were used to perform 

the evaluations described in this document. In no case, does identification of any 

commercial product, trade name, or vendor, imply a recommendation or endorsement 

by CSIRO, nor does it imply that the products and equipment identified are necessarily 

the best available for the purpose.  

 

 

Executive Summary  
 

Purpose and scope: The purpose of this accreditation is to present a scientific and 

experimental approach for the validation of the QuantumCrypt technology.  

 

CSIRO has been requested to verify the performance and security benchmarks claimed 

by Infinity Optics Solutions in its software technology known as QuantumCrypt. 

 

The software is a unique combination of biometric and cryptographic technology. 
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Out of scope: The report does not seek to validate any particular mobile hardware for 

use with the technology. The tests were conducted with commercially available mobile 

phones. 

 

Participation: The report includes performance figures of the QuantumCrypt algorithm 

tested against a group of people. A database comprising of 70,000 faces and an 

independent database of facial captured from mobile phone cameras from 5 people.  

 

Scope of QuantumCrypt algorithm summary: The biometric hash is a unique strong 

repeatable Hash code generated from captured biometric data. The outcome of a true 

biometric hash enables the production of cryptographic keys for symmetric or 

asymmetric encryption in a wide range of applications. It makes it possible to transform 

a biometric scan directly into cryptographic keys without any other process. 

 

 
 

Instead of having an initial step of enrolment producing templates to be matched later 

with other templates, the QuantumCrypt directly produces a biometric hash convertible 

into cryptographic keys. We call that the “Registration”. The QuantumCrypt has built-

in privacy by default. The registration outcome is not reversible and doesn't retain any 

sensitive and private information such as a biometric template or private key. 

The QuantumCrypt methodology can work with biometric features input that can be 

projected in a defined vectorial base. It fits well with existing facial algorithms working 

with a model of vectorial base. 

 

Maximize biometric performance: The False Reject Rate (FRR) tests have been 

conducted using multiple enrolments on 5 people in a wide range of real-life 

environmental conditions. 

 

The analysis of False Accept Rate (FAR) is made using 70,000 faces making a 

provision of 70,000 registrations and a provision of 70,000 x 69,999 impostor 

presentations. The DET plot records the FAR / FRR point at the various number of 

biometric bits generated.  
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The results obtained are a FAR of < 1 / 1 billion at FRR < 0.3% under normal 

working conditions.  

 

This far exceeds current industry standards. 

 

The concept of selection of the most unique and repeatable features at registration 

provides a low FRR while preserving the original biometric entropy. The process of 

quality information selection on statistically independent features brings a high level of 

compression with FAR close to the random limit with asymptotic convergence at FAR 

< 1/1 billion. 

 

 
 

 

User experience: The speed is inherent in the hardware performances and processing 

capabilities. The user experience is dependent on the quality of the enrolment.  

Variability on the enrolment includes lighting, face tilt, angle of mobile phones, and 

centering of the face image…etc. All these variables are integrated into the evaluation 

across averaging statistics over a large number of images for each person.  

 

The algorithm will only expose the biometric hash when the correct hash is generated 

from the capture. As long as the correct biometric hash is not produced, the camera 

continues to acquire more images until the correct biometric hash is generated or when 

it reaches the timeout. When the timeout is reached, there will be a rejection to prevent 

further attempts by imposters. The exercise is made with a maximum timeout of 2s on 

regular phones such as common iPhones 11, Samsung A51, etc… 
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Privacy: The built-in privacy by default mechanism is created by combining the Hash 

properties and the Public Code.  The following are the characteristics generated. 

• The Public Code is independent of the Private Code. The Private Code is the 
seed of the hash.  

• The Public Code contains non-sensitive information to tell where is the 
information without revealing what is the information. The "where?" 
represents a ‘treasure map’ which seeks out the Private Code from the 
biometric feature vectors. The Private Code is a specific Biometric Code 
that will be erased from the memory as soon the Biometric Hash is 
produced. There is no sensitive data remaining in the system after the 
registration is completed. 

• The Public Code alone doesn't allow any reverse engineering of any facial 
features.  

• The Public Code is anonymous. As long as only one Public Code for each 
user exists for the application, there is no way to identify who the Public 
Code belongs to. The "Where" information is limited and can be used to 
narrow the identification in a small group of people and the "What" 
information is excluded from the Public Code so the security level is not 
compromised. 

 

Robustness. It resides on followed checked properties 

• The separate or combined utilization of static images or streaming of video 
and patent information doesn’t allow to reverse engineer the Private Code. 

• As described, the recovery of the Biometric Hash needs to feed at least one 
image of the face and a valid Public Code. The solution must include an anti-
spoofing mechanism such as passive or active liveness detection to prevent 
any fake registration. Another alternate way is to encrypt the Public Code 
and decrypt it only when access is granted. 

• A very low FAR - the measured biometric performances show we can get a 
FAR < 1 / 1 billion with only 35 biometric bits. This is equivalent to a 9 
digits PIN code strength that is 1000 times stronger than the usual 6 digits 
PIN code user for example in ATM. 

• The biometric bits are diluted into 256 bits with Salt & Pepper bits. This 
can be concatenated or binned with other codes of authentications.  

• The Public Codes and Biometric Hash are revocable. The internal 
randomization in the feature selection allows secure and efficient 
revocation. Frequent revocation provides similar security over time as 
frequent change of a password. 
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Conclusions: QuantumCrypt is a direct and efficient bridge between Biometrics and 

Cryptography. It provides by default a high level of security, privacy, and at least 

equivalent or better biometric performance as traditional biometric matches without the 

loss of entropy. 

 

The performance of the QuantumCrypt methodology applied on facial modality has 

been validated by CSIRO and concludes on the privacy, security, and robustness 

performances summarized in this document. 

 

 

 

 

 


