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73%
of passengers will share
biometric data to improve
airport processes

31%
of new bank accounts
were opened with
biometric data

44%
agree logging in 
with biometrics is
very important with
their trust in banks

It’s not a stretch to say that in the near future, passwords will be replaced with biometrics, an 
authentication method superior in every conceivable way: easier to use, more secure and less vulnerable 
to theft or breach. Over the course of the pandemic consumers have embraced biometric identification 
for even the most sensitive use cases; the International Air Transport Association found in 2021 that 73% 
of passengers are willing to share their biometric data to improve airport processes, up from 46% in 2019. 
And in its 2021 survey of US retail banking, J.D. Power reported that 31% of banks’ new accounts were 
opened [with biometric data] through their website or mobile app, a significant increase from 22% in 2019. 

As for financial account access, a February 2022 report by PYMNTS.com found that 44% of consumers 
say that the ability to log in without passwords [with biometric authentication] is “very” or “extremely” 
impactful on their trust in financial services providers. Maintaining this trust requires financial institutions 
to do biometrics right: free of bias and inclusive of all identities. More than a single face scan or 
fingerprint, Multimodal Biometric Authentication (MBA) is necessary to fight fraud, securely onboard and 
continuously authenticate customers throughout the banking lifecycle. In this Q&A conversation with 
Mitek chief marketing officer Cindy White, Stephen Ritter and Alexey Khitrov talk about why MBA is at the 
vanguard of inclusive biometric authentication technology, and why banks need it to delight customers 
with unbiased, convenient and passwordless protection. 

Biometric authentication accelerates
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Stephen: There’s a fascinating dynamic with the pandemic. What began with an aversion 
toward touching things has turned into new, long-lasting behavior. Specifically, with bank 
branches closed, most people were forced to use mobile check deposit. Before COVID 
fewer than 20 percent of checks were deposited via mobile. But research shows that if 
required to deposit three checks virtually [through mobile deposit] there’s an 80 percent 
attachment rate to the new behavior. As a result, we have seen significant sustained 
growth in mobile check deposit, even with bank branches long reopened. 

Where do we go from here? With mobile banking now the norm, banks are really looking 
to combine the best of in-branch and digital experiences. Digital onboarding is the next 
step which, if successful, issues the credentials that the customer uses to log in on an 
ongoing basis. That’s where the biometric authentication comes in; it gives us the path 
toward the passwordless, convenient and frictionless experience everyone is looking for.

Done right, biometric authentication ends the push and pull between two opposing forces, 
convenience and security. In the past, if you wanted more convenient account access, 
it necessitated more security. Add more security and you create more friction, which 
makes access less convenient. One of the beautiful things about multimodal biometric 
authentication is that it’s a passive technology; the user is not asked to do anything extra 
or out of the ordinary. With MBA, convenience and improved security can be achieved 
with one solution.

Q&A
Cindy: Conditioned through the enormous uptake of 

digital banking during the pandemic—61 percent of 

consumers interact digitally with their bank every 

week—customers now demand more frictionless 

banking experiences across the board. How does 

biometric authentication meet their expectations?
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61% BANK

$

of consumers are 
digitally banking 
every week

Q&A
Cindy: During the pandemic we’ve also seen permanent 

branch closures, which can impact communities of 

color disproportionately. There’s also been a rise in 

fintechs offering banking services, which can benefit 

underbanked populations. Broadly speaking, how can 

MBA capabilities help banks and fintechs to better 

serve people of color (PoC) and the underbanked? 

Stephen: The emergence of digital banking has helped to better 
reach underserved populations.  Beyond the US, digital access 
democratizes financial services for everyone, as well, giving choices 
for world-class financial services regardless of where you live. 

Once the digital infrastructure in place, the authentication ability 
and security that comes from MBA makes digital banking so much 
more convenient. It can help banks and fintechs deliver a flawless 
experience to any customer, anywhere in the world.
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Alexey: Apple FaceID is a great technology but it serves a specific purpose: convenience, not security. It’s 
consumer-grade technology with a backup PIN, allowing you to get into your phone if the biometrics are not 
available. From a security perspective, a biometric is only as good as the “back door” the device allows; if I know 
your PIN, I can replace your biometrics with mine on your phone. At that point I have access to all of your apps 
and bank accounts.  So, it’s not considered a best practice to use consumer-grade facial recognition or similar 
technologies to protect money.

To protect money you want to use extremely precise biometrics attached to specific accounts and apps. 
Multimodal biometrics is the best approach because it utilizes multiple sources of information about the person. 
The combination  of voice and face is very effective: two very different modalities, two different types of information 
and two different  data points that you can collect at the same time.  

We can combine these data points in a single user experience. With one click we can do facial recognition, voice 
biometrics, and voice and face liveness. That’s important because a good biometric must answer not one question, 
 but two: First, is this the right person? Second, is this a real person, or is it someone who has a picture of me? 

In this way, a multimodal approach can give us four-layered biometric protection with a single step—a very simple 
 but incredibly secure experience.

Q&A
Cindy: Let’s unpack Multimodal Biometric Authentication and 

its ability to deliver unbiased, inclusive authentication. First, 

how is it different from simpler methods such as Apple FaceID?
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Q&A
Cindy: How does MBA 

address key error- and  

bias-prone “surfaces” such 

as race, ethnicity, age, gender 

and transgenderism?

Alexey: I’ll start in general terms. For passive facial 
liveness—the ‘Is this a person?’ question—our technology 
went through ISO 30107-3 [principles and methods for 
performance assessment of presentation attack detection 
mechanisms] certification. This is a formal process in 
which white-hat hackers try to penetrate our system with 
appearance-disguising techniques. Out of thousands of 
attacks they made on our system, the penetration rate 
is exactly zero, across the board. Pen testing does not 
discriminate against a particular group. It’s a structural 
issue; to pass a pen test you must be designing an 
unbiased system from the start. 

As part of the data collection, development and testing 
process, we developed a type of heat map, a kind of three-
dimensional chess game that looks at multiple variables 
like age, gender, ethnic and racial background. We make 
sure that the data we collect is comprehensive and diverse, 
and we test the algorithms across all groups to make sure 
performance is equal and comparable. There are so many, 
many permutations on the three-dimensional chess board. 

In terms of identifying transgender people correctly, out of 
hundreds of millions of authentications, there has not been 
a single report of our system discriminating against this 
group. Our effort to build an unbiased system that works in 
a multi-dimensional environment has been effective. 

But to further explore that issue, in the face recognition of 
transgender people [not liveness], it’s beneficial to keep 
in mind the question, ‘Are you a match or not?’ That’s 
the security piece; if someone drastically changed their 
appearance, the system should not say that’s a match. 
To avoid potential bias here, we use a technique called a 
template merge. This is a model enrichment technique in 
which every time a person successfully uses the biometric 
system, the underlying template is recalculated with the 
most recent face or voice sample. 

In this way, the template is not static, it’s changing all  
the time. The template stays relevant to who the person  
is right now. So, just as a gender transition occurs over 
time, an individual’s biometric template will change with 
them, incrementally.
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Q&A Cindy: True or false: in any AI algorithm, accuracy and bias-free decisioning 

is directly proportional to data quality and model training. If true, how does 

Mitek train and continuously improve its MBA capabilities? 

Stephen: That statement is correct—the technology itself is not biased. When 
decisioning is biased, the models are being trained with the wrong data. So the focus 
on data sets is everything. 

Alexey: Agreed. For any AI-based system the key ingredient is the data set you’re 
using to train and test it, in a very balanced and representative way. This has been a 
stumbling block for a lot of solutions, across industries, because it’s easy to collect the 
data from the people who surround you. 

We go to great lengths to build balanced and representative data sets. For example, 
let’s look at voice liveness, the ability to distinguish between live voice and computer-
generated speech. If you take all the publicly available data on voice liveness, to buy 
or acquire through academia, it’s only about 15 percent of the data set we are working 
with to train our solution. We are investing in a unique data set to enable our scientists 
and researchers to build the world’s best voice liveness biometrics solution. It’s data 
collection done properly, at a massive and parallel scale.

Interestingly, there is no recognized methodology for measuring bias in a biometrics 
decisioning system. It’s a conundrum because you can only improve things you can 

measure. In many domains there’s a recognized way to calculate bias, but when we 
started working with independent third-party testers, we had to spend several months 
discussing how we would assess bias in biometrics decisioning. This gives you an idea 
of the newness of the frontier we are working in. With our testing partners around the 
world, we have pioneered formulas and a methodology for assessing bias.

Stephen: Yes, bias is a general term, caused by an imbalance in the data set that can 
lead to over-fitting in a model and other issues. The question is, what criteria are you 
using to balance a data set? Is it just demographics, or are there other characteristics 
that are as much or more important? 

To find the answer, Mitek largely relies on supervised machine learning to train analytic 
models. The training data first must be labeled by a human expert, a process that can 
inject error because humans make mistakes. It’s important to have a programmatic 
process to quality control data curation and labeling, and then hold back a certain 
amount of the data from training and using that for testing. With this approach a 
model can be tested on real-world data it’s never seen before. This ensures that the 
decisioning is not only accurate, but the model can also extrapolate between data it’s 
never seen before and still give the correct answer. 
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Q&A
Cindy: How else does Mitek 

control the development 

process, to stamp out bias?

Stephen: In a broader sense there’s model governance, a framework 
through which the model itself needs to be actively managed by 
the organization. Testing for bias is part of that active management. 
Ideally, decisioning models deliver relatively equivalent results across 
different demographic boundaries. There might be errors, but the 
error isn’t drastically different for any one demographic category. 
In our industry we see that a lot of companies simply aren’t actively 
testing for bias. They may use an integrated third-party testing 
model, but neither the third party nor the first is testing for bias.

At Mitek we’ve invested heavily in governance infrastructure, and 
the expertise and skillset needed to not only build the models, but 
also to test and deliver them with confidence, quickly. We’re an 
agile development shop, shipping new features and changes to our 
solutions every two weeks. If you don’t have an effective, automated 
way to test for bias, and in general for model accuracy, you’re not 
going to be able to release models quickly. It was big decision for us 
to invest in the necessary capital and human resources. We still have 
room to improve, but continuous improvement is a big part of the 
agile approach.
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Q&A
Cindy: You mentioned active and passive 

authentication; what’s the difference, and 

where does liveness fit in? And how does 

bias manifest here? 

Alexey: This is a very important topic because 
these are two very different approaches. Active 
liveness requires the user to read, understand and 
follow certain instructions. It’s a barrier to access 
and a distraction in the user experience. This is 
the friction we talked about in traditional security.  

The passive approach is fundamentally different. 
It takes data that already exists to verify that 
you’re a live person, not a picture of a live person. 
The user experience couldn’t be more opposite; 
an active liveness test creates friction and an 
additional step. There are reports that up to 50 
percent of the people who start this process 
abandon it because they don’t understand or 
don’t want to follow the instructions. 

The passive approach effectively says, “You’re 
already taking a selfie for facial matching. 
That’s it, you’re done.” So instead of creating 
friction, passive authentication eliminates it. As a 
result, passive liveness is changing consumers’ 
perspective of biometrics from being a barrier of 
the experience to enabling it.

Training data for face and liveness detection 
requires developing new sources of permissioned 
data across the globe. We work with crowd 
sourcing platforms that allow us to collect data, 
sourcing from academia, as well. This requires 
cultural sensitivity to make sure that passive 
biometrics system doesn’t impute bias. For 
example, women wearing hijabs can be flagged 
incorrectly and falsely rejected. To work properly 
in authentication women wearing hijabs, the 
system must be trained properly. Other providers’ 
biometric authentication systems can be return 
up to 30 percent false rejects on users wearing 
hijabs.

“You’re already taking a 
selfie for facial matching. 
That’s it, you’re done.”

A NASDAQ® company | miteksystems.com Copyright © 2022 Mitek Systems, Inc. Confidential. All rights reserved. 9

https://www.miteksystems.com/


Multimodal biometric authentication

Q&A Cindy: What’s the combined power of Mitek’s MBA authentication 

and its market-leading document capture capabilities? 

Stephen: From early 2007, when Mitek introduced mobile check deposit, 
creating a bridge between the physical world and digital world is a 
fundamental part of our company’s DNA. Whenever you take a common 
experience in physical world, such as depositing a check, and translate 
it into the digital world, you need a way to capture the real-world data 
and electronically process it. That’s where our image capture technology 
started, with mobile check deposit. 

The exact same concept holds true for our identity proofing. We have 
expanded our expertise from taking images of checks to taking images of 
documents and, with the help of ID R&D prior to Mitek’s acquisition of the 
company, we were the first to introduce the comparison of the face to an 
ID document. That’s where we added the capture of biometric samples. 
Multimodal biometric authentication is the latest step in our evolving quest 
to deliver the most inclusive, frictionless user experience.
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This document is for general information purposes only and is not intended to be and should not be taken as legal and/or regulatory advice on any specific facts or circumstances.  
All information provided in this document is provided “as is” without warranty of any kind, whether express or implied. Contents contained in this document may not be quoted or referred to for any purpose without the prior written consent of Mitek or its affiliates.

As consumers embrace, trust and increasingly demand the frictionless security of biometric authentication 
capabilities, financial institutions that can meet their expectations are poised to win. Multimodal biometric 
authentication presents the industry’s most robust approach to fast, accurate and unbiased identification. 
To learn more about Mitek’s biometric authentication capabilities, visit mitek.com.
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