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PRIVACY THRESHOLD ANALYSIS {PTA)

This form serves as the official determination by the BHS Privacy Office to identify
the privacy compliance requirements for all Departmental uses of personally
identifiable information {PH]}.

A Privacy Thresheld Analysis (PTA} serves as the document used to identify infermation
technology (I'T) svstems, technolegies, rulemakings, programs, informatien sharing arrangement,
or pilot projects that involve Pl and other activities that otherwise impact the privacy of
individuals as determined by the Chiel Privacy Officer, pursuant to Section 222 of the Homeland
Security Act, and to assess whether there is a need for additional Privacy Compliance
Documentation. A PTA includes a general description of the IT system, technology, rulemaking,
program, pilot project, information sharing arrangement, or other Department activity and
describes what Pl is collected (and from whom} and how that information is used.

Please complete the attached Privacy Thresheld Analysis and submit it to your component Privacy
(ffice. If you do not have a component Privacy Office, please send the PTA to the DHS Privacy
Office:

Senior Director, Privacy Compliance
The Privacy Office
1S, Department of Homeland Security
Washington, DC 20528
Tel: 202-343-1717

PlA@hg.dhs.gov

Upon receipt from vour companent Privacy Gffice, the HS Privacy Office will review this form and
assess whether any privacy compliance documentation s required. If a compliance documentation
is required - such as Privacy Impact Assessment {P1A), System of Records Notice {SORN}Y, Privacy
Act Statement, or Computer Matching Agreement (CMA} - the DHS Privacy Gffice will send you a
copy of the relevant compliance template to complete and return.
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Privacy Threshold Analysis [PTA)
Specialized Template for Mobile Applicotions

Summary Information

Name of Mohile Mohile Fortify Mohbile Application for ICE Enforcement and Removal
Application: Operations

Project or
program status:

Development

MOBILE APP DEVELOPMENT PROGRAM MANAGER/BUSINESS OWNER
Name | (b)(6) (b)(T)(C) |

Phone: Email: i {b}{(8) (b}{7}{C)

MOBILE APP DEVELOPMENT LEAD/INFORMATION SYSTEM SECURITY OFFICER (I550)
Name:  (b)(B) (b)(7)(C) |
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Describe the BHS mobile application!. Please provide a general description of the maohile app and
its purpose in ¢ way a non-technical person could understand. If this is an updated PTA, please
describe what changes and/or upgrades that are triggering the update to this PTA If thisis a
renewal PTA, please state whether or not there were any changes to the mobile app since the last
version,

CBP and ICE Privacy are joinlly submitting this new mobile app PTA for the ICE Mobile Forlify
Mobile App (Mobile Fortify app), a mobile application developed by CBP and made accessible Lo
ICE agents and officers operating in the field. ICE apents and officers will use the Mobhile Fortify

app to verifyi (bX{7HE) identity through facial recognition or contactless fingerprint
mat{:hmg, during ICE enforcement operations.: {BYTUE) :

(b)7)E)
Background

The Mobile Fortify app will be available for download to ICE issued handheld devices {cell
phones or tablets}. Users will be authenticated using Alrwatch and their PIV credentials on their
ICE issued handheld device running Android ori0s.

The Mabile Fortify app i5 cne facet of a Fortify the Border effort. CBP is supperting ICE, as a
technical service provider, to assist the BHS mission and carry out the requirements in the
January 20, 2025, President Trump signed Executive Order, “Protecting the American Pecple
Against Invasion.” The Executive Order seeks to faithfully execute immigration laws against all
inadmissible and removable aliens, particularly those aliens who threaten the safety or security
of the American people. | (BYTHE)

(b)(7)(E)

| (b)}TYE) iThe Mobile Fortily App allows ICE agenls
and officers to use contactless fingerprints| (b}TYE) tand photographs

during an encounter for Identity verification purposes| (BYTUE) o |

(bX7)E) ]
{b}7)(E) I This PTA only covers the Mobile Fortify app portion of the effort. CBP and
ICE: {bH7)HE) |

(b)7)(E)

I pHS Jcl‘im% F)F‘% I‘v‘lubi le Applimlia. 3 (I';HS Mobile App) as o native sofiware application that 13 developed by, on bebalf of, or in coordination
i phon or mbbe) by DHS employees andfor the public. For move information, please see DHE Directive

sile Applications, available at bitp wwdlsaovimiblication/prvacy-policy-dhs-mebil capplications.
: ’c'-> ﬁ..l"t"‘pll..lls is o new fc‘ lure added o exisling ATS moblie apps and aldows lhe mobile user e collact {ngemrnns Lrom a subiect Jusl
camera smbaddad in the mobiie device. CTF procured shis technology from a vendor and has uzgraied 1t imio the ATS mobile

applicalions,
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Process
TU conduct identity verification of individuals encountered during an ICE operation]  (b}7}E) |
; {(b}{7WE) dCE agents will
use the Mobile Fortify app for biographic and biemetric checks. When ICE agents or officers
encounter an indlvidual or asseciates of that individual, they will use the Mobile Fortify app
installed on their government-issued device to take a photograph. The photograph is then sent
by the apphc’atm‘a to CBP's Traveler Verification Service, in ATS, (bXTYE) ;
(bXTYE) L as well as the Seizure and Apprehension Wor Kfow that contains the biomatric
gallery of individuals for whom CBP maintains derogatory information. If no match is made, or a
photograph cannot be captured, the ICE agent or officer may then use the Mebile Fortify
application to cellect contactless fingerprints. Contactless fingerprint captures are then sent via
the application to DHS Office of Blometric fdentity Management (OBIM} to search against the
Automated Biometric Identification System (IDENT} holdings.” This allows the ICE agents and
officers to confirm the identity of individuals in encounter situations who are high-interest
targets for removal. An alien is considered in this use-case to be of high-interest for removal if
they have serious criminal convictions or associations, or if they have a nexus to narcotics
trafticking or terrerism. By using the Mabile Fortify app to provide real-time responses tao
biometric queries, ICE officers and agents can reduce the time and effert to identify targets
compared to existing manual processes. Upon submission of photographs and/er fingerprints of
| (b)(7ME) __ Ithe Mobile Fortify app will populate the subject’s information:  (bB07WE}___|
including biographical information, original encounter photograph,i {b}(7)E) land
derogatory information. In addition to reducing tme and effort, this function enhances
situational awareness and improves officer safety by providing needed information on the

grou‘qd during the enforcement effort; (b}(7)E)
{(b)}7)HE) !

ICE does not provide the opportunity for individuals to decline or consent to the collection and

use of biometric data/photograph collection. {bY7}E)

lb)IT)IE) ;

photagraph shown g}gmgg)l 1is the photogl aph that was ta}xt,n durmg thc, 111d1v1duai 5 :no‘;t
recent encounter with CBP, howcver the matching will be against all pictures CBP may maintain
en the individuali {bX7)}E) ithe Mohile Fortify app will papulate with
information pulled from the galleryi (b)}(7)E) |

For contactless fingerprint collections (which may occur in addition to or in place of the
photograph collection), the ICE agent or officer will apen the Mobile Fortify app and use their
mobile device’s embedded camera to take contactless scans of the individual's fingerprints. The
Mobile Fortify app will send these scans to ATS, which will then search against the fingerprints

pulled from OBIM | ___(bK7)}E} ithe Mobile Fortify app WIEE
__;9_9_}3_1_.}_13}?__?&’[}1 information pulledi (b}{7)YE)
i (bY7NE) |

} DHS/OBIM/PIA-00] Automated Biometric Identification System
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Access to the Mobile Fortify app will be limitad to ICE apents and officers, as well as some CBP

administrative users and select CEP Officers that are assisting with remeoval operations. The

Moblle Fortify app does not retain recerds on the app itself, It pulls and displays Information in

real time: (b)(7TXE) i CBP saves the
new photographs and fingerprints, taken using Mobile Fortify) (P} 7)E)

Fortify app will be used for identity verification In the fleld to supplement current processes,
however it does not replace ICE’s existing procedures at a field office to process an individual.

a. Who will SUBMIT information ™ Members of the public
into this mobile application? [ DHS persoanel
FPlease describe below,
including what Compaonents if it
invofves DHS personnel.
1CE, and select CBP users

1 Other federal emplovees

b, Who will USE the information [] Members of the public
submitted to IHS from this [XI BHS persornmel
mobile application? Plegse |
describe below, including what
Components if it invalves DHS
persannel

Mobile Fortify app is limited to {CE ERO and HS1 users with an operational need to

access the app. Some CBP users will also have access for administrative purposes.

At necnlpeEieg

a) What information will be submitted through the mobile application? Please list all dota
elements.

The only data directly submitted through the mobile application are hiemetrics and associated
meta data {geolocation). Specifically, throeugh Moblle Fortify, authorized ICE agents and officers
will collect a new photegraph and, if ne match occurs frem that photegraph, a contactless
fingerprint during an encounter using the embedded camera on their government issued mohile
device. When that photograph and for fingerprint is taken, geolocation is tagged to that biometric
so 1CE can identify where the encounter took place.

While not collected by the Mobile Fortify app, (b} THE)

(b)7)E)
{b}(7}E) The biographic information displaved includes:

4 1lser mesns a IS person using a RITS Mobile App.
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Mame, DOB, A number, Passible Overstay Status, Possible Citizenship 5tatus, Family members
; (b}(7HE) | country of citizenship.

Metadata: geolocation is collected when the photograph and /or fingerprint is taken, so ICE can
identify where the encounter look place.

b} Does the mobile application O Soclal Security number

collect Sensitive Personally 5l Alien Number {A-Number)
identifiable Information

(SPIN?: Check all that apply.

O 'Tax Identification Nuntber

O Visa Number

[ Passport Number

[1 Bank Account, Credit Card, or other financial account

number

(1 DHS Electronic Data Interchange Personal [dentifier

(EDIPI)

(1 Social Media Handle/ID

O Known Traveler Number/Other Traveler ID Number

L1 Driver’'s License Number

X Biometrics (e.g., fingerprints, facial

images/photographs}

[1 Other. Please list:

¢} List the specific authority to collect 35N or these other SPIE elements, Note: even if the
program is properly authorized to collect 55Ns, you are required to use an alternative
identifier. If there are technological, legal, or regulatory limitations to eliminating the
SSN, privacy-enhancing alternatives should be taken, such as masking/truncating the
SSHN, or blocking the display of S5Ns within the mobile application 8

1996 Hlegal immigration Reform and Immigrant Responsibility Act; The Immigration and
Nationality Act {"INA™), B US.C.§ 1101, et seq.

d) Describe why this collection of SPIH is necessary and the minimum amount of information
required to accomplish the purpose of the program.
This collection allows ICE agents and officers to verify identity, {b)(7)(E)
____(bY7XE) |

resubt o sibst
Alien Regi ; § 3
finaneial aceount mamber, eitizeaship or immigration st or medical information ave SPIT iF PHS maintains tharm in conjnction m‘l‘ a‘l‘ﬂr
wdeniifying mlymation aboul he individusl, I some siances (ke corsext surrcunding the PIH may deiermine whelher i is s 2, For exampde,
a lisl of emnloves names by itsell may Templovees whao received poor performance ralings.

ot be SPI bt coudd be 1010 ks & biss of
* Please see DEIS Instruction Numnber: 04701009 {Social Securily Number Collecion and Use Reduction,
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e} [roes the mobile application Locatien Information®
collect other types of sensitive Photos/Videos?
content information?” Check 1 Mobile Device ID

all that apply. X Metadata®® Geolocation is collected on the backend of

when a photograph and/or fingerprint was taken, se

ICE can know where the encounter took place.

O Other. Please list:

f) Describe why this collection of sensitive content is necessary to accomplish the purpose
of the program.

metadata: geolocation information is used to identify the physical location of the ICE agent or
officer to {dentify the location where the field intake occurred.

L (BYNE)

g} How and where i3 the [ Locally on the mobile device
information stored? Please 5 In a back-end DHS system:; ATS
describe below. O With a third-party vendor

1 Other. Describe

h) How long is information stored or retained? I the data is stored in multiple places, please
provide the information for all locations. Please describe below and indicate retention
schedules if applicable.

Every new photograph or fingerprint, regardless of maich, is an encounter and
stored and retained in ATS for 15 years.

i} How do you ensure that information is disposed of or deleted in accordance with the
retention schedule?

CBP will use the date of encounter on the photographs or fingerprints and the system will do a
technical purge and validate deleticn using system audit logs to ensure records are deleted in
accordance with the ATS data retention period.
i} Does the project, program, or Yes. Please list perscnal identifiers below.
system retrieve information by | [ Ng.
personal idenlifier?

¥ Semsitive content meany information that may 1ot be P1 but raises privacy concers beeamuse it may be related to the nse of PI {e.g., location
i fmaion, riobile device T or meetadulad.

F Location Tnformation means the shility of a maobile device 1o know a user’s current location andfor localion history as determined by Global
Pesiilaning Sveiem {GPSY adior olher melhods.

? Bhotosivideos neaning he mobile app avcess ihe device’s camera o phoio library.

0 Wetadain means e information stored as the descriplion of 4 wque plece of dula and all the propecies assecinied with 1t For example, mobils
device meladala may nchide the tme and duration of &l phone calls made fom & pasicular mobile device, the mobile device 1Ds o[ the mobile
devices ivolved inthe phone calls, and (e lovalions of each participan when ihe phone calls occured,
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Contactless fingerprints, phetographs, name, DOB, A number, Possible Overstay Status, Possible
Citizenship Status, Family membersi (bY7YE)} , country of
citizenship.
o
a} Areindividuals provided a Privacy Act | [ Yes. Please describe.
Statement, Privacy Netice, or some, other No.

type of noticel? at the time of collection by
DHS? Ifves, please include a copy of the
notice{s} with this PTA upen submission

BEL 3 b

a} Does the mobile application provide “just-In- | [ Yes. Please describe.
time”i2 disclosures to obtain user’s No.
affirmative express consent before a DHS
mobile app accesses sensitive content or
cther tools and applications on the mebile
device for the first time (e.g., location
services)?
N/A
b} [roes the mobile application provide any Yes. CBP and ICE
information to other DHS Components or M No.
systems?
The Mobile Fortify App collects photographs and fingerprints, (bY7)E)
¢} Does the mobile application provide any [ Yes. Please describe.
information to third parties (anv B No.
organization outside of DHS)?
N/A

** Provided upon sach updals o the mobile app 1o specilicaliy idenlily any changss to the uses of inlormation [om previous versions of Lie app.
HeJr— . . N . . P . L.

= DIES mobile appy are 19 be developed se a3 (0 oblain users” allirmaiive express consenl before 2 DIIS mobile app sccasses sensiilve conienl or
olher ioels and applivalions on the mebile device for the S« e {20, localion serviges),

Privacy Theeshold Analysis - Mobile Apps Version: Fobruary-2025
Page 8 of 13

CBP-FO-2025-194657-000008



Privacy Office

U8 Pepavtrien of Flomeland Security
Washington, 3020528

202-343- 1717, pid ;

e tibis oy

a)  Does the mobile application provide users O ¥es. Please describe.
with independent opt-out featuras!® 5o that Nao.
users may customize the mobile app’s
features (g, opting out of location based
services, while still choosing to utilize other
app services) where appropriate?

b] Before alowing a user to submit information | [7] Yes. Please describe.
to [3HS, does the mobile application provide a No.
“review before sending” function that allows
users to correct or opt-out of sending thelr
information to the Department?

Toiiriiamaty PinEiite i
a} Does the mobile application have an App- [ Yas. Please describe.
Specific Privacy Policy't that is available to No.
users through the commercial app store as
well as within the app? If yes, please Include
a copy of the App-Specific Privacy Policy with
this PTA upon submission.

No. This mobile application is not public-facing and is only accessible by authorized ICE users, A
privacy policy is not requirement for an internal, law enforcement application.

i 1 SRR AR L e
a} Has this mebile application been through the [ Yes. Please provide the results of the
DHS AppVet!s process? . AppVet with this PTA.

PRIVACY THRESHOLD REVIEW
{T0O BE COMPLETED BY COMPONENT PRIVACY OFFICE REVIEWER]}

‘%
DS Mobiie apps ar2 e provide asers wilh independent op-ou: [ealures g0 ha: users may cust orze 1he mabile app's {ealures (e.g., opilng 2l
of location bazed services, while il chiovsig touibize oiber app seovices), w

# 415 DTS Mobile apps are required 10 have a Pavacy Policy thal s sasiby aceessible l.() users hrough ihe commercial app slore belore insiallation
as well ag wilhin the app, Lselll aller ingallation, Tlus Frivacy Policy should be app-specilie and cannol merely relarencs ihe DS websile Privacy
Policy, For more information, please sce DHS Directive CA7-61-0013: Privaey Policy for DHS Mobile Applications, avaifalle at
l*ltm S adhssovipblicalion privacy -poticv-dhis-mobile-a at
Y TDHS Appvet is the service spossored by DHS Office of fhe Chiet Technology Oificer (OCTON that provides development teams with ¢
comtinuons integration, build, test, souree code management, and issue tracking environment for meln ¢ DHS Mobile Apps. The shared lﬂ'mrm
provides application Lifecvele mzoagement and support for mmobiie apps bailt on development frarewe 5 The TS Appet alae porforms lerative
seans and 1esis on source code in order Lo provide insighl on ceds secusily, quakity, and accessibilny, DIS AppVel replaced Lhe DIIS Carwaszh,
a  requirement  of DTS Dirsciive  47-01-003  Privacy Poilw for DII‘: Mohile  Apphications,  available  a
A dis povipublicationfrivacy -polivyv-ghs-mobile-apphicniions,

Privacy Theeshold Analysis - Mobile Apps Version: Fobruary-2025
Page 3 of 13

CBP-FO-2025-194657-000008



Privacy Office

U8 Pepavtrien of Flomeland Security
Washington, 3020528

LRt i B ] :

v b oy Sprivacy

Component Privacy Office Reviewer:

PRIVCATS ID Number:

(b)(5)
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PRIVACY THRESHOLD ADJUDICATION

{TQ BE COMPLETED BY THE COMPONENT PRIVACY OFFICE APPROVERS)

PR ——— - JA—— )
i i Digitally siqnad byl me e

CBP Component Privacy Office Approver: (b){8) (b)}(7)(C) é(hJ(Bl (b)(7)(©); dpblbRe

PTA Expir Fate - May 12,2028
DESIGNATION

Privacy Yes If“no” PTA adjudication is complete.

Sensitive

Application?

No e{3)/Privacy Notice required

PlA: System covered by existing P1A
if covered by existing PIA, please list: DHS/PIA/ICE-G15(]} Enforcement
Integrated Database (EID}, DHS/PIA/CBP-006 Automated Targeting System
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Component Privacy Office Adjudication: Please describe the rationale for privacy compliance
determination above
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