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The software typically combines different 

AI technologies and techniques to search 

for evidence of digital manipulation, 

including digital artifact detection, 

continuity analysis and identifying 

inconsistencies with human physiology.

Businesses in industries including 

financial services, telecommunications, 

online gambling and dating are 

adopting deepfake detection, and 

the number of sectors deploying the 

technology is likely to grow over the 

next few years. Governments are 

also deploying deepfake detection 

to protect enrollments for civil 

registration and credential issuance, 

and for authentication to access digital 

government services. As digital ID wallets 

and mobile driver’s licenses proliferate, 

they represent a significant new market 

for deepfake detection providers.

This report investigates the global 

market for deepfake detection software, 

including analysis of the fraud threat, 

procurement trends, the competitive 

landscape and resulting market 

opportunities. It provides three-year 

forecasts for transactions and revenue, 

enabling stakeholders to make informed 

strategy, product and technology 

procurement choices.

About Biometric Update 
and Goode Intelligence
This study has been created by a 

partnership bringing together Biometric 

Update and Goode Intelligence to 

produce analytical market reports 

stakeholders can use to make informed 

strategy, product and technology 

procurement choices.

Reports produced by the partnership 

are based on analysis of recent 

transactions and trends in the 

biometrics market, reviews of the 

regulatory, standards-development and 

competitive landscapes, and feedback 

from key insiders in each given area of 

focus.

Biometric Update is the world’s leading 

source for daily news, opinion and 

insight into biometrics and digital 

identity. 

Goode Intelligence is the world’s 

leading independent biometrics market 

analyst and consulting firm, providing 

quality advice to global decision makers 

in business and technology. 

Deepfake Detection 
Deepfakes have surged into public 

consciousness on the wave of AI 

hype and scandalous treatment of 

public figures and celebrities. For 

businesses, however, the primary 

impact of deepfakes is an increase 

in sophisticated fraud attempts and 

financial losses from AI-enabled fraud.

Deepfake-enabled fraud often takes the 

form of high-scale attempts to complete 

onboarding with stolen or synthetic 

identities, but also authentication 

fraud following account takeovers, 

spear phishing-enabled executive 

impersonation and other sophisticated 

scams.

Enterprises are fighting back by 

deploying new defenses on top of 

existing identity verification and 

authentication protections. Deepfake 

detection is one of those new defenses. 

Combined with Injection Attack 

Detection (IAD), which targets the 

method of delivery, deepfake detection 

promises to be one of the fastest-

growing areas in the cybersecurity and 

identity technology sectors over the 

short and medium term.

Deepfake detection software analyzes 

content to determine its authenticity. 
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Executive 
Summary

Image, video and audio deepfake fraud 

attacks are overwhelming businesses 

and governments, with losses not only 

mounting quickly but accelerating. 

The tools that enable deepfake fraud 

have become widely available, and 

the ongoing vulnerability of many 

organizations attracts attackers.

Regulators are reacting to the loss of 

trust with a wide range of measures in 

different jurisdictions and industries, 

from dithering to comprehensive 

statutory requirements. Since regulatory 

requirements for deepfake detection 

are driven largely by the same fraud 

concerns they share with businesses, 

those that meet the highest global 

bar for compliance are likely to see 

reductions in fraud losses in markets 

where the technology is not mandated.

Broadly speaking, organizations that 

have previously found fraud reduction 

benefits from deploying Presentation 

Attack Detection (PAD) should strongly 

consider deploying both Injection 

Attack Detection (IAD) and Deepfake 

Detection in 2026, if they have not 

already done so.

More specifically, pilots or production 

deployments of deepfake detection 

are currently active for financial 

services, government, enterprise, 

media, telecom, healthcare and travel 

(including border control) applications. 

Beyond these industry-specific 

applications, deepfake detection is 

increasingly deployed in call centers, 

and within the enterprise to protect 

employee hiring and corporate 

communications.

The global market for deepfake 

detection is emerging, with many of the 

common characteristics of immature 

markets. These characteristics include 

a fragmented vendor ecosystem 

mainly composed of startups, limited 

customer understanding and a lack 

of benchmarking and independent 

evaluation data with which to evaluate 

vendor claims about effectiveness.

There is currently no global standard 

for deepfake detection. While a global 

standard for IAD is in development 

and a European standard provides 

a basis for assessments today, 

there is no equivalent for deepfake 

detection. Testing is therefore limited. 

Benchmarking is also limited so far, 

though it has advanced sufficiently to 

provide some of the first independent 

data about the technology’s 

effectiveness.
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Yet enterprises that wait for more 

data or apply insufficient urgency to 

understanding their requirements risk 

mounting losses, reputational damage, 

and potential regulatory or civil liability.

The Buyer’s Guide section of this report 

is composed in the context of the 

challenge this presents to organizations 

making deepfake detection software 

procurement decisions. Organizations 

that understand the threat landscape 

sufficiently to identify their place 

within it can then use the Buyer’s 

Guide to map their requirements to the 

technologies available on the market.  

Technologies are available today 

that can detect deepfaked audio or 

images with sufficient accuracy to 

reduce fraud and prevent malicious 

attacks without adding significantly 

to the friction end-users experience. 

As with many new technologies, 

however, the effectiveness of different 

options available on the market 

appears highly inconsistent. The task 

for organizations adopting deepfake 

detection technology, therefore, is not 

just to find the appropriate type of 

solution for the given application, but 

to choose a provider that detects the 

kinds of deepfakes the organization is 

experiencing now, and shows an ability 

to adapt quickly to emerging attacks.

The number of deepfake detection 

checks conducted will rise dramatically 

over the next three years, as adoption 

spreads within industries that have 

embraced the technology first and 

expands into different industries 

and market segments. The pattern 

seen in PAD also suggests that as 

adoption becomes widespread, 

standards will emerge which enable 

more testing and provide the basis for 

deepfake detection to be mandated in 

regulations for certain sectors.

Organizations that act quickly to engage 

with deepfake detection providers 

and begin piloting technologies can 

position themselves to stay ahead of 

established fraud methods, emerging 

attack types and potential regulatory 

requirements. This Market Analysis 

and Buyer’s Guide is intended to help 

organizations navigate that process and 

begin protecting themselves against 

deepfake fraud.
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Why Deepfake Detection 
Matters Now

account takeover, synthetic onboarding, 

remote workforce fraud and credential 

fraud. The deepfake circulating at work 

is no longer a funny video of a famous 

singer; it is a North Korean spy who has 

just been hired as your colleague.

Deepfakes have received ample media 

attention, contributing to increased 

awareness of deepfakes at the mass 

media level. But the availability and 

capability of generative AI tools has 

made scaling deepfake production 

possible, and deepfakes have evolved 

into a threat operating on a more 

everyday level, where skepticism 

has typically not been a factor – in 

institutional and corporate settings. 

Media literacy has long been a feature 

of our society, but few have yet 

learned to question the reality of a 

job applicant interviewing remotely, 

or a doctor requesting insurance 

information.

This makes deepfake detection a 

critical enterprise security concern, 

as the market shifts from detecting 

fake content to detecting fake people. 

One bad actor granted access, even 

for a limited amount of time, can do 

significant damage. The story of the 

Arup employee in Hong Kong who 

transferred $25 million to offshore 

accounts at the request of deepfaked 

executives is now an entrenched 

business legend, often used to 

illustrate the significance of potential 

losses to deepfake fraud.

Fraudsters put stress on every point 

in the authentication and verification 

pipeline, but deepfakes are the 

building blocks they need to engineer 

their attacks. Effective detection thus 

becomes a necessity for protecting the 

integrity of hiring, onboarding and any 

remote transaction involving biometric 

authentication.

Generative AI enabled deepfakes, 

and in early days there was a sense 

of technological novelty about 

these hyperrealistic fake celebrities 

or politicians in our media feeds. 

Distrust followed, fueled by fears that 

deepfakes leveraged for misinformation 

or disinformation might impact election 

outcomes. But over the past 12 months, 

fraud has emerged as the primary 

engine for deepfake deception. If 

generative AI made deepfakes possible, 

fraud is what makes them proliferate at 

scale.

Correspondingly, the primary target 

has shifted from media or politics 

to identity infrastructure, targeting 

enterprises, institutions and other 

organizations for financial gain. Today, 

deepfakes underpin identity fraud, 



05 | 2026 Deepfake Fraud Detection Market

Understanding 
Deepfakes

What is a Deepfake?
Deepfakes are pieces of fake or 

altered digital media, typically used 

to impersonate an individual, created 

using artificial neural networks, 

deep learning algorithms and other 

generative AI technologies. What 

distinguishes them from fake IDs 

and other existing forms of image 

manipulation is the ease with which 

they can be generated digitally, and the 

resulting ability of bad actors to scale 

operations. 

Deepfakes are the bane of traditional 

methods for KYC and identity 

verification. The ability to generate 

deepfakes in bulk and launch large-

scale attacks has transformed the 

fraud landscape. Realism in deepfakes 

has improved dramatically; according 

to UK regulator Ofcom, fewer than 

one in ten people aged 16 or older say 

they are confident in their ability to 

identify a deepfake. The UK is among 

governments moving toward more 

proactive detection of AI-generated 

intimate abuse and sexual exploitation 

– the other key driver of deepfake 

proliferation.  

On the financial side, headlines 

have focused on attacks resulting in 

multimillion dollar losses. But the 

activity is increasingly infrastructural: 

not a fake CEO ordering a transfer, but 

a steady stream of hiring candidates, 

new employees and associates that 

are in fact fake or synthetic identities 

generated with AI. 

Deepfakes have been marked as an 

existential threat to knowledge, as 

they erode our capability to trust in 

reality. As the Alan Turing Institute 

sums up, “it is becoming harder to 

tell what is real and what is fake.” 

Consequently, in the words of actor 

Scarlett Johansson – whose voice was 

faked without her consent after she 

turned down an offer to provide it to 

OpenAI’s ChatGPT product – “we risk 

losing a hold on reality.” 

But this no longer just applies on 

the scale of spectacle. Identity 

infrastructure and the authentication 

pipeline are the new area into 

which deepfakes have extended. If a 

deepfaked president or actor is an eye-

catching mushroom, the hordes of less 

notable synthetic identities circulating 

in the economy are like fungal 

mycelium, establishing a network 

beneath the surface. 
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Defining Deepfake 
Detection 
Since the term “deepfake” refers to 

a category rather than a specific use 

or technique, deepfake detection 

likewise refers to a category of 

tactics, safeguards and technologies 

designed to identify deepfake media. 

What unifies the deepfake detection 

ecosystem is intention: find the fake 

identities deployed to commit fraud, 

child sexual abuse and exploitation, 

extortion, and other malicious attacks. 

Broadly, deepfake detection can be 

divided into three major streams: video 

deepfake detection, document or image 

deepfake detection, and audio deepfake 

detection. It is also a component of 

injection attack detection, although 

they are distinct services. 

Most visual deepfakes are faces – 

meaning that deepfake detection is 

often the art and forensic science of 

recognizing fake faces. Audio deepfake 

detection likewise recognizes cloned or 

synthetic voices. 

Since the quality of face deepfakes has 

advanced to the point that most are 

unrecognizable to the human eye, firms 

offering deepfake detection typically 

use algorithmic software, machine 

learning or deep learning AI as a basis 

for their product. As such, for the 

purposes of this report, we can define 

deepfake detection as using AI tools to 

identify synthetic media, particularly 

faces, created with AI. 

Subcategories of 
Deepfakes 
Image Deepfakes are facial portraits 

or pictures generated using AI, either 

wholly or by combining content from 

real identities with false information. 

An example is a fake passport photo.   

Video Deepfakes can be created by 

applying generative AI to video to 

do face swaps, morphing and other 

techniques that obscure or alter face 

biometrics.  

Audio Deepfakes are fake voices, 

generated using text-to-speech engines 

and other AI tools. 

Deepfake ID Documents can be AI-

generated composites of different 

real IDs, combinations of real data 

with deepfake pictures, or fake faces 

applied to real (often stolen) identity 

information. 

Real-Time Deepfakes apply the tools 

used in video deepfakes to media feeds 

live and in real time.
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Key Terms and 
Definitions

AI & Deepfakes
Algorithm - A finite set of mathematical 

instructions that defines a sequence 

of operations. When input into a 

computer, they can be used to perform 

computations and/or data processing.

Artifact - Visual, acoustic or statistical 

anomalies introduced during AI 

generation or manipulation that may 

indicate synthetic content. 

Cheapfake - A piece of fake or altered 

media created using conventional (i.e. 

non-algorithmic) and easily accessible 

technology; for example, a fake ID 

created using Photoshop. 

Deepfake - Synthetic or manipulated 

digital media generated using deep 

learning, generative AI or other machine 

learning techniques to realistically 

imitate or alter a person’s appearance, 

voice or actions. 

Deepfake Detection - The analysis 

of images, video or audio to 

determine whether content has been 

synthetically generated or manipulated 

using AI techniques. 

Deep Learning - A subset of machine 

learning that uses multiple layers of 

artificial neurons, called deep neural 

networks, which are trained on data 

that enables them to make decisions 

in tasks such as classification and 

regression. Capable of unsupervised 

raw data processing and pattern 

recognition, deep learning is meant to 

mimic the way neurons in the human 

brain process information. 

Diffusion Model - A class of generative 

AI models that create images or video 

by gradually transforming random noise 

into realistic content. 

Face Swap - Replacing or 

superimposing one person’s face over 

another in an image or video.

Foundation Model - A large AI model 

trained on vast amounts of data that 

can be adapted to perform a wide 

variety of tasks, including generating 

text, images, audio and video. 

GAN - Generative adversarial network. 

A system of competing neural networks 

that analyze data and train each other 

to make their outputs more realistic.

Generative AI  - A catch-all term for 

algorithmic technology that learns the 

underlying patterns and structures 

of training data and uses generative 

models to produce new text, images, 

videos, or other content, typically based 

on a user prompt. 

Large Language Model (LLM) - A type 

of foundation model trained on large 

text datasets that can understand and 

generate natural language. 

Morphing Attack – A biometric attack 

in which two or more facial images 

are digitally combined to create a 

single image that can match multiple 

individuals during facial recognition or 

passport verification. 

Neural Network - A machine learning 

program or computational model, 

the design for which is based on 

the structure and activity of the 
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human brain, such that it might make 

decisions in a similar way. 

Synthetic Media - Images, video, audio 

or other digital content created or 

significantly modified using artificial 

intelligence. 

Voice Synthesis - The application of 

deep learning models to generate, from 

written text, synthetic speech that 

replicates the tone, pitch and cadence 

of a human voice.

Identity & Biometrics
Biometric Authentication - The process 

of verifying a person’s identity using one 

or more biometric characteristics such 

as a face, fingerprint, iris, palm or voice. 

Biometric Injection Attack - A software-

based attack in which manipulated or 

synthetic biometric data, such as a 

face or voice, is injected directly into 

a biometric capture or processing 

pipeline, bypassing the physical sensor. 

Face Liveness Detection - Technology 

that determines whether a face 

presented to a biometric system 

belongs to a real, live person rather 

than a spoof artifact or synthetic 

representation.

Hashing - The process of applying a 

one-way cryptographic hash function 

to biometric data or biometric 

templates to protect sensitive 

information while enabling secure 

storage, comparison or indexing. 

Identity Verification (IDV) - The process 

of confirming that a person is who 

they say they are, using tools such as 

identity documentation and biometrics. 

Injection Attack Detection (IAD) 

- Technology designed to detect 

software-based attacks in which 

manipulated or synthetic biometric 

data is injected directly into the 

biometric capture or processing 

pipeline, bypassing the physical camera 

or microphone. 

Likeness Protection - Services that 

protect the likeness of a celebrity or 

high-profile figure, which may have 

inherent value or influence. 

Liveness / Liveness Detection - 

Technology designed to determine 

whether a biometric sample originates 

from a real, live person rather 

than a spoof artifact or synthetic 

representation. Depending on the 

implementation, liveness detection 

may include presentation attack 

detection (PAD), injection attack 

detection (IAD), or both. 

Presentation Attack Detection (PAD) - 

Technology designed to detect physical 

presentation attacks, such as printed 

photographs, masks, video replays or 

other artifacts presented to a biometric 

sensor in an attempt to impersonate 

another person. PAD is standardized 

under ISO/IEC 30107. 

Fraud & Identity Security
Account Takeover (ATO) - Unauthorized 

access to a legitimate user’s 

account using stolen credentials or 

compromised authentication methods.

AML - Anti-money laundering; systems 

and tools to prevent the crime of 

money laundering.  

Continuous Authentication - The 

ongoing verification of a user’s identity 

throughout a session using behavioural 

signals, biometrics or contextual 

information rather than relying solely 

on authentication at login.

Fraud-as-a-service (FaaS) - Networks 

of fraudsters who work for hire on 
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behalf of those willing to pay. FaaS 

entities offer their services in tiers, 

which can be ordered like a phone plan.

Identity and Access Management 

(IAM) -The policies, technologies 

and processes used to authenticate 

users, authorize access and manage 

digital identities across systems and 

applications.

Identity Fraud - The use of stolen, 

fabricated or manipulated identity 

information to commit fraud.

Identity Orchestration - Software 

that coordinates identity verification, 

authentication, fraud detection, risk 

assessment and decision-making 

across multiple identity providers, data 

sources, fraud engines and security 

tools through a unified workflow.  

Know Your Customer/KYC - Regulations 

and guidelines requiring businesses 

to verify customers’ identities and 

assess risks involved with maintaining a 

business relationship with them. From 

a regulatory standpoint, KYC is a subset 

of AML. 

Risk Engine - Software that evaluates 

identity, device, behavioural, 

transactional and contextual signals 

to determine fraud risk and support 

automated or AI-assisted decision-

making. 

Synthetic Identity - A fraudulent 

identity created by combining real and 

fictitious personal information.

Standards & Testing
ISO/IEC 19989 - International standard 

specifying security evaluation 

methodologies for presentation attack 

detection based on Common Criteria 

principles.

ISO/IEC 25456 - is an upcoming 

international standard titled 

“Information technology — Biometrics 

— Biometric data injection attack 

detection”. It defines terminology, use 

cases, and evaluation frameworks for 

identifying injection attacks.  

ISO/IEC 30107 - International 

standard defining terminology, 

testing methodologies and evaluation 

requirements for biometric 

presentation attack detection. 

NIST - National Institute of Standards 

and Technology, the U.S. government 

agency that conducts independent 

evaluations and publishes benchmark 

results for biometric technologies. 

NVLAP - National Voluntary Laboratory 

Accreditation Program, operated by 

NIST, which accredits laboratories 

performing biometric conformance and 

performance testing.

Regulation
eIDAS - The European Union regulation 

governing electronic identification, trust 

services and digital identity, including 

the European Digital Identity Wallet 

under eIDAS 2.0. 

EU AI Act - European Union regulation 

establishing a risk-based framework 

governing the development and 

deployment of artificial intelligence 

systems. 

GDPR - European Union regulation 

governing the collection, processing 

and protection of personal data.
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Deepfake Threat 
Landscape

Deepfakes can be deployed in a range 

of fraudulent activities and attacks. 

As a tool for identity fraud, deepfakes 

can be inserted into or combined with 

real identity documents like passports.  

For financial fraud, deepfakes can be 

used to impersonate executives or 

senior management in order to trigger 

fraudulent transfers. Deepfakes can be 

used for government impersonation, 

to gain access to classified data or 

to sow political misinformation or 

disinformation. Perhaps the most 

cited incident of deepfake fraud to 

date is the $25 million fraudulent 

transfer initiated at the behest of video 

deepfaked executives in Hong Kong.  

Increasingly, deepfake fraud focuses on 

the workforce, posing new threats to 

recruiters, HR teams, and enterprises. 

Hiring pipelines, onboarding processes 

and account creation are all pain 

points for deepfake fraud; in the most 

notorious instance, North Korean IT 

workers use deepfakes to secure 

remote work, and funnel funds back 

to the DPRK. Some industry observers 

predict that one in four job candidates 

globally could be fake by 2028. 

Deepfakes are particularly effective 

as support for social engineering 

schemes, which exploit weaknesses 

in human decision-making. Deepfakes 

that impersonate an authority figure 

or a loved one, for example, can 

be deployed to manipulate victims 

into transferring funds, disclosing 

credentials or bypassing security 

measures. 

There is also the question of how 

synthetic content is being used to 

create sexually explicit deepfakes, such 

as nonconsensual intimate images or 

child sexual abuse material (CSAM) 

– and how synthetic content, used 

maliciously, can ultimately undermine 

trust institutions and the digital 

environment. 

Like many contemporary fraud 

techniques, deepfakes are often 

combined with other approaches and 

tactics to execute fraud. While liveness 

detection addresses the problem of 

presentation attacks, deepfakes can 

also be deployed in injection attacks, 

which are increasing at scale.  
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Deepfake Detection Technologies

Audio deepfakes are cloned or 

synthetic voices, and significant 

improvements in the latency of 

synthetic voices enable more realistic 

voice impersonations in real time. 

Detection relies on voice authentication 

and liveness.

Multimodal detection can be applied, 

combining modalities for layered or 

escalating protection. For example, a 

video deepfake detection system might 

also monitor voice biometrics.  

Alternative (non-biometric) 

measures include metadata analysis, 

watermarking, provenance systems, 

and content credentials.

Firms offering deepfake detection 

typically use algorithmic software, or 

deep learning AI, as a basis for their 

product. Typically, deepfake detection 

products are available as software 

integrations.

Deepfake detection combines a range 

of different tactics, safeguards and 

technologies to address different 

media. 

Image detection focuses on static 

images, such as deepfake selfie photos 

or identity document images. It may 

search for visual artifacts that are not 

visible to the human eye.  

Video detection aims to spot techniques 

like face swapping or morphs, which 

replace real faces with deepfakes. 

Newer tools, such as Haotian AI, can 

now generate deepfake video in real 

time, presenting a new challenge for 

video deepfake detection tools. 
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Deepfakes and 
Digital Identity

For most organizations, the risk 

is not that someone watches a 

fake video – it is that a deepfake 

is accepted as proof of identity, 

particularly during onboarding. The 

question thus goes beyond content 

moderation to encompass digital 

identity, authentication, onboarding 

and access control. As the economy 

digitizes around wallets and mobile 

transactions, deepfake detection may 

become a permanent trust layer around 

enrollment and recovery.

Identity Verification 
Under Attack
Deepfakes target onboarding as part of 

a larger attack chain. A stolen identity – 

harvested from a breach or purchased 

through the dark web – is used as the 

basis for a synthetic identity document. 

The deepfake image – a face morph, 

or synthetically generated deepfake 

selfie – is added to the document. 

That identity document is then injected 

into an onboarding workflow, and used 

to create an account that gives the 

fraudster access.

In banking, synthetic identities can be 

used to apply for loans and register 

accounts, facilitating the movement 

of funds. Telecom operators are 

vulnerable, as are government services 

– which can make deepfake detection a 

matter of national security. 

The broad attack surface has turned 

deepfake detection into a standard 

component of ID verification, KYC, AML 

and remote onboarding procedures – 

increasingly, as part of a layered stack 

of orchestrated services.  

Deepfakes and Biometric 
Authentication
Authentication is increasingly 

vulnerable to deepfake attacks. 

Onboarding has been the primary 

target, but there is growing concern 

that fraud is moving from onboarding 

to authentication. 

Deepfakes enable attacks on face 

authentication through real time face 

swaps, video impersonation or injection 

techniques. Voice cloning and synthetic 

voices fuel audio deepfake fraud; call 

centers are a major target for attacks 

on verification. Account recovery 

processes are also a point of attack, as 

fraudsters use deepfakes to access and 

take over accounts.

Digital Wallets and 
Verifiable Credentials 
If a wallet contains trusted credentials, 

how does a relying party know the 

presenter is real? This question is 

driving the development of digital 

credentials that solve the problem. 

The EUDI Wallet scheme is bringing 

digital wallets to every EU Member 

State, and technologies like mobile 

driver’s licenses (mDLs, also called 

digital drivers licenses) and Verifiable 

Credentials are emerging as options for 

reusable digital identity in the age of 

deepfake fraud.



13 | 2026 Deepfake Fraud Detection Market

Workforce Identity and 
Remote Employment
Whether at the hiring stage, at 

onboarding or during authentication, 

the workforce identity pipeline is a 

major target for deepfake identity 

fraud. The most high-profile examples 

of workforce fraud to date have 

involved North Korean IT workers using 

deepfaked identities to get remote 

jobs at U.S. firms, then funneling 

the money they earn back to North 

Korea through cryptocurrency to fund 

weapons programs. 

Fake candidates are created using 

stolen personal information, AI-

generated resumés and real-time 

deepfake interviews. Once they’re 

hired, they request company laptops 

be sent to addresses outside North 

Korea (typically in the U.S.), where 

fraudsters have established “laptop 

farms” consisting of numerous remotely 

controlled devices. The U.S. Justice 

Department has revealed that North 

Korea’s remote IT worker schemes have 

grown from isolated fraud cases into 

a significant source of illicit revenue. 

Individual prosecutions have uncovered 

operations generating millions to 

tens of millions of dollars, including 

one case involving more than US$17 

million and another alleging over $88 

million in proceeds. At the strategic 

level, the FBI, DOJ, Treasury and State 

Department estimate the broader 

program generates hundreds of millions 

of dollars annually, with individual 

operatives earning up to $300,000 per 

year while working under stolen or 

fabricated identities.

While North Korea’s program is 

coordinated and sponsored by the 

government, remote hiring fraud 

is possible with nothing but easily 

available generative AI tools. It can 

come from an array of sources and 

target a variety of sectors. 

Contract work and gig work have 

emerged as targets. In the UK, right-

to-work documents can be generated 

from stolen credentials and sold 

for fraudulent use. Account sharing, 

impersonation, and fake worker 

profiles are all active risks, especially 

in systems relying on point-in-time 

verification that does not necessarily 

reflect changing circumstances (for 

instance, an Uber driver whose license 

is suspended, but is still verified). 

The risks facing the hiring pipeline 

could escalate as AI is increasingly 

used to make decisions about job 

candidates. Increasingly, organizations 

must ask the following questions: Is 

this person real? Is this employee the 

same person who was hired? Is this 

person present now? These questions 

are moving deepfake detection into 

a critical role in HR tech, workforce 

identity access management (IAM) and 

enterprise identity systems. 

Synthetic Identities
There is an important distinction to 

be made between deepfakes and 

synthetic identities. Deepfakes mimic 

the biometric: typically, a face or voice. 

Synthetic identities are more complete, 

and can encompass fake or manipulated 

biometrics, stolen identity credentials 

and other mixed real and fake data. Full 

synthetic identities are wholly fabricated 

personas built from scratch using 

generative AI tools. Partial synthetic 

https://www.justice.gov/usao-dc/pr/arizona-woman-pleads-guilty-fraud-scheme-illegally-generated-17-million-revenue-north
https://www.justice.gov/usao-dc/pr/arizona-woman-pleads-guilty-fraud-scheme-illegally-generated-17-million-revenue-north
https://www.justice.gov/archives/opa/pr/fourteen-north-korean-nationals-indicted-carrying-out-multi-year-fraudulent-information
https://www.justice.gov/archives/opa/pr/fourteen-north-korean-nationals-indicted-carrying-out-multi-year-fraudulent-information
https://www.justice.gov/opa/pr/justice-department-announces-coordinated-nationwide-actions-combat-north-korean-remote
https://www.justice.gov/opa/pr/justice-department-announces-coordinated-nationwide-actions-combat-north-korean-remote
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identities blend real and fake elements, 

such as real personal information 

with deepfake faces. Hybrid synthetic 

identities are composites of real and 

fake identity elements across biometric, 

document and metadata layers. 

Put simply, a deepfake is a fake face 

or voice, while a synthetic identity is 

a fake person. Deepfakes increasingly 

enable synthetic identities, which in 

turn fuel organized fraud rings, mule 

accounts, financial crime and fraud-as-

a-service.

Deepfakes, Voice Cloning 
and Contact Center Fraud
Voice cloning attacks have enabled 

call center fraud at scale. For a cheap 

monthly subscription, anyone can 

have access to generative AI tools 

that can effectively and realistically 

replicate a human voice. Targeting 

banking and telecoms, where account 

details and transactions are handled 

over the phone, fraudsters use 

techniques including customer service 

impersonation and social engineering 

to compromise and extract sensitive 

financial data. 

Major buyers for call center deepfake 

detection include banks, insurers, 

telecom operators and government 

service centers.

Voice cloning is also used for fraud at 

the personal level, as fraudsters use 

AI tools to create calls that sound like 

a friend, child or family member in 

distress. The elderly are particularly 

vulnerable. Figures from the Canadian 

Fraud Centre show that in 2024, 

Canadians reported losing nearly C$3 

million (US$2.1 million) to family-

emergency and grandparent voice-

cloning scams. 

Building a Layered 
Identity Defense Stack
The modern identity trust stack 

must meet the challenges at hand 

in the deepfake era. An effective 

architecture follows a workflow 

that leverages identity verification, 

document verification, liveness 

detection, deepfake detection, injection 

attack detection, authentication and 

continuous risk monitoring.  

In this context, deepfake detection 

evolves from a standalone product 

category into a foundational layer 

within digital identity and trust 

infrastructure.
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Deepfake 
Detection at  
a Glance

Deepfake detection is no longer a 

standalone technology. It is increasingly 

deployed as one component of broader 

identity verification, authentication 

and fraud prevention platforms. Buyers 

should evaluate how well it integrates 

into existing business processes rather 

than treating it as an isolated point 

solution.

Deepfake defense is most effective 

when integrated into broader identity, 

fraud and trust architectures rather 

than deployed as a standalone 

capability.

Trust Infrastructure

Digital Identity

Verifiable Credentials

Digital Wallets

PKI

Identity Registries

Identity Signals

Biometrics

Device Intelligence

Behavioral Biometrics

Network Signals

Orchestration & Decision Layer

Identity Orchestration

Fraud Platforms

Risk Engines

IAM / CIAM

Business Applications

Identity Verification

Digital Wallets

Trust & Safety 

Authentication

Workforce Identity

Government Services 

Deepfake Defense Layer

Deepfake Detection

Presentation Attack 

Detection (PAD)

Injection Attack  

Detection (IAD)

Face • Voice • Video  

• Document Analysis
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Deepfakes, Injection Attacks 
and Liveness

is of a real, living human. It defends 

against attacks that present a fake 

face to the camera using 3D masks, 

photos, videos and other fake artifacts. 

To determine human presence, it may 

involve analyzing factors like blood flow 

or the cadence of speech.

IAD, meanwhile, defends against 

attacks that hijack a hardware device, 

media stream or piece of code and 

“inject” foreign content into the 

information feed, using software, virtual 

cameras, emulators and AI-generated 

media. Deepfakes can be deployed 

as part of an injection attack – for 

example, deepfaked executives that 

are injected into a conference call to 

overwrite the real ones: they look and 

sound the same, but are generated. As 

such, deepfake detection and IAD work 

in concert: deepfake detection catches 

fake content while IAD verifies the 

media source.

Deepfake detection is most closely 

linked with injection attack detection 

(IAD) and liveness or presentation 

attack detection (PAD), adjacent 

technologies that address different 

threat vectors and solve distinct but 

related security problems. 

Deepfake detection is looking at media 

content. It can analyze image or video 

frames for signs that the content might 

be products of face-swapping apps or 

other generative AI: subtle clues in pixel 

structure and lighting, or discrepancies 

between lip movement and mouth 

shape. 

In contrast, liveness detection or PAD 

aims to determine whether or not an 

image or biometric sample provided for 

identity verification or authentication 
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Standards, Testing and Certification

Most recently, it published ISO/IEC DTS 

(Draft Technical Specification) 4213 

“Information technology – Artificial 

Intelligence – Assessment of machine 

learning classification performance” 

and ISO/IEC TS 25058:2024 “Systems 

and software engineering – Systems 

and software Quality Requirements 

and Evaluation (SQuaRE) – Guidance 

for quality evaluation of artificial 

intelligence (AI) systems.”

ISO/IEC JTC 1/SC 37 is a subcommittee 

that focuses on biometrics-related 

technology, and as such three of its 

standards in particular also apply 

to deepfakes. ISO/IEC 19795-1:2021 

“Information technology – Biometric 

performance testing and reporting 

– Part 1: Principles and framework” 

covers general metrics about 

evaluating biometric systems, including 

false accept rate (FAR) and false reject 

rate (FRR). 

ISO/IEC 30107-1:2016 “Information 

technology – Biometric presentation 

attack detection – Part 1: Framework” 

defines a general framework for 

presentation attack detection (PAD) 

mechanisms. And ISO/IEC 30107-3:2017 

“Information technology – Biometric 

presentation attack detection – Part 

3: Testing and reporting” defines 

several special performance metrics 

for evaluating PAD mechanisms 

standardized in the ISO/IEC 30107-

1:2016. 

The ISO is currently developing an 

international standard for biometric 

injection attack detection, ISO/IEC 

WD 25456, “Information technology – 

Biometrics – Biometric data injection 

attack detection.” A joint working group 

(JWG) responsible for the standard, 

which was published in working draft 

In keeping with the dynamic nature of 

deepfake technology, standards and 

testing are continually evolving, but 

certification schemes are beginning to 

establish themselves in cooperating 

with biometric testing labs. 

ISO Standards
In 2017, the ISO and IEC jointly 

set up the ISO/IEC JTC 1/SC 42, a 

standardisation subcommittee (SC) 

focusing on AI under ISO/IEC JTC 

1, the joint technical committee for 

standardizing “information technology.”

The subcommittee produced the 

technical report, ISO/IEC TR 24029-

1:2021 “Artificial Intelligence (AI) – 

Assessment of the robustness of neural 

networks – Part 1: Overview,” which 

systematically covers commonly used 

performance assessment methods 

and metrics. However, it does not 

necessarily address deep learning 

networks, which comprise at least 

three layers of neural networks. 
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form in April 2026, is scheduled to hold 

four meetings in 2026, with additional 

online meetings to be held on an as-

needed basis. 

CEN Initiatives
The ISO/IEC standard-in-progress 

is based on the CEN/TS 18099:2024 

standard and technical specification, 

published in November 2024 by 

the European Committee for 

Standardization (CEN); it provides an 

overview and guidance on biometric 

data injection attacks and systems 

for the detection of injection attack 

instruments. 

Labs have begun issuing certificates 

of conformity with the CEN/TS 18099 

standard for biometric data injection 

attack detection. In March 2025, CLR 

Labs’ CLR Cert evaluated InfoCert 

and made it the first company to be 

confirmed for compliance to both 

CEN/TS 18099 and the ISO/IEC 19989-

3:2020 standard on presentation attack 

detection, “Information security – 

Criteria and methodology for security 

evaluation of biometric systems – Part 

3: Presentation attack detection.”

FIDO Programs
Based on ISO standards, FIDO’s Face 

Verification Certification program 

utilizes FIDO Accredited Laboratories 

to test and evaluate mobile document 

and face verification solutions, 

to   demonstrate providers can 

accurately verify their users’ identities 

in defending against identity theft 

and deepfake attacks. It is the first 

international certification program to 

assess equity, test bias levels, and 

measure biometrics across different 

demographics, including skin tones, 

age and gender, in remote biometric 

identity verification technologies. 

DHS Remote Identity 
Validation Rally (RIVR)
The U.S. Department of Homeland 

Security’s Science and Technology 

Directorate runs RIVR, a standardization 

and testing program that evaluates 

commercial identity verification 

technologies for fraud prevention, 

document validation, and selfie 

matching. The RIVR program evaluates 

biometric identity verification 

technologies with human participants 

to better reflect real-world deployment 

conditions. It comes with performance 

goals and thresholds for several metrics. 

The biometrics testing is a joint 

initiative between the DHS Science 

and Technology Directorate, 

Transportation Security Administration 

(TSA) and the National Institute of 

Standards and Technology (NIST), 

conducted by S&T’s Biometric and 

Identity Technology Center at the 

Maryland Test Facility (MdTF).

National Institute 
of Standards and 
Technology (NIST)
Benchmarking for deepfake detection 

by the U.S. NIST began this year with 

the launch of GenAI: Deepfakes 2026. 

The AI challenge applies a novel 

methodology to evaluating forensic 

deepfake detection systems. The 

goal is to foster the development of 

robust detection tools, by providing 

the research community with 

an adversarially challenging, and 

operationally relevant benchmark that 

enables rigorous evaluation of deepfake 

detection systems. 
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NIST’s activities span three initiatives. 

The first uses ultra-realistic, entirely 

synthetic faces that do not belong to 

real people to serve as the basis for 

study. The second tests adversarial 

attacks using deliberately selected 

synthetic images. The third tests 

forensic manipulations, creating 

challenging benchmarks through face 

swapping, body swapping, and context 

manipulation, which are then validated 

by face verification systems to ensure 

they accurately replicate sophisticated 

tactics used in the real world.

NIST also runs the National Voluntary 

Laboratory Accreditation Program 

(NVLAP), which provides third-party 

accreditation to testing and calibration 

laboratories. Only three labs are globally 

accredited to evaluate biometric 

systems under NVLAP: BixeLab, Fime 

and iBeta Quality Assurance. 

Biometric Testing Labs 
There are various accreditation schemes covering biometric testing labs globally, 

including NIST/NVLAP and FIDO Alliance’s Biometric Component Certification 

Program. Major accredited testing laboratories include BixeLab, Fime, iBeta Quality 

Assurance, and Ingenium Biometric Laboratories. Academic research institutions, 

such the University of Toronto’s BioSec Lab and the University of Calgary’s Biometric 

Technologies Laboratory, also test algorithms, hardware and novel biometric 

applications.  

Independent Test Labs 
The following table provides a curated list of independent biometric testing labs. 

BixeLab https://bixelab.com

Fime https://fime.com 

iBeta https://www.ibeta.com

Ingenium https://ingeniumbiometrics.com

Sensus AI https://www.sensus.ai

Swiss Center for Biometrics 

Research and Testing

https://www.idiap.ch/en/scientific-research/

swiss-biometrics-center

https://bixelab.com/
https://fime.com
https://www.ibeta.com/
https://ingeniumbiometrics.com/
https://www.sensus.ai/
https://www.idiap.ch/en/scientific-research/swiss-biometrics-center
https://www.idiap.ch/en/scientific-research/swiss-biometrics-center
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Deepfake Detection 
Market Analysis

firms offer the potential for large 

payouts. Public sector institutions and 

healthcare providers hold stores of 

sensitive personal information. Telecom 

operators and travel companies face 

call center fraud and other threats.

Deepfake-as-a-Service (DaaS) has 

lowered technical and financial 

barriers, allowing attackers to launch 

attacks at scale, making proactive 

deepfake defence (detection) a critical 

component of fraud prevention.

Enhancing Security

Deepfake detection enhances security 

of digital interactions and transactions 

by detecting deepfake attacks. It adds 

an extra layer of protection against 

advanced AI-generated deepfake 

techniques. Financial services face 

substantial risks from deepfake fraud 

affecting identity verification and 

financial records

Enabling Remote Identity 

Verification & Authentication

With increasing levels of deepfake 

attacks on identity verification and 

biometric-based authentication 

systems, the ability to withstand 

the latest AI-generated deepfakes is 

paramount.

Key drivers, adoption, 
applications and sectors
For a time, the fear of misinformation 

and disinformation drove discussions 

about deepfake detection; that has 

given way to fraud, which is the primary 

driver of deepfakes and the deepfake 

detection market. As such, this report 

focuses on deepfake detection in the 

context of fraud, and only considers 

other use cases marginally.  

That said, the penetration of deepfakes 

into our culture has had high-level 

consequences for trust, proof, media, 

and the notion of a shared baseline for 

reality, which are still fully revealing 

themselves in terms of market impact.

Key sectors for deepfake fraud and 

deepfake detection include financial 

services, government, enterprise, 

media, telecom, travel and healthcare. 

Highly regulated industries with 

strict compliance requirements are 

frequent targets. Banks and financial 

Key Drivers

The four key drivers for deepfake 

detection are:

1. Fraud Prevention

2. Enhancing Security

3. Enabling Remote Identity 

Verification & Authentication

4. Regulatory and Compliance 

Requirements

Fraud Prevention

With growing levels of fraud, especially 

AI-driven fraud, deepfake detection 

prevents fraud by ensuring that the 

person is real, physically present, and 

not a deepfake.
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Regulatory and Compliance 

Requirements

With the level of deepfake attacks 

against critical systems, governments 

are accelerating efforts to address 

deepfake risks through AI governance 

and fraud prevention frameworks. 

The EU AI Act includes provisions for 

identifying and labelling AI-generated 

content, including deepfakes. 

Financial regulators are also 

strengthening identity verification 

requirements through enhanced 

KYC, biometrics, and continuous 

authentication to counter synthetic 

identities.

Key Sectors

As deepfake detection is a key 

component of biometric-driven 

identity verification, authentication, 

and assurance, then the key sectors 

that are adopting the technology 

are predominantly those that are 

high-assurance sectors, often highly 

regulated.

Biometric Update and Goode 

Intelligence have identified seven key 

sectors that are leading the way with 

adoption of deepfake detection:

1. Financial Services

2. Government

3. Enterprise

4. Media

5. Telecoms

6. Healthcare

7. Travel (includes Border Control)

Financial Services

AML / KYC regulation is an important 

driver for the use of deepfake detection 

in financial services.

Identity related fraud is a growing 

concern for the financial services 

sector, driven by AI-enabled fraud 

including deepfake attacks on biometric 

systems, both face and voice. This 

includes all types of financial fraud 

including new account opening fraud 

where criminals use deepfake fraud 

using synthetic videos, audio, or images 

that appear to be a legitimate person 

and open a new bank account.

Account opening fraud is coupled with 

Account Takeover (ATO) fraud, where 

biometric authentication mechanisms 

are being spoofed by deepfakes. This 

includes voice deepfakes where a 

fraudster will use a synthesized voice 

to spoof voice based financial services 

systems, including IVR and telephone 

banking.

Often, voice deepfake attacks are 

being combined with social engineering 

in sophisticated, high-value fraud 

attempts.

A September 2024 Medius study found 

that 87% of finance professionals 

admit they would make a payment if 

‘called’ by their CEO/CFO, and 53% 

have already experienced attempted 

deepfake scamming attacks.

Regula has found that banks and other 

organizations are losing an average of 

$600,000 per voice deepfake incident, 

with 23% losing over $1 million.

As a result of increasing levels of 

financial fraud, deepfake detection is 

becoming a critical component to detect 

and deter identity and financial fraud.

https://www.medius.com/
https://www.businesswire.com/news/home/20241031656724/en/Deepfake-Fraud-Costs-the-Financial-Sector-an-Average-of-%24600000-for-Each-Company-Regulas-Survey-Reveals
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Government

Governments are increasingly rolling 

out digital services to their citizens 

across the globe, but this comes with 

risks.

The need to accurately identify citizens 

accessing digital government services 

is a vital part of delivering secure digital 

government services with the need to 

know that it is a real person accessing 

them becoming increasingly important.

There are also the risks associated 

with deepfake-generated content 

that purports to be from legitimate 

politicians which is a serious threat to 

the rule of law and democracy.

In May 2025, the FBI issued a warning 

to the public after investigating a 

malicious campaign targeting former 

senior U.S. federal or state government 

officials with deepfakes. The campaign 

uses AI-generated voice messages 

impersonating senior U.S. officials.

The UK Government announced in 

2026 that as a result of an increase 

in deepfakes shared, growing from an 

estimated 500,000 in 2023 to eight 

million in 2025, it was introducing plans 

to develop and implement a framework 

to detect “harmful and deceptive” 

deepfake content in collaboration with 

tech firms, academics and experts.

This is especially important for tax and 

welfare services and when applying for 

/ renewing government-issued identity 

documents including Driver’s Licenses, 

National ID, and Passports.

Enterprise

The ability to prove identity is now 

an integral part of a modern digital 

workplace supporting a range of 

enterprise applications including:

1. Onboarding employees: 

especially important for 

remote working scenarios.

2. Privileged access control:  

linked to privileged identity 

and access management PIM/

PAM).

3. Fraud detection in web 

conferences: detecting 

deepfake attacks in business 

web calls.

4. Remote worker 

authentication: reducing 

home and remote working 

fraud where an imposter or 

alternative worker attempts to 

gain access to business digital 

services.

5. Executive impersonation 

and social engineering: 

Attackers clone the voices 

or faces of CEOs and CFOs 

to authorize fraudulent wire 

transfers, bypass internal 

security protocols, or 

manipulate employees during 

live video calls or phone 

conversations.

There have been examples of deepfake 

attacks on employers. In April 2025, 

a news story ran that detailed the 

risks of not doing adequate identity 

verification for new hires. It was 
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discovered that North Korean IT 

workers are using deepfake technology 

to create synthetic identities for online 

job interviews aimed at securing 

remote work.

This identity manipulation is part of 

ongoing state-sponsored employment 

scams aimed at infiltrating U.S. 

and other organizations globally 

for malicious intent. The story 

was discovered by researchers at 

Palo Alto Networks’ Unit 42 who 

documented a case study involving a 

Polish AI company that encountered 

two separate deepfake candidates. 

Interviewers suspected the same 

individual operated both personas, 

particularly when the operator showed 

notably increased confidence during 

the second technical interview after 

previously experiencing the interview 

format and questions.

With the easy availability of deepfake 

creation tools, organizations must 

ensure that they employ robust and 

secure technology that can detect and 

prevent these kinds of AI-enabled fraud 

attacks.

Media

The availability of freely available and 

easy-to-use AI-deepfake generator 

tools has led to the explosion of 

deepfakes for media services, including 

social media platforms.

Deepfakes are a massive, escalating 

problem for social media, eroding 

digital trust. The quality of deepfake 

images has vastly improved in recent 

times, making it very difficult for 

people to discern what is real and what 

is fake.

Media deepfakes accelerate the spread 

of viral misinformation, fuel devastating 

financial and romance scams, and 

severely damage reputations.

Deepfakes are heavily weaponized 

against individuals, particularly 

women and girls. Non-consensual 

deepfake pornography makes up a 

disproportionate number of manipulated 

videos online, severely degrading 

personal safety, resulting in public 

humiliation, and damaging careers.

Deepfake detection is integrated 

directly into the infrastructure of 

major social media platforms, as well 

as utilized by moderation teams and 

cybersecurity researchers, to protect 

online trust. It is applied to identify 

synthetic video, altered imagery, and 

bot-generated text in real-time.

Social media platforms are actively 

preventing deepfake attacks during 

onboarding by deploying multi-layered 

identity verification. This requires 

platforms to answer a crucial question, 

is the user genuinely present in real-

time, or is it synthesized media.

Telecoms

Deepfakes present a significant threat 

to the telecommunications industry, 

with estimated losses of billions 

annually in voice fraud, identity theft, 

and customer scams.

Fraudsters now use generative AI 

to clone voices or create synthetic 

identities from short audio clips, 

bypassing traditional caller ID systems 

https://unit42.paloaltonetworks.com/north-korean-synthetic-identity-creation/
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and putting pressure on network 

providers to bolster security.

Telecom operators are integrating call 

security directly into their network 

infrastructure, analyzing Session 

Initiation Protocol (SIP) and SIPREC 

data streams in real time to catch 

synthetic voices before a conversation 

ends.

To counteract the threat of voice 

deepfakes to the telecoms sector, 

major operators like Deutsche 

Telekom, SK Telecom, and SoftBank 

have launched AI initiatives, including 

Syntelligence AI, to pool resources and 

combat deepfake fraud at the network 

layer.

Healthcare

Healthcare providers around the world 

lose billions of dollars in fraud. The 

UK’s NHS lost £7.5 billion (roughly 

US$9.3 billion) to fraud in the six-years 

to 2023.

The FBI lists the following fraud types 

in relation to common types of health 

care fraud that are identity related.

1. Identity theft/identity swapping: 

Using another person’s health 

insurance or allowing another 

person to use your insurance.

2. Impersonating a health care 

professional: Providing or billing 

for health services or equipment 

without a license.

Medical disinformation scams are on 

the rise, where fraudsters generate 

highly realistic videos of high-profile 

physicians to market sham treatments. 

These deepfakes mimic the voices 

and likenesses of trusted experts 

to sell unproven supplements for 

conditions like diabetes and high blood 

pressure. TikTok and other social media 

platforms are hosting AI-generated 

deepfake videos of doctors whose 

words have been manipulated to help 

sell supplements and spread health 

misinformation.

Combining identity proofing and 

verification with face liveness and 

deepfake detection can be a crucial 

tool in preventing healthcare fraud.

The American Medical Association 

(AMA) has rolled out a comprehensive 

framework to protect physicians from 

unauthorized artificial intelligence-

generated deepfakes. The guide, 

created by the organization’s Center 

for Digital Health and AI, aims 

to modernize physician identity 

protections while closing legal gaps.

Travel

The travel industry is a beacon of light 

for the adoption of portable digital 

identity, backed by global standards 

and using government-grade security.

Remote digital services are 

transforming the travel industry 

enabling passengers to book tickets, 

prove their identity with government-

https://syntelligence.ai/
https://syntelligence.ai/
https://www.fbi.gov/investigate/white-collar-crime/health-care-fraud
https://www.ama-assn.org/practice-management/digital-health/ai-generated-deepfakes-key-policy-principles-and-proposed
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issued documents, including passports, 

check-in to flights, all from the comfort 

of their home or office – before they 

leave to travel.

Remote digital services are not without 

their threats as fraudsters employ 

“Identity Swap” technologies to spoof 

passport photos and bypass remote 

liveness detection checks.

There is also evidence that fraudsters 

are using synthetic voice generation to 

impersonate airline representatives, 

hotel staff, or distressed family 

members. They often possess real 

booking details stolen from data 

breaches, making them appear 

completely authentic.

McAfee has reported a 900% increase 

in AI-powered travel scams with 

AI-voice cloning being a top attack 

method.

Key Applications

Biometric Update and Goode 

Intelligence have identified four key 

applications that deepfake detection is 

being used in. The four are:

Deepfake detection is a critical 

component for digital onboarding 

that prevents spoof attacks, ensuring 

that it is a real person and a genuine 

ID document, and not a deepfake-

generated synthetic identity.

Identity verification and identity 

proofing are closely related but serve 

different purposes in the process of 

confirming someone’s identity.

Identity proofing is the initial step 

where the goal is to validate that a 

person is who they claim to be. This 

involves collecting and analysing 

personal data and documents. It 

includes gathering information such 

as name, date of birth, and address, 

and verifying identity documents like 

passports or driving licenses. Often, 

biometric data (like fingerprints or 

facial recognition) is also used. The 

result of identity proofing is a validated 

identity that can be used for further 

verification steps.

Identity verification is the subsequent 

step that confirms the authenticity 

of the information and documents 

1. Digital 

Onboarding

2. Biometric 

Authentication

3. Financial 

Transaction 

Security

4. Identity 

Verification

Digital Onboarding

Digital onboarding is the process of 

using technology to integrate new 

customers or employees into a service 

or organization. It is often called 

identity proofing or identity verification.

Biometrics is a vital tool for remote 

customer onboarding for a wide 

range of sectors with particularly high 

adoption in financial services.

https://www.mcafee.com/blogs/tips-tricks/how-criminals-are-using-ai-to-clone-travel-agents-and-steal-your-money/
https://www.mcafee.com/blogs/tips-tricks/how-criminals-are-using-ai-to-clone-travel-agents-and-steal-your-money/
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provided during the identity proofing 

stage. It can involve checking the 

validity of the documents and data 

collected. Methods can include 

comparing photographs on identity 

documents, validating biometric data, 

or verifying addresses and phone 

numbers.

Adoption of biometric onboarding 

services has been strong, driven 

by a combination of AML/KYC 

compliance, fraud reduction and 

digital transformation programs across 

sectors pushing onboarding to the 

home through remote, unattended, 

means.

Biometric Authentication

Biometric authentication is a security 

process that uses an individual’s unique 

physical or behavioral characteristics 

to verify their identity, comparing 

the presented biometrics to a stored 

version (template).

Widely deployed modalities for 

biometric authentication include face 

and voice – two of the most deep-

faked modalities.

Deepfake detection enhances face 

biometric authentication by ensuring 

that the presented face is a real, 

authorized, person. When deepfake 

detection is used, the biometric 

authentication process includes the 

detection of synthetically generated 

images, i.e., deepfakes.

For channels that leverage voice 

biometric authentication, including 

contact centers and IVR systems, it is 

important that checks are made that 

detect synthetic voice.

Deepfake attacks are increasing during 

biometric authentication with one 

supplier noting that between 10 and 

15% of authentication liveness checks 

are on deepfake generated images.

In addition to strong deepfake 

detection, it is important to take a 

risk-based approach to biometric 

authentication leveraging other security 

and anti-fraud measures including 

device fingerprinting, the use of 

verified identity signals, and behavioral 

analytics.

Financial Transaction Security

There have been several accounts 

of financial fraud where large sums 

of money have been transferred to 

fraudsters believing they are dealing 

with legitimate colleagues, clients, or 

partners.
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In addition to the examples already 

detailed in this report, in 2024, a 

report from Hong Kong Police said that 

a finance worker at a multinational 

firm was tricked into paying out $25 

million to fraudsters using deepfake 

technology to pose as the company’s 

chief financial officer in a video 

conference call. The elaborate scam 

saw the worker duped into attending a 

video call with what he thought were 

several other members of staff, but 

all of whom were in fact deepfake 

recreations.

The ability to detect deepfakes in 

this scenario would have saved the 

business at least $25 million and 

is an important lesson for other 

organizations that manage financial 

transactions – not just financial 

institutions.

Relying purely on deepfake detection 

is not recommended to defend against 

this type of attack. It is recommended 

that deepfake detection is part of a 

defence in depth strategy that includes 

other security and identity verification 

solutions that can detect and prevent 

these types of attacks.

Identity Verification

Identity verification (IDV) establishes 

that a person is who they claim to 

be. It’s used in a variety of situations 

including digital onboarding, for 

instance opening a bank account, 

proving how old we are (age assurance), 

travelling (especially when travelling 

across international borders), applying 

for, and starting, a job (employment 

onboarding), joining an educational 

establishment, including college and 

university, buying a new mobile phone, 

buying a new home.

Deepfake detection is now a critical 

component of identity verification 

processes, helping to ensure that the 

identity being verified is authentic 

and vendors are increasingly offering 

deepfake detection solutions, either 

standalone or integrated into IDV 

solutions. This includes deepfake 

detection for both humans and their 

trusted ID documents, passports, 

driver’s licenses, and physical ID cards.
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Procurement 
Trends 

How organizations 
are buying deepfake 
detection in 2026
Understanding deepfake detection is 

key to understanding its procurement. 

Organizations in 2026 are less likely 

to buy a standalone deepfake product 

than a bundle that includes deepfake 

detection as a subset of identity 

verification, authentication, fraud 

prevention and biometrics use cases.

Layered defense is replacing point 

solutions. Buyers increasingly expect 

orchestrated combinations of 

document verification, liveness/PAD, 

injection attack detection, deepfake 

detection, behavioral analytics and 

other evolving fraud prevention 

tools. Metaphorically, rather than 

purchasing the raw materials to build 

a wall, buyers are enlisting teams 

to design and manage complete 

security strategies. As such, enterprise 

platforms that already provide IDV or 

fraud orchestration are more likely 

to land bank partnerships than niche 

deepfake specialists. (Although there 

are exceptions to this.)  

Simple integration is the clear 

preference over patchwork integrations. 

Procurement increasingly favors cloud 

APIs that plug into existing onboarding 

and authentication workflows, and 

offer centralized dashboard controls 

and optimal user experience. Static 

checks are being replaced by 

continuous authentication systems 

that span onboarding, login, account 

recovery, call centers and workforce 

authentication.

As the market expands, the demand 

for formalized trust grows. Buyers are 

asking about ISO, FIDO, PAD testing, 

IAD testing and independent lab 

validation instead of simply accepting 

vendor accuracy claims. Independent, 

third party evaluation is becoming a key 

value proposition, and the baseline for 

established trust in biometric detection 

and verification.
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Deepfake detection technology 

providers fall into seven recognizable 

market segments, or categories.

Identity Verification (IDV) 
Vendors
• Who they are: Companies like 

Jumio, Entrust, Persona, and 

Socure. 

• Their Angle: Deepfakes are treated 

as an extension of identity fraud. 

Deepfake detection is baked directly 

into the remote onboarding (KYC) 

document and selfie-matching 

funnel. 

• The Opportunity: Massive existing 

distribution networks and enterprise 

client bases.

• Limitations: They excel at static 

checks during onboarding but 

often lack tools to monitor live, 

ongoing video/audio streams post-

onboarding. 

Biometric Companies
• Who they are: Legacy and modern 

authentication giants like Daon, 

FaceTec, and iProov.

• Their Angle: They rely on physical 

“Liveness Detection” (e.g., 3D face 

maps, micro-expressions) to prove a 

real human is physically interacting 

with the device.

• The Opportunity: Highly resilient 

against camera injection attacks and 

screen replays.

• Limitations: Often require 

specialized user interaction 

(blinking, moving the camera) which 

can increase user friction. 

Voice Specialists
• Who they are: Companies like 

Pindrop, Resemble AI, and 

ElevenLabs (defense side).

• Their Angle: Focused strictly on 

audio manipulation, synthetic voice 

cloning, and audio injection attacks.

Competitive 
Landscape

Market Segmentation by 
Vendor Type
The competitive landscape for 

deepfake detection is rapidly evolving 

and highly fragmented, characteristic of 

emerging markets.

While some deepfake detection 

providers were founded specifically to 

address the threat of deepfakes that 

can be used in fraud, the majority are 

technology providers that developed 

deepfake detection systems as an 

expansion or complement to their core 

fraud detection capabilities.

Technology providers offering deepfake 

detection therefore present a wide 

range of portfolios in terms of both size 

and scope. This difference must be 

accounted for in any comparison.
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• The Opportunity: Critical for the 

BFSI call center market, where voice 

fraud has skyrocketed via synthetic 

call-ins.

• Limitations: Highly siloed; they 

usually cannot detect video or 

image deepfakes. 

Pure-Play Deepfake 
Companies
• Who they are: Specialized startups 

like Reality Defender, Sensity AI, and 

DeepMedia.

• Their Angle: Built from day one 

exclusively to fight synthetic media. 

They run multi-modal ensemble 

models analyzing artifacts, 

metadata, and pixel anomalies.

• The Opportunity: Highly agile, 

cutting-edge detection capabilities 

that catch new generative AI models 

before anyone else.

• Limitations: Smaller enterprise 

footprints; they must rely on 

integrations into larger security 

stacks to scale. 

Fraud Platforms
• Who they are: Enterprise risk 

engines like Sift, LexisNexis Risk 

Solutions, and BioCatch.

• Their Angle: They ingest deepfake 

alerts as just one of many signals 

(alongside device fingerprinting, 

behavioral biometrics, and IP 

addresses) to calculate an overall 

transaction fraud score.

• The Opportunity: They provide the 

final business decision layer, turning 

technical deepfake detection into 

financial risk mitigation.

• Limitations: They rarely build 

deepfake detection tools in-house, 

choosing instead to license or 

acquire the technology. 

Government & Defense 
Specialists
• Who they are: Contractors and 

specialists like SRI International, 

Mitre, and companies heavily 

backed by DARPA (e.g., the SemaFor 

program).

• Their Angle: Focused on 

national security, weaponized 

misinformation, election integrity, 

and digital forensics for law 

enforcement.

• The Opportunity: Backed by 

massive, multi-year state contracts 

and access to military-grade threat 

intelligence.

• Limitations: Their technologies are 

often highly classified, expensive, 

and difficult to adapt for standard 

commercial use.
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Market Opportunity 
by Macro Segment 

Financial Services organizations are 

experiencing deepfake fraud at the 

point of user onboarding, transaction 

authentication and in account recovery 

(see Communications and Call Centers 

below). Banks and other financial 

services companies should therefore be 

prepared to apply deepfake detection 

across the customer identity lifecycle, 

as well as for employee interactions 

(see Workforce Identity).

Workforce Identity is under threat 

from deepfakes at the applicant and 

employee onboarding phase, as well as 

in internal communications. Deepfake 

detection can be applied to video 

conferencing software or profile photos 

during the application and interviewing 

process, and to internal communication 

channels to prevent sophisticated 

impersonation fraud.

Government Digital Identity typically 

involves attended biometrics 

enrollment, in which case deepfake 

detection is not necessary to preserve 

the integrity of onboarding.  Any remote 

biometrics capture processes, however, 

are potentially vulnerable to deepfake 

fraud. Authentication for service 

delivery or for the user to receive 

benefits, therefore, should apply 

deepfake detection.

Communications & Call Centers 

typically perform user identity 

verification at the beginning of each 

interaction, and should implement 

deepfake detection during that process. 

The potential for calls handoffs and 

other similar types of fraud makes 

Where is the money 
going?
The broad range of fraud attacks that 

deepfakes can be used for makes 

deepfake detection an attractive 

market opportunity across a wide range 

of sectors. Each of the sectors below 

represents a major opportunity in 

terms of the potential for revenue from 

deepfake detection deployments.

Where in the identity lifecycle deepfake 

detection is needed and by extension 

the number of deepfake detection 

checks that organizations want to carry 

out can differ significantly between 

those deployments.
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deepfake detection at the point of 

authorization for action important as 

well, particularly for account recovery.

Agentic AI & Autonomous Identity 

applications require biometric binding 

and then subsequent end-user 

authentication during authorization 

events. Deepfake detection should be 

implemented during both.

Social Platforms require deepfake 

detection whenever users have an 

elevated expectation of trust, as with 

dating platforms, open e-commerce 

marketplaces. Deepfake detections 

will typically mainly occur when a user 

performs identity verification.

Although media provenance receives 

significant public attention, deployment 

considerations for this type of deepfake 

detection differ from identity fraud 

protection. Deepfake Media Content 

also represents a comparatively small 

commercial opportunity for the identity 

and enterprise security vendors that 

are the primary focus of this report.

Deepfake detection is an emerging 

requirement in Physical Security & 

Trusted Access Control, particularly for 

newer installations. The technology is 

more of a requirement for unattended 

physical security scenarios without a 

security guard or receptionist monitoring 

access. Examples include secure areas 

at airports and data centers.

Identity Orchestration Platforms 

provide centralized control over 

enterprise identity lifecycles, from 

identity proofing and credential 

binding through authentication and 

account recovery to data deletion. 

They are implemented for identity and 

access management (IAM), and can 

use deepfake detection to protect 

onboarding processes, as well as user 

authentication for critical operations 

like privilege escalation.
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High-Yield Commercial 
Opportunities 

1. Inbound Stream Protection 
for Digital Wallets

The rollout of decentralized identity 

ecosystems—most notably the EUDI 

(EU Digital Identity) Wallet mandates 

under eIDAS 2.0—presents the largest 

immediate addressable software 

market.  

• The Revenue Model: Per-verification 

or consumption-based API pricing 

paid by the Relying Parties (banks, 

airlines, utilities, car rentals) who 

must verify wallet users. 

• Why it is Lucrative: Traditional 

Presentation Attack Detection 

(PAD)—which catches physical 

spoofs like a printed photo held up 

to a camera—is no longer enough. 

Layering deepfake detection with 

PAD and Injection Attack Detection 

(IAD) can increase fraud detection 

rates, with significant savings for 

customers. 

• The Vendor Edge: Biometric vendors 

who can bundle Selfie Deepfake 

Detection with IAD alongside PAD 

into a single, low-latency SDK can 

command premium enterprise 

pricing. Relying parties are required 

to have IAD and PAD in place as a 

minimum to achieve compliance 

and avoid severe liability.

2. High-Friction Workforce 
Onboarding and Live HR 
Interrogation

Remote work has created an identity 

crisis in corporate hiring, with a 

massive spike in “ghost candidates” 

using real-time video face-swaps 

and cloned audio to clear technical 

interviews and secure high-paying, 

high-access tech and defense roles. 

• The Revenue Model: B2B annual 

enterprise SaaS licensing per HR 

user seat, or a flat fee per employee 

background check.

For vendors strictly focused on Digital 

Identity (IDV) and Biometrics, the most 

lucrative commercial opportunities 

over the next 3 to 5 years sit where 

high transactional volume intersects 

with urgent regulatory penalties or 

catastrophic financial risk.

Where Enterprise 
Budgets are 
Concentrating 
As generative AI fraud scales to an 

overwhelming fraud threat, enterprises 

are shifting budget allocations to 

aggressively mitigate their liability. For 

biometrics and identity verification 

providers, capturing market share 

requires aligning software licensing 

models directly with corporate 

pain points—specifically areas 

burdened by systemic fraud losses 

or severe legal penalties. Enterprise 

procurement trends show four high-

yielding commercial vectors where 

legacy biometric workflows can be 

heavily monetized by adding deepfake 

detection as a premium, low-friction 

security layer. 
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• Why it is Lucrative: The buyer is 

the Enterprise HR and Corporate 

Security department. They are highly 

motivated because a single “ghost 

employee” breach can result in 

corporate espionage, data extortion, 

or millions in wasted payroll.

• The Vendor Edge: IDV vendors can 

easily upsell their existing identity 

stacks by adding a Live Video 

Stream Auditing node into corporate 

video tools (like Zoom or Teams) 

specifically for the HR interview 

loop.

3. Continuous In-Session 
Biometric Orchestration 
(Anti-Account Takeover)

Static, one-time authentication 

to access enterprise or consumer 

accounts has become obsolete. Once 

a user logs in, fraudsters can take over 

the account with automated session-

hijacking tools or deepfake-driven 

social engineering. 

• The Revenue Model: High-volume, 

recurring monthly active user (MAU) 

platform licensing.

• Why it is Lucrative: Banking, fintech, 

and high-value gaming platforms 

are hemorrhaging money to post-

login fraud. They need a system 

that continuously evaluates risk 

throughout the entire user session. 

• The Vendor Edge: Digital identity 

vendors who specialize in 

Orchestration can position 

themselves as the central nervous 

system of enterprise risk. By feeding 

passive biometric data (like how a 

user holds their phone or types) into 

a real-time risk engine, the platform 

can dynamically trigger a face or 

voice biometric challenge only when 

anomalous behavior is detected, 

preventing fraud without introducing 

unnecessary friction.  

4. National ID Enrollment 
and Digital Public 
Infrastructure Stacks

Governments across Latin America, 

Asia-Pacific, and Africa are aggressively 

modernizing their national identity 

infrastructure, seeking to link state 

identity registries to private commercial 

banking and telecom systems. As 

the most forward-looking among 

them consider layering deepfake 

detection defenses into their biometric 

enrollment and authentication 

operations, a significant market 

opportunity is likely to emerge. If their 

efforts are proven cost-effective, 

other national ID programs will follow 

and a very large-scale medium-term 

opportunity could emerge. 

• The Revenue Model: Massive, 

multi-year, multi-million-dollar 

government procurement and 

implementation contracts.

• Why it is Lucrative: These are 

highly sticky, recession-proof 

contracts with predictable revenue. 

Governments require military-

grade, hardware-bound biometric 

authentication to prevent synthetic 

data overrides at the scale of tens 

of millions of citizens.

• The Vendor Edge: Established 

biometrics companies with trusted 

technologies for National ID 

Enrollment and Authentication 

can win these by offering turnkey, 

“sovereignty-first” identity stacks 

that comply with strict domestic 

data localization laws. 
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Strategic Commercial Matrix

High-Growth Segment Primary Buyer Pricing Driver Dominant Vendor Type

Digital Wallets (IAD) Relying Parties (Banks, Telcos) Compliance & Transaction Volume Biometric Companies

Workforce HR Interrogation Enterprise HR & InfoSec Prevention of Corporate Espionage IDV Vendors

Continuous Session Auth Fintech & Fraud Teams Reduction of Chargebacks/Losses Identity Orchestration

National ID Stacks Public Sector Governments National Security & Digitization Government Specialists

The emerging commercial market 

for deepfake detection is driven by 

growing fraud losses and the threat 

of synthetic identities, deepfakes 

and AI-generated visual or audio 

data to the integrity of processes 

and systems. The deepfake 

detection market is also intricately 

tied up with the markets for other 

biometric and digital identity fraud 

protection technologies.

established identity providers benefit 

from existing customer relationships, 

regulatory certifications, mature 

deployment platforms and integration 

into enterprise identity workflows. As 

a result, the two groups increasingly 

compete from different positions 

within the value chain. 

Competitive Moats in 
the Deepfake Detection 
Market 
In regulated identity markets, 

digital identity verification (IDV) and 

biometrics vendors currently hold 

significant structural advantages over 

many pure-play deepfake detection 

companies. While specialist vendors 

often lead in algorithmic innovation, 
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1. The Commercial Moat: 
Infrastructure Integration vs. 
Point Solutions

• The Pure-Play Vulnerability: Pure-

play detection vendors typically 

offer an isolated API that flags 

whether a piece of media is 

“synthetic or real.” They require the 

client to build the secondary logic of 

what to do with that flag.

• The IDV/Biometrics Edge: High-

value enterprise buyers do not want 

another siloed security tool. IDV 

and biometric platforms bundle 

deepfake detection directly into 

a unified Identity Orchestration 

pipeline.

• Example Narrative: “We don’t just 

detect the deepfake; we block the 

transaction, freeze the account, 

flag the device ID, and trigger an 

automated step-up authentication 

challenge via FIDO passkey in 

milliseconds.”

2. The Regulatory Moat: 
Standard-Compliant 
Liveness vs. an Emerging 
Field   

• The Pure-Play Vulnerability: 

Regulations increasingly require 

the use of Presentation Attack 

Detection (PAD) compliant with the 

international standard, but there is 

no equivalent pure play deepfake 

detection providers can point to. 

Compliance-focussed businesses 

in regulated industries are likely to 

turn to technology providers that 

have confirmation of standards 

compliance first. 

• The IDV/Biometrics Edge: 

Technology providers that 

have successfully completed 

assessments of standards 

compliance can not only show 

independent evidence of their 

effectiveness that is widely 

recognized, but also demonstrate 

the ability to meet existing 

regulatory requirements.

• The Standard Compliance Premium: 

Biometric vendors possess 

rigorous, internationally recognized 

compliance confirmation—

specifically ISO/IEC 30107-3 (Level 

1-5) and the emerging CEN/TS 18099 

standard. Regulated industries 

(BFSI, Government) are legally 

obliged to engage with providers of 

these technologies.
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3. The Liability Moat: 
Transactional SLA 
Warranties

• The Pure-Play Vulnerability: Pure-

plays generally operate under 

standard software SLAs, providing 

confidence scores (e.g., “This video 

is 92% likely to be a deepfake”). 

They function as advisory tools and 

do not insure the client against 

financial losses if their system 

suffers a false negative and clears a 

sophisticated spoof.

• The IDV/Biometrics Edge: 

Established IDV and fraud platforms 

handle the financial risk. They 

can wrap their technology in 

performance guarantees and liability 

shift models. Because they verify 

the entire identity document, device, 

and biometrics combined, they can 

offer enterprise-grade financial 

indemnification against fraud losses.

4. The Data Moat: Closed-
Loop Feedback Loops

• The Pure-Play Vulnerability: 

Specialized deepfake detection 

vendors operate in a data vacuum. 

To train their models, they must 

scrape public datasets, source 

open-source media, or manufacture 

their own synthetic media in a lab 

environment. This creates a sterile 

feedback loop that often fails to 

replicate the messy, low-resolution, 

and heavily compressed video 

feeds encountered in real-world 

applications.

• The IDV/Biometrics Edge: IDV giants 

process billions of real-world global 

transactions, identity documents, 

and live onboarding selfies annually. 

This massive influx of production 

data provides an unparalleled 

closed-loop training ground to spot 

real-world injection techniques, 

device emulation setups, and 

adversarial fraud attacks as they 

happen live.  

• The Network Effect: In the identity 

space, data density creates a 

powerful network effect. Every 

failed attack on an IDV platform 

trains the underlying ecosystem to 

block that specific variant across 

all other enterprise clients globally. 

This scale allows legacy providers to 

achieve superior accuracy and lower 

false-positive rates on real-world 

transaction streams—a metric that 

pure-plays cannot replicate with 

lab-grown data.
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Strategic Advantage Summary Matrix

Competitive 

Dimension

IDV & Biometrics Vendors Pure-Play Deepfake Vendors Winner for High-Value Segments

Primary 

Buying 

Center

Chief Information Security Officer 

(CISO) / Chief Risk Officer (CRO)

Trust & Safety / Content Moderation 

Teams

IDV / Biometrics

CISO/Risk budgets are up to 10x 

larger and mandate enterprise 

protection

Vulnerability 

to AI 

Evolution

Highly Resilient

Unaffected by generative 

architecture shifts because it 

verifies the physical source

The Retraining Trap

Suffers from generational drift as AI 

moves from GANs to diffusion models

IDV / Biometrics

Provides consistent protection 

across generative eras

Deployment 

& Integration

Unified Identity Orchestration layer 

/ SDK (blocks transaction & triggers 

challenges)

Standalone API endpoint (flags media 

as “synthetic/real” but requires custom 

client logic)

IDV / Biometrics

Lower implementation friction; 

eliminates siloed point solutions

Compliance 

& Standards

Tested & Audited

ISO/IEC 30107-3 (PAD) and emerging 

CEN/TS 18099 (IAD) compliance

Uncertified

Relies on custom evaluations; 

standards do not yet cover content 

analysis

Biometrics

A hard legal prerequisite for 

regulated spaces like BFSI and 

Government

Risk & 

Liability 

Model

Financial performance guarantees 

and enterprise liability-shift 

models

Standard software SLAs providing 

confidence scores without financial 

indemnification

IDV / Biometrics

Corporate boards demand risk 

mitigation over unbacked metrics

Data & 

Training 

Flywheel

Closed-Loop Production Data

Billions of live real-world global 

transactions and injection attempts

Sterile Datasets

Scraped public media, open-source 

sets, or lab-manufactured synthetic 

media

IDV / Biometrics

Network effects ensure lower 

false-positive rates in production
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How Specialist Vendors 
are Reshaping the Market
While specialist deepfake detection 

vendors face a range of disadvantages 

in competing directly with IDV and 

biometrics providers, they also exert 

growing influence on the way defense 

against deepfake fraud is delivered and 

viewed within the enterprise. Specialist 

vendors are exploring different 

business models that allow them to 

avoid direct competition. If multiple 

integration models prove commercially 

viable, or deepfake detection becomes 

uncoupled from fraud prevention 

in budgets, specialist vendors will 

gain leverage in shaping partnership 

structures and delivery models.

1. Shifting the Buying Center 

• The Dynamic: IDV vendors sell 

primarily to Risk, Fraud, and 

Compliance teams managing 

onboarding pipelines. Pure-plays are 

bypassing this constrained market 

by targeting the Chief Information 

Security Officer (CISO) and 

corporate boardrooms.  

• The Threat: Specialist vendors are 

increasingly positioning deepfake 

detection as part of enterprise 

trust capability and cybersecurity 

strategies, expanding the buying 

center beyond fraud and identity 

teams to include CISOs, security 

operations and executive risk 

functions. 

• The Impact on IDV: If deepfake 

detection budgets increasingly 

migrate toward cybersecurity 

rather than onboarding and KYC, 

incumbent IDV vendors may face 

stronger competition outside their 

traditional procurement channels.

2.  API & Ecosystem Strategy

• The Dynamic: Pure-play providers 

realize they lack the massive 

distribution networks of legacy 

IDV giants. To fight this, they are 

aggressively transitioning from 

direct B2B sales to a “Powered By” 

wholesale API model.

• The Threat: Specialist 

startups (such as Scam.AI and 

DuckDuckGoose) are partnering 

with mid-tier identity orchestration 

layers, digital lending platforms, and 

open-source plugins.

• The Impact on IDV: This allows 

smaller or specialized platforms to 

instantly access enterprise-grade 

deepfake detection. It erodes the 

tech monopoly that legacy IDV 

vendors once enjoyed, allowing any 

minor platform to compete at a 

highly advanced level.

3. Hardware Alliances 

• The Dynamic: Legacy IDV vendors 

run their verification software 

via cloud servers, introducing 

unavoidable processing latency 

(often several seconds).
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• The Threat: Pure-play startups 

are partnering directly with 

semiconductor chipmakers (like 

Qualcomm and Intel) to build 

on-device detection models that 

run locally on a device’s Neural 

Processing Unit (NPU).

• The Impact on IDV: This local 

edge capability enables real-

time, sub-second screening of 

live video streams and audio 

feeds. This makes cloud-reliant 

IDV architectures look slow and 

inadequate for high-velocity 

environments like next-gen call 

centers and interactive financial 

apps.

4. Multimodal Zero-Day 
Advantage 

• The Dynamic: Biometrics vendors 

rely heavily on fixed, rule-based 

physical liveness checks (e.g., 

matching a face to a 3D depth map).

• The Threat: Generative AI progresses 

faster than static biometric rules 

can be updated. Pure-play deepfake 

detection providers run “ensemble 

models” that cross-analyze audio, 

video, text, and data frequency-

domain anomalies simultaneously. 

They catch “zero-day” deepfakes by 

looking at pixel blending boundaries 

rather than expecting specific facial 

movements.

• The Impact on IDV: Case studies 

show that incumbent IDV providers 

frequently clear sophisticated 

deepfakes because they pass basic 

liveness checks. Pure-plays use 

these high-profile failures to prove 

to major enterprises that standard 

IDV platforms have massive security 

gaps.
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Deepfake Detection 
Market Forecasts
Introduction
Market forecasting is very important in 

our research and analysis methodology 

especially when dealing with new or 

emerging markets and products.

Goode Intelligence (GI) has an excellent 

track record of forecasting in emerging 

technology areas including correctly 

predicting the growth of the mobile as 

an authentication device in 2009, the 

emergence of biometrics on mobile 

devices in 2011, and the growth in 

digital identity in 2015.

Market forecasting is one of the tools 

that GI uses in predicting the degree 

of success a new product or service 

will enjoy in the marketplace. The GI 

methodology considers areas such as 

product awareness, distribution, price, 

fulfilling unmet needs and competitive 

alternatives.

GI creates forecasts by gathering data 

from diverse sources like company 

filings, economic reports, and direct 

interactions (interviews) with both 

suppliers and buyers, some of which 

are bound by NDAs. GI then applies 

both quantitative methods and 

qualitative assessments (such as expert 

opinions) within financial models. 

These models are designed to estimate 

future performance by incorporating 

macroeconomic factors, industry 

trends, and company-specific details 

to provide a comprehensive view of 

expected growth and profitability

Revenue forecasting at Goode 

Intelligence (GI) involves collecting 

data from a variety of sources 

such as company filings, economic 

reports, and interviews with suppliers 

and buyers, often under NDA. This 

information feeds into financial 

models that use both quantitative 

and qualitative methods, including 

expert opinions, to project future 

performance. These models consider 

macroeconomic factors, industry 

trends, and company-specific details. 

For revenue projections, GI calculates 

an average price, taking into account 
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the variability in vendor pricing and 

potential discounts. The result is a 

comprehensive estimate of expected 

revenue growth and profitability for 

new or emerging products and markets.

We always welcome feedback from 

readers on the accuracy of the 

forecasts and are open to reflecting 

your opinion in future reports.

The following are three-year 
forecasts, 2026-2028, covering:

1. Total Deepfake Fraud Attempts

2. Voice Deepfake Detection Checks

3. Voice Deepfake Detection Revenue

4. Face Deepfake Detection Checks

5. Face Deepfake Detection Revenue

6. Total Deepfake Detection Checks

7. Total Deepfake Detection Revenue

Total Deepfake Fraud 
Attempts
These forecasts are for total deepfake 

fraud attempts covering both 

voice and face deepfake attacks. 

Companies are seeing an increase in 

deepfake attacks across their identity 

infrastructure from onboarding (IDV) to 

transacting (authentication and identity 

management, including account 

recovery). 

During research for this study, Goode 

Intelligence spoke with many of 

the leading suppliers of biometric 

verification and authentication who 

all spoke of the increasing threat from 

deepfake attacks, largely AI-generated. 

One supplier revealed that more than 

50% of fraud that they were seeing 

had some sort of deepfake-generated 

artifact associated with it. This could 

be deepfake-generated biometrics 

(voice and face) or deepfake-generated 

identity document (passport, national ID 

card, or driver’s license). In document 

attacks, AI was being leveraged for 

portrait substitution or face morphing 

– an attack where two faces, e.g., the 

authorized holder and the fraudster are 

blended together into a single, seamless 

portrait that allows multiple people to 

use the same document.

These forecasts do not make the 

distinction between successful and 

unsuccessful deepfake fraud attempts.
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Deepfake Fraud Forecasts – Attempts
These forecasts are for total deepfake fraud attempts made 

annually.

Chart 1: Deepfake Fraud Attempts: Global (m)

Source: Goode Intelligence © 2026

Table 1: Deepfake Fraud Attempts: Global (m)

2026 2027 2028

Total 145.21 212.89 334.65

Source: Goode Intelligence © 2026

Voice Deepfake Detection Forecasts – 
Checks
These forecasts are for total global voice deepfake detections 

made annually.

Chart 2: Voice Deepfake Detection Forecasts: Total Global 

Checks (m)

Source: Goode Intelligence © 2026

Table 2: Voice Deepfake Detection Forecasts: Total Global 

Checks (m)

2026 2027 2028

Total 2887.19 4876.23 5456.19

Source: Goode Intelligence © 2026
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Deepfake Fraud Attempts will exceed 334 million annually 

by 2028

Voice Deepfake Detection Checks will exceed 5.45 billion 

annually by 2028
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Face Deepfake Detection Forecasts – 
Checks
These forecasts are for total global face deepfake detections 

made annually.

Chart 3: Face Deepfake Detection Forecasts: Total Global 

Checks (m)

Source: Goode Intelligence © 2026

Table 3: Face Deepfake Detection Forecasts: Total Global 

Checks (m)

2026 2027 2028

Total 3165.87 5053.43 6784.36

Source: Goode Intelligence © 2026

Total Deepfake Detection Forecasts – 
Checks
These forecasts are for total (voice and face combined) global 

deepfake detections made annually.

Chart 4: Total Deepfake Detection Forecasts: Total Global 

Checks (m)

Source: Goode Intelligence © 2026

Table 4: Total Deepfake Detection Forecasts: Total Global 

Checks (m)

2026 2027 2028

Total 6053.06 9929.66 12240.55

Source: Goode Intelligence © 2026
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Face Deepfake Detection Checks will exceed 6.78 billion 

annually by 2028

Total Deepfake Detection Checks will exceed 12.24 billion 

annually by 2028
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Voice Deepfake Detection Forecasts – 
Revenue
These forecasts are for annual global voice deepfake 

detection revenue in U.S. Dollars (million).

Chart 5: Voice Deepfake Detection Forecasts: Total Global 

Revenue (m)

Source: Goode Intelligence © 2026

Table 5: Voice Deepfake Detection Forecasts: Total Global 

Revenue (m)

2026 2027 2028

Total 1443.60 2438.12 2728.10

Source: Goode Intelligence © 2026

Face Deepfake Detection Forecasts – 
Revenue
These forecasts are for annual global face deepfake detection 

revenue in U.S. Dollars (million).

Chart 6: Face Deepfake Detection Forecasts: Total Global 

Revenue (m)

Source: Goode Intelligence © 2026

Table 6: Face Deepfake Detection Forecasts: Total Global 

Revenue (m)

2026 2027 2028

Total 1582.94 2526.72 3392.18

Source: Goode Intelligence © 2026
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Voice Deepfake Detection Revenue will exceed $2.72 

billion by 2028

Face Deepfake Detection Revenue will exceed $3.39 billion 

by 2028 
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Total Deepfake Detection Forecasts – 
Revenue
These forecasts are for annual global total (voice and face 

combined) deepfake detection revenue in U.S. Dollars 

(million).

Chart 7: Total Deepfake Detection Forecasts: Total Global 

Revenue (m)

Source: Goode Intelligence © 2026

Table 7: Total Deepfake Detection Forecasts: Total Global 

Revenue (m)

2026 2027 2028

Total 3026.53 4964.83 6120.28

Source: Goode Intelligence © 2026
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Total Deepfake Detection Revenue will exceed $6.12 billion 

by 2028

The market enters a high-growth phase 

For both voice deepfake and face deepfake checks, we are 

forecasting significant growth in the three-year period 2026-

2028, with voice deepfake checks increasing from over 2.88 

billion in 2026 to over 5.45 billion in 2028, and face deepfake 

checks increasing from over 3.16 billion to over 6.78 billion in 

2028. This is a result of rising threats and awareness of the 

AI fraud problem, which motivate deployments of deepfake 

detection technology.

Combined (voice and face) deepfake checks will increase from 

over 6.05 billion in 2026 to over 12.2 billion in 2028.

This results in a healthy revenue prediction for both voice and 

face deepfake detection, with an increase from over $1.44 

billion in 2026 to over $2.7 billion in 2028 for voice and an 

increase from over $1.58 billion in 2026 to over $3.39 billion 

in 2028. Combined (voice and face) revenue will increase from 

over $3.02 billion in 2026 to over $6.12 billion in 2028.

Deepfake detection has become a critical component of 

securing biometric identity systems for both voice and face, 

and the impressive increase in both total number of deepfake 

checks and in the revenue testify to this importance. Going 

forward, deepfake detection will play a critical part in 

reducing fraud for crucial digital services and we expect more 

growth over a five-year period as identity platforms integrate 

deepfake detection alongside broader identity orchestration.
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Deepfake Detection Buyer’s Guide

Biometric Update and Goode 

Intelligence strive to provide accurate 

information, but we must point 

out that our list of vendors is not 

comprehensive. We have selected a 

representative group of vendors, but 

we do not guarantee that our list is 

exhaustive. The analysis is presented 

on a “best efforts” basis, and we 

cannot accept any liability for any 

errors or omissions.

If a vendor considers that we have 

unreasonably omitted them then there 

is an opportunity for them to engage 

with Biometric Update and Goode 

Intelligence for inclusion in subsequent 

editions of this report.

About this guide 
This guide provides potential buyers 

of deepfake detection products and 

services with information on how to 

assess solutions. 

It is important to note that this guide 

should not be used as the sole method 

for assessing deepfake detection 

solutions as that is based on an 

organization’s individual and specific 

requirements that should be included 

in a comprehensive assessment.

The buyer’s guide also includes a list of 

deepfake detection vendors (suppliers) 

that are active in the market. For a 

select number of vendors, there is 

a profile of the company and their 

products.
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Introduction 

Deepfake detection solutions are 

now predominantly sold as part of 

an integrated suite of products that 

combine liveness detection and 

injection attack solutions, as part 

of anti-fraud measures in biometric 

identity and authentication systems. It 

aims to answer these critical questions 

when a person is onboarding or 

authenticating; is the person present, 

genuine, alive, and not a spoof or 

synthetically generated.

A robust supplier should offer 

defense-in-depth, combining AI-

enabled detection with secure system 

architecture.

This study has identified a number 

of major trends that are shaping the 

deepfake detection market. One of 

these trends is the use of deepfake 

detection technology in identity and 

trust platforms - integrated into core 

business logic not used as a standalone 

tool. Whether it’s part of an onboarding 

solution or seamlessly integrated into 

a workforce automation solution, 

deepfake detection is being absorbed 

into business process and logic. 

A very important consideration for 

buyers of deepfake detection solutions 

is to design the technology as part of 

a multi-layer trust architecture, not 

a single gate. Companies get it wrong 

when they treat deepfakes as a narrow 

liveness-check problem rather than a 

trust-model problem. 
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Defining Your 
Requirements

This section helps buyers define their 

requirements by detailing a number 

of common business use cases and 

describing where deepfake detection 

fits into applications and business 

processes.

Business Use Cases
• Identity verification & onboarding

• Authentication & account takeover 

prevention

• Digital wallets

• Workforce identity

• Call center security

• Government identity

• Trust & Safety Platforms 

• Media & content authenticity

Identity Verification & 
Onboarding

Identity verification (IDV) establishes 

that a person is who they claim to 

be. It’s used in a variety of situations 

including digital onboarding, for 

instance opening a bank account, 

proving how old we are (age assurance), 

travelling (especially when travelling 

across international borders), applying 

for, and starting, a job (employment 

onboarding), joining an educational 

establishment, including college and 

university, buying a new mobile phone, 

buying a new home.

Deepfake detection is now a critical 

component of identity verification 

processes, helping to ensure that the 

identity being verified is authentic 

and vendors are increasingly offering 

deepfake detection solutions, either 

standalone or integrated into IDV 

solutions. This includes deepfake 

detection for both humans and their 

trusted ID documents, passports, 

driver’s licenses. 

Adoption of biometric onboarding 

services has been strong, driven 

by a combination of AML/KYC 

compliance, fraud reduction and digital 

transformation programs across sectors 

pushing onboarding to the home 

through remote, unattended, means.
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Authentication & Account 
Takeover (ATO) Prevention

Biometric authentication is a security 

process that uses an individual’s unique 

physical or behavioral characteristics 

to verify their identity, comparing 

the presented biometrics to a stored 

version (template).

Widely deployed modalities for 

biometric authentication include face 

and voice – two of the most deep-

faked modalities.

Deepfake detection enhances face 

biometric authentication by ensuring 

that the presented face is a real, 

authorized, person. When deepfake 

detection is used, the biometric 

authentication process includes the 

detection of synthetically generated 

images, i.e., deepfakes.

For channels that leverage voice 

biometric authentication, including 

contact centers and IVR systems, it is 

important that checks are made that 

detect synthetic voice.

Deepfake attacks are increasing during 

biometric authentication with one 

supplier noting that between 10 and 

15% of authentication liveness checks 

are on deepfake-generated images.

In addition to strong deepfake 

detection, it is important to take a 

risk-based approach to biometric 

authentication leveraging other security 

and anti-fraud measures including 

device fingerprinting, the use of 

verified identity signals, and behavioral 

analytics.

With deepfake usage in biometric 

fraud attempts rising 58% year-on-

year, deepfakes are increasingly a major 

component of Account Takeover (ATO) 

attacks with call center and account 

recovery two of the biggest areas of 

concern. ATO fraud increasingly involves 

deepfakes that can fool voice-based 

customer service verification and 

facial recognition systems designed to 

protect account recovery processes. 

Fraudsters use cloned voices to pass 

“verify your identity” calls, then reset 

credentials or redirect a legitimate 

customer’s funds. 

Digital Wallets

A digital wallet is a software application 

that securely stores payment cards, 

tickets, identity, and cryptocoin.

Deepfake detection is used in all parts 

of the digital wallet business process 

including onboarding, authentication, 

transaction approval, and high-value 

withdrawal authorization. 

Workforce Identity

Workforce identity is one of the 

fastest-growing applications of 

deepfake detection and is distinct from 

customer-facing use cases because the 

attacker is often trying to become an 

employee, not just impersonate one for 

a single transaction. It breaks into three 

main stages:

https://www.entrust.com/resources/reports/identity-fraud-report
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1. Pre-hire screening (application 

stage): Standard identity proofing 

applied to candidates including 

government ID matched to a live 

selfie before the interview can 

commence. This catches fabricated 

identities but not deepfakes that 

show up later when  a candidate 

can pass a document and selfie 

check at application, then have 

a deepfake avatar or a paid 

proxy appear for the actual video 

interview.

2. Live interview defense: This defends 

the live interview and requires 

continuous in-call detection 

rather than a one-time gate. Real-

time deepfake detection can be 

integrated into popular workforce 

conference platforms including 

Zoom and Teams.

3. Continuous post-hire verification: 

Rather than treating verification as 

a one-time hiring gate, workforce 

identity is moving toward ongoing 

confirmation.This is similar to when 

banks verify a customer at account 

opening and then continuously 

monitor for suspicious activity. 

Call Center Security

Call center deepfakes involve criminals 

using artificial intelligence voice-cloning 

technology to impersonate real account 

holders, company executives, or 

vendors during live phone interactions. 

Fraudsters weaponize these synthetic 

voices to bypass traditional audio 

security checks, commit financial 

fraud, and trigger unauthorized account 

takeovers 

Call-centers are being attacked with 

voice deepfakes at an alarming rate. 

Fraudsters use cloned voices to pass 

“verify your identity” calls, then reset 

credentials or redirect a legitimate 

customer’s funds. 

Real-time voice deepfake detection 

sitting before IVR routing where the 

solution can analyze the acoustic 

signal itself rather than trusting caller 

behavior, closes this specific gap.

Trust and Safety Platforms 

Online trust and safety platforms 

include dating services, online 

marketplaces, social media platforms, 

gaming communities and other 

digital services where users interact 

directly with strangers. Deepfake 

detection is becoming an important 

tool for reducing identity deception, 

romance scams, marketplace fraud 

and impersonation attacks. Fraudsters 

increasingly use AI-generated profile 

photos, synthetic videos and cloned 

voices to establish credibility, evade 

moderation systems and manipulate 

victims into financial transactions or 

sharing sensitive information.

Unlike identity verification, which 

typically occurs at onboarding, trust 

and safety is an ongoing process. 

Platforms increasingly deploy deepfake 

detection throughout the user lifecycle, 

screening uploaded profile images 

and videos, analyzing live video 
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interactions, verifying creators and 

sellers, and investigating reports of 

impersonation or fraudulent content. 

Deepfake detection is often combined 

with behavioral analytics, content 

moderation, device intelligence and 

reputation systems to identify high-risk 

accounts while minimizing friction for 

legitimate users.

Government Identity

Deepfake detection plays several 

distinct roles in government digital 

identity systems, spanning both the 

enrollment/verification side and the 

ongoing trust infrastructure. 

Protecting biometric onboarding: Most 

government digital ID schemes need 

to verify a person is who they claim to 

be before issuing a credential, often 

via a selfie matched against a passport 

or ID document photo. Deepfake 

detection (alongside presentation 

attack detection/liveness) prevents 

someone from using a synthetic or 

manipulated face video to pass that 

initial verification step, which is the 

single biggest fraud vector in remote 

onboarding.

Securing authentication: Deepfake 

detection protects biometric 

authentication when adopted by 

a government for their digital ID 

program. This is important because a 

compromised session can let someone 

impersonate a citizen for tax, welfare, 

or voting-adjacent services.

Supporting trust in official 

communications: Governments are 

deeply concerned about deepfakes of 

officials themselves, for instance fake 

videos of ministers or agency heads 

issuing statements. This is more about 

information integrity than identity 

verification per se, but it’s increasingly 

bundled into “digital trust” strategies 

alongside identity credentialing.
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Where Deepfake 
Detection Fits

Deepfake detection is a tool that works 

best when it is closely integrated into 

business process and logic.

A key indicator for a successful 

deepfake detection deployment is how 

well it fits into a buyer’s business logic 

and architecture.

This study has identified that deepfake 

detection works best when it is closely 

aligned with business practice and 

clearly solves a business problem. In 

the case of deepfake detection this is 

to reduce a business’s risk exposure to 

deepfakes.

This section explores where 

deepfake detection fits into business 

applications and processes.

Identity Verification 
Deepfake detection is now a critical 

component of identity verification 

processes, helping to ensure that the 

identity being verified is authentic 

and vendors are increasingly offering 

deepfake detection solutions integrated 

into IDV solutions.

Biometrics
It is now a must-have for biometric 

systems to use deepfake detection 

technology as part of their core 

offering. This is especially the case 

for remote (unattended) biometric 

scenarios.

Document Verification 
As well as the use of deepfake 

detection for identity verification 

(is this person a live human), it is 

imperative that document verification 

solutions support deepfake detection 

as standard. Deepfake detection for 

both humans and their trusted ID 

documents, passports, driver’s licenses, 

and physical ID cards is a must-have 

when choosing document verification 

solutions.

PAD & IAD
Presentation attack Detection (PAD) 

and Injection Attack Detection (IAD) 

are part of an effective, and modern, 

biometric identity system, when 

combined with deepfake detection 

technology. Answering the question, 

is this a live authorized human 
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presenting themselves to a verification 

or authentication process is a 

fundamental one for our generation. 

Fraud Platforms
Fraud platforms are specialized 

software systems used by banks, 

e-commerce sites, and digital 

businesses to detect, prevent, and stop 

financial crimes. They analyze user 

behavior, transactions, and device data 

in real time.

Increasingly deepfake detection 

technology is being closely integrated 

into fraud platforms to detect and 

prevent deepfake attacks in real-time.

Typically, mature fraud stacks 

treat deepfake detection as a 

component rather than the whole 

defense. Effective fraud platforms 

combine it with behavioral analytics, 

device fingerprinting, risk-based 

authentication, and human review for 

high-risk decisions.

IAM and Identity 
Orchestration
IAM is a framework of policies, 

processes, and technologies used by 

organizations to ensure the right people 

and devices access the right digital 

resources at the right time. It includes 

authentication, authorization and 

lifecycle management.

As biometric is being increasingly 

used by IAM platforms as part of 

onboarding and step-up authentication 

/ verification, then companies must 

ensure that adequate deepfake 

detection tools are leveraged.

Identity orchestration is a software 

control layer that unifies and 

coordinates different identity and 

access management (IAM) systems 

across cloud and on-premises 

environments. It uses an abstraction 

layer to decouple authentication 

and authorization from applications, 

allowing organizations to manage user 

login flows, security policies, and multi-

factor authentication.

Identity orchestration’s core value 

is deciding when to invoke stronger 

checks as a part of step-up and risk-

adaptive triggering. For instance, a low-

risk login might only need a password, 

a high-risk one (new device, unusual 

geography, high-value transaction) 

could trigger a face liveness and 

deepfake check. The orchestration 

layer treats deepfake detection as an 

escalation tool rather than something 

run on every interaction which can be 

an important consideration for cost 

and friction management, since these 

checks add latency and expense. 

Risk Engines
Risk engines are software systems 

that analyze live data, score threat 

levels, and make automated security or 

financial decisions. They use rules and 

machine learning to stop fraud, secure 

logins, and manage market risks. Risk 

engines are an integral part of identity 

security, used in IDV, authentication 

and fraud management.
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Evaluate 
Suppliers

The deepfake detection market 

spans a wide range of vendors, from 

established identity verification 

providers to AI startups focused 

exclusively on synthetic media 

detection. Each category has different 

strengths, deployment models and 

target markets. Buyers should first 

determine whether deepfake detection 

is a standalone requirement or one 

component of a broader identity, fraud 

or trust platform.

Understand the Vendor 
Landscape
Buyers should first identify which 

category best matches their business 

requirements before comparing 

individual vendors within that category.

Identity Verification (IDV) 
Vendors

IDV vendors integrate deepfake 

detection into digital onboarding and 

identity proofing workflows. Their 

platforms typically combine document 

verification, facial biometrics, liveness 

detection, fraud signals and compliance 

capabilities, making them well suited to 

regulated industries such as banking, 

telecommunications, healthcare and 

government.

Biometric Vendors

Biometric vendors specialize in 

biometric matching, presentation 

attack detection (PAD), liveness 

detection and authentication. Many 

are extending these capabilities with 

deepfake detection to protect both 

enrollment and authentication against 

AI-generated faces, voices and video.

Fraud Prevention Platforms

Fraud platforms treat deepfake 

detection as one signal within a 

broader fraud decision engine. These 

solutions combine device intelligence, 

behavioral biometrics, transaction 

monitoring, identity risk scoring and 

AI-driven analytics to detect account 

takeover, synthetic identity fraud and 

payment fraud.

Identity Orchestration 
Providers

Identity orchestration platforms 

coordinate multiple identity, 

authentication and fraud services 

through policy-driven workflows. 

Rather than performing deepfake 

detection themselves, they integrate 

multiple vendors and use deepfake 

detection results to trigger adaptive 

authentication, step-up verification or 

manual review.

Voice Specialists

Voice security vendors focus on 

detecting synthetic speech, voice 

cloning and replay attacks in contact 

centers, voice authentication systems 

and conversational AI. Many combine 

deepfake detection with speaker 

verification, fraud analytics and real-

time call protection.
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Pure-Play Deepfake 
Detection Vendors

Pure-play vendors focus exclusively 

on detecting AI-generated images, 

video and audio. They typically offer 

multimodal detection, rapid AI model 

updates and flexible APIs that integrate 

into existing identity, fraud and trust 

platforms. Their technology is often 

deployed alongside broader identity or 

fraud solutions rather than replacing 

them.

Government & Defense 
Specialists

Government and defense vendors 

address high-assurance identity 

environments such as national digital 

identity programs, border management, 

law enforcement, intelligence and 

critical infrastructure. Their solutions 

emphasize sovereignty, certification, 

security accreditation and integration 

with large-scale public sector identity 

systems.

Evaluation Criteria
The following criteria provide a 

practical framework for evaluating 

suppliers. Buyers should prioritize the 

sections differently depending on their 

own risk profile, regulatory environment 

and business objectives. Not every 

criterion will carry equal importance. 

Organizations should weight these 

categories according to their business 

objectives, regulatory obligations and 

risk appetite.

Each buyer can apply their own 

requirements and weighting to these 

criteria to enable them to score 

prospective suppliers against. Biometric 

Update and Goode Intelligence can 

support this process with consulting 

services that align a buyer’s specific 

requirements with these evaluation 

criteria.

Architecture & Integration

Architecture and integration determine 

how effectively deepfake detection 

fits within existing business processes 

and security workflows. Buyers 

should evaluate how easily a solution 

integrates with their technology 

stack while balancing security, 

privacy, performance and operational 

complexity.  

On-device vs. server-side processing: 

This is a very important criteria 

when evaluating deepfake detection 

technology and something that is 

ultimately guided by architectural and 

security guidelines and policy. On-

device processing keeps sensitive 

biometric data on the user’s device, 

maximizing privacy and minimizing 

latency Server-side processing, by 

contrast, centralizes model updates 

and is easier to patch against new 

attack types, but adds round-trip 

latency and raises data-transfer/

storage compliance questions.

SDK vs. API integration: Mobile SDKs 

are engineered so developers can 

integrate liveness and deepfake 

detection with hardware acceleration 

(GPU, NPU) for lowest latency. SDKs 

suit mobile-native capture flows where 

you want camera-level control and 

avoid any latency. 
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APIs (server-to-server) suit web 

onboarding or backend batch review 

Server-only APIs are also simpler 

to swap between vendors . This is 

important if you want to avoid vendor 

lock-in.

Integration and workflow fit: 

Consider whether the solution can 

be embedded into existing workflows 

(identity verification pipelines, content 

moderation stacks, video conferencing 

infrastructure) rather than operating 

as a standalone tool requiring manual 

submission.

Detection of specific deepfake 

techniques: Deepfakes are created 

using various methods (e.g., face-

swapping, face reenactment, GAN-

based generation). Ensure the solution 

detects these different approaches.

Technical Performance

Technical performance determines how 

well a solution detects deepfakes under 

real-world operating conditions rather 

than laboratory benchmarks. Buyers 

should evaluate accuracy, robustness, 

scalability and resilience against rapidly 

evolving attack techniques.

Detection accuracy, speed, and real-

world performance: The software 

should have high accuracy (low false 

positives and false negatives) and 

be able to process media quickly. 

Commercial tools often claim high 

percentage accuracy (+90%) in lab 

conditions, but when tested against 

real-world deepfakes, performance 

can drop significantly. When evaluating 

vendors, demand performance data 

against out-of-distribution (OOD) 

content, not just curated benchmark 

datasets. Out-of-distribution (OOD) 

content refers to refers to deepfakes 

that were created using methods, 

tools, or conditions that the detection 

model was never trained on. For this, 

when evaluating a vendor, a buyer 

should ask: “What was your training 

dataset, and how do you test against 

generation methods your model hasn’t 

been trained on?”

Detection of subtle inconsistencies: 

Look for features that can identify 

artifacts like blurring, color differences, 

unnatural lighting, or inconsistencies in 

facial features (eyes, mouth, hair) and 

body parts (hands, fingers). 

Bias: Ensure the solution has been 

tested for bias and is fair in its 

analysis of different types of media. 

Detection systems show better 

accuracy for people with lighter skin 

tones and perform better on older age 

groups than younger people. If your 

organization operates globally or serves 

diverse populations, detection tools 

may protect some people better than 

others. This is a critical due diligence 

question, particularly for identity 

verification and KYC use cases.

Multi-Modal Analysis: Does it analyze 

images, videos, and audio? Deepfakes 

can involve any or all of these, so a 

comprehensive solution should address 

all possibilities, according to research 

from The Alan Turing Institute. A 

solution that only covers video will miss 

audio-only vishing attacks, which are 

increasingly common in financial fraud 

scenarios.

Scalability: Can it support current 

performance requirements and can 

it scale to meet projected volumes. 

If the commercial agreement is set 

at supporting “n” transactions, what 

happens when your usage exceeds 

this figure and will you be financially 

penalized?
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Security & Resilience

Deepfake detection is only one layer of 

a broader security architecture. Buyers 

should assess how well suppliers 

protect their own platforms while 

supporting defence-in-depth strategies 

that reduce fraud and operational risk. 

Security: Does the supplier have 

cybersecurity certifications and adhere 

to cybersecurity guidance / best 

practice?

Defence-in-Depth Posture: Deepfake 

Detection should not be treated as 

a standalone solution. Organizations 

that succeed will treat detection tools 

as one component of broader defence 

strategies, combining reactive detection 

capabilities with proactive prevention 

measures including OSINT-based 

vulnerability reduction, risk-based 

authentication that leverage trusted 

identity signals, and human-centric 

verification protocols.

Security Operations Center (SOC) & 

Security Testing: Does the supplier 

operate a 24/7 security operations 

center (SOC) where the systems are 

being constantly monitored for security 

incidents. 

Does the solution undergo security 

testing to determine if there are 

any vulnerabilities - does it publicly 

acknowledge security vulnerabilities and 

incidents and is it transparent with this. 

PAD and IAD support: Does it combine 

Presentation Attack Detection (PAD) 

and Injection Attack Detection 

(IAD) technology to create a unified 

protection solution?

Privacy & Compliance

Privacy, regulation and AI governance 

are becoming key procurement 

considerations as governments 

introduce new requirements for 

biometric systems and synthetic media. 

Buyers should ensure suppliers meet 

both current and emerging regulatory 

obligations.

The evolving international online 

safety regulatory landscape is creating 

uncertainty for both suppliers and 

customers. Particularly in the EU and 

UK, buyers need to understand how 

AI Act provisions and online safety 

obligations may affect their obligations 

around detection, disclosure, and 

record-keeping.

Privacy and data protection 

compliance: Does it meet EU GDPR and 

other state legislation related to the 

collection, storage and use of biometric 

data?

AI regulation compliance: More than 

1,000 U.S. state AI bills were introduced 

in 2025, with that pace continuing 

into 2026. 46 states have enacted 

laws targeting AI-generated synthetic 

media as of spring 2026. Regulation is 

currently containerized across three 

distinct legal areas:

1. Sexual deepfakes (NCII/CSAM)

2. Election deepfakes

3. AI voice cloning

https://www.biometricupdate.com/202507/states-push-ahead-on-ai-regulation-as-congress-falters


59 | 2026 Deepfake Fraud Detection Market

The EU Artificial Intelligence (AI) Act 

is the world’s first comprehensive 

legal framework for AI. It classifies 

AI systems into four risk tiers; 

unacceptable, high, limited, and 

minimal, imposing strict safety, 

transparency, and documentation 

requirements on developers and 

deployers. Non-compliance can result 

in severe fines of up to EUR 35 million 

or 7% of global annual turnover. The 

core transparency obligations apply 

from August 2026. Article 50 of the 

AI Act establishes transparency 

obligations across four areas: 

1. Providers of interactive AI systems 

must ensure users know they’re 

interacting with AI

2. Providers of systems generating 

synthetic content must ensure 

machine-readable marking and 

detectability

3. Deployers of emotion-recognition 

or biometric-categorization systems 

must inform exposed individuals

4. Deployers using AI to create 

deepfakes must disclose that 

content has been artificially 

generated or manipulated. 

ISO Certifications: Several distinct 

ISO/IEC standards are applicable 

for deepfake detection, covering 

different layers of the deepfake 

problem, biometric spoofing, synthetic 

media classification, and broader AI 

governance.

ISO/IEC 30107 series — Biometric 

Presentation Attack Detection: This 

is the anchor standard for anti-

spoofing in identity verification. Part 1 

(30107-1:2016) provides the framework 

for presentation attack detection, 

defining terms and establishing 

categorization for how attack events 

can be specified and detected. Part 3 

(30107-3) is the one vendors actually 

get certified against: it provides a 

common framework for testing and 

reporting PAD mechanism performance, 

introducing key metrics like Attack 

Presentation Acceptance Rate (APAR) 

and Bona Fide Presentation Acceptance 

Rate (BPAR). 

The ISO is currently developing an 

international standard for biometric 

injection attack detection, ISO/IEC 

WD 25456, “Information technology – 

Biometrics – Biometric data injection 

attack detection.” A joint working group 

(JWG) working on the standard, which 

is expected to reach a stable draft 

stage by January 2026, is scheduled 

to hold four meetings in 2026, with 

additional online meetings to be held 

on an as-needed basis. 

NIST: NIST’s 2026 deepfake evaluation 

program, GenAI: Deepfakes 2026, uses 

a novel methodology for evaluating 

deepfake detection systems in 

forensics. The goal is to foster the 

development of robust detection tools, 

by providing the research community 

with an adversarially challenging, and 

operationally relevant benchmark that 

enables rigorous evaluation of deepfake 

detection systems.

NIST’s activities span three initiatives. 

The first uses ultra-realistic, entirely 

synthetic faces that do not belong to 

real people to serve as the basis for 

study. The second tests adversarial 

attacks using deliberately selected 

synthetic images. The third tests 

forensic manipulations, creating 

challenging benchmarks through face 

swapping, body swapping, and context 

manipulation, which are then validated 
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by face verification systems to ensure 

they accurately replicate sophisticated 

tactics used in the real world.

NIST also runs the National Voluntary 

Laboratory Accreditation Program 

(NVLAP), which provides third-

party accreditation to testing and 

calibration laboratories. Only three 

labs are globally accredited to evaluate 

biometric systems under NVLAP: 

BixeLab, Fime and iBeta Quality 

Assurance.

Enterprise Readiness

Even technically strong solutions 

can fail if they cannot be deployed, 

supported and scaled within an 

enterprise environment. Buyers should 

assess commercial maturity alongside 

technical capability.

Usability & Customer 
Experience 

The ability to fit in with your usability 

(UX) requirements is an important 

consideration when choosing a 

deepfake detection supplier.

Commercial Model & Cost 
Predictability

This is especially important when 

dealing with suppliers that charge 

per transaction, which is often the 

case. If you are entering into a per 

transaction contract, have you sized 

your requirements for now and for 

future growth and does your budget 

meet this?

Global Support & Service 
Levels 

Does the supplier support “follow the 

sun” global support for their product. 

This is particularly important for buyers 

with an international business that 

supports customers and citizens 24/7 

around the globe.

Product Roadmap 

Does the supplier offer a credible 

product roadmap that meets your 

expectations and requirements. A 

product roadmap is critically important 

when choosing a technology solution, 

serving as your primary indicator for 

future viability, alignment with your 

business goals, and risk management. 

It prevents you from investing in dead-

end software by showing how the 

vendor plans to evolve.

Customer References

Can the supplier provide attributed 

customer references that are 

favourable to the product and is 

it possible to speak with current 

customers to learn about how they are 

using the product and receive feedback 

- both positive and negative.

Vendor Viability

Investigate the viability of a supplier. 

Are they profitable or well-funded? 

Has there been any negative press or 

controversies surrounding the supplier. 

If the supplier is at the early stages of 

an exit (acquisition by larger supplier or 

competitor), what is the risk associated 

with this?
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Procurement 
Considerations

Selecting a Deepfake 
Detection Solution 
Before evaluating individual suppliers, 

buyers should define the type of 

solution they need. The answers to the 

following questions will narrow the field 

of potential vendors, determine the 

most appropriate deployment model 

and help avoid costly procurement 

mistakes. 

• Standalone deepfake detection or 

integrated platform?

• Best-of-breed or single vendor?

• Cloud or on-premises?

• Global deployment or regional?

• Regulated or non-regulated 

environment?

• Transaction volume?

• Real-time or batch processing?

• Identity verification, authentication 

or content moderation?

• Proof of concept before enterprise 

rollout?

Procurement 
Considerations
Selecting a deepfake detection supplier 

is not simply a technology decision. 

Procurement teams should balance 

technical capability, commercial 

models, operational fit and long-term 

vendor viability. In many organizations, 

deepfake detection is purchased as 

part of a broader identity, fraud or 

authentication platform rather than as 

a standalone product. Buyers should 

therefore evaluate suppliers based 

on the business outcome they are 

trying to achieve rather than detection 

performance alone.

Primary Business Objective

Start with the problem you are trying to 

solve.

Examples include:

• Prevent account takeover

• Secure customer onboarding

• Protect workforce identity

• Reduce call-center fraud

• Improve trust and safety

• Meet regulatory requirements

Different objectives require different 

architectures and suppliers.

Internal Stakeholders

Deepfake detection procurement often 

involves multiple teams.

Typical stakeholders include:

• Fraud

• Identity & Access Management

• Cybersecurity

• Compliance

• Privacy

• Product

• Operations

• Procurement

Agree on ownership and success 

criteria before beginning a vendor 

evaluation.
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Success Metrics

Define measurable outcomes before 

procurement.

Examples include:

• Fraud reduction

• Lower account takeover

• Higher onboarding completion

• Reduced manual review

• False positive rate

• Authentication success

• Customer satisfaction

• Operating cost savings

Selecting a Deployment 
Model
Deepfake detection can be deployed 

in several ways depending on an 

organization’s existing technology stack.

Standalone

Best when existing identity or fraud 

platforms cannot easily be modified.

Identity Verification Platform

Ideal for organizations modernizing 

customer onboarding.

Fraud Platform

Appropriate when deepfakes are 

treated as another fraud signal 

alongside device intelligence and 

behavioral analytics.

Identity Orchestration

Best for enterprises coordinating 

multiple identity providers and adaptive 

authentication workflows.

Continuous Authentication

Suitable for high-value environments 

requiring ongoing verification rather 

than one-time authentication.

Commercial Considerations

Commercial models significantly affect 

long-term costs.

Evaluate pricing based on expected 

transaction growth rather than current 

usage.

Per Verification

Simple but expensive at scale.

Per Transaction

Common for onboarding.

Enterprise License

Predictable budgeting.

Consumption Pricing

Flexible but requires monitoring.

OEM

Relevant for technology partners 

embedding detection.

Budget Ownership

Determine which business unit owns 

both implementation and ongoing 

operating costs.
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Funding commonly comes from:

• Fraud Prevention

• Digital Identity

• Security

• Customer Experience

• Digital Transformation

• Compliance

Procurement Questions
Technical 

Which attacks are detected? 

How frequently are models updated? 

How is detection accuracy measured? 

Do you detect injection attacks?

Integration

Can policies be orchestrated? 

Do you integrate with our IDV platform? 

What latency is added?

Governance

Can detections be explained? 

What certifications do you hold? 

How are false positives managed? 

What happens after a deepfake is 

detected?

Commercial

How is pricing structured? 

What implementation services are 

included? 

What SLAs are offered? 

How are model updates delivered? 

What training is provided? 

What exit provisions exist if we change 

suppliers?

Procurement Checklist
Before selecting a supplier, ensure that 

the solution can: 

 ✓ Integrate with existing architecture? 

 ✓ Detect image, video and voice 

deepfakes?

 ✓ Support PAD and IAD?

 ✓ Meet regulatory requirements?

 ✓ Scale to expected transaction 

volume?

 ✓ Demonstrate independent testing?

 ✓ Fit budget?

 ✓ Provide enterprise support?

 ✓ Offer customer references?

 ✓ Show long-term roadmap?
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Deepfake Detection Vendors 
Profiles and Case Studies

Biometric Update and Goode 

Intelligence have identified more 

than 60 vendors developing deepfake 

detection and defense technologies. 

The market includes established 

identity verification, biometrics and 

fraud prevention providers that have 

expanded their platforms to address 

AI-generated threats, alongside 

specialist companies founded 

specifically to combat deepfake fraud.

Deepfake defense is increasingly 

delivered as part of a layered identity 

security architecture rather than as 

a standalone product. Many vendors 

combine deepfake detection with 

presentation attack detection (PAD), 

injection attack detection (IAD), 

liveness detection and broader fraud 

prevention capabilities. While the 

technologies and target markets differ, 

the common objective is to help 

organizations detect and prevent AI-

enabled identity fraud.

Biometric Update and Goode 

Intelligence strive to provide accurate 

information, but this directory is not 

intended to be exhaustive. The vendors 

profiled represent a cross-section of 

the current market rather than every 

supplier operating in the space. The 

analysis is presented on a best-efforts 

basis, and we cannot accept liability for 

any errors or omissions.

Vendors that believe they have been 

unreasonably omitted are encouraged 

to contact Biometric Update and Goode 

Intelligence for consideration in future 

editions of this guide.
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Identy.io

zero marginal cost across unlimited 

attempts. That combination of low 

cost and infinite reuse lets these 

attacks scale in a way presentation 

attacks cannot, since each presentation 

attempt still requires a new physical 

action. This is why deepfake-enabled 

fraud is growing far faster than 

presentation attacks, both in relative 

share and absolute volume.

Identy addresses this through 

deepfake detection delivered as part 

of its liveness solution, which already 

includes Presentation Attack Detection 

(PAD) standalone, via third-party 

capture, or within our capture SDKs, 

which add Injection Attack Detection 

(IAD). Detection is data-driven, 

combining models that exploit temporal 

and visual-artifact signals, continuously 

retrained against new generation 

techniques. This matters because 

any method anchored to a single 

generative era ages fastest. Blending-

boundary analysis and GAN spectral 

fingerprinting, for example, were 

effective against GAN-era deepfakes, 

but are already failing against diffusion 

and autoregressive generators, which 

either eliminate the artifact entirely or 

reproduce it coherently.

Standards are still catching up to this 

shift. Formal certification already exists 

for injection attacks (CEN/TS 18099, 

with ISO/IEC 25456 in development). 

No equivalent certification scheme yet 

exists for deepfake content analysis, an 

open gap in the standards landscape. 

This is precisely the industry’s current 

challenge: proving a solution is 

genuinely robust against this type of 

attack, absent a dedicated certification 

scheme. Identy contributes to closing 

that gap through active participation in 

ISO and CEN standardization groups, as 

the market moves toward independent, 

standards-aligned proof rather than 

vendor-reported accuracy claims.

identy.io 

contact@identy.io

Headquartered in the U.S. with offices 

in Brazil, Mexico, Colombia, Nigeria, 

Spain and India, Identy.io delivers 

universal digital identity, powered by 

ABIS and reusable digital credentials, 

turning any smartphone camera into a 

multimodal biometric scanner capable 

of capturing face, fingerprint and palm.

Identy’s solutions are deployed 

across banking and financial services, 

telecommunications, and government 

and citizen services, the three sectors 

with the highest fraud exposure and 

regulatory scrutiny around remote 

identity verification. Representative 

use cases include KYC/AML onboarding 

in banking, SIM-swap and subscriber 

identity verification in telecom, and 

national digital identity programs in 

government.

Within these sectors, the fastest-

growing fraud vector is deepfake 

and injection-based. Injection-and-

deepfake kits are now sold for as little 

as $10 to $15 (Group-IB), reusable at 

https://www.identy.io/
mailto:contact%40identy.io?subject=
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Incode incode.com

presentation attacks were attempted 

and zero got through – a 100% result on 

both iOS and Android. On the document 

side, Deepsight for Documents uses 

a proprietary machine-learning model 

trained on thousands of AI-generated 

ID cards, detecting visual artifacts, font 

inconsistencies, and layout anomalies 

invisible to the human eye. It detects 

more than 99% of synthetic ID images 

and catches 8.8 times more fraud 

than document-based checks alone. 

SocialProof Security’s 2025 penetration 

test found no bypasses of Incode’s 

mobile verification flows, with 100% 

of document-based attacks blocked, 

including AI-generated IDs, dark-web-

generated IDs, doctored documents, 

and physically printed cards.

Incode is a global leader in identity 

verification with over 10 years of 

expertise in AI, biometrics and fraud 

prevention. Its proprietary platform 

empowers enterprises to distinguish 

genuine users from fraudsters, drive 

conversions through high-quality UX, 

and stay ahead of evolving regulations. 

Its clients include eight of the ten 

largest U.S. banks, as well as large 

enterprises in financial services, 

fintech, and other regulated sectors, 

for which it provides KYC onboarding, 

step-up verification, authentication, 

workforce access, age verification, and 

deepfake detection.

Incode’s deepfake detection tool, 

Deepsight, is a multi-layered deepfake 

detection system analyzing perceptual 

signals (multi-modal AI across 

video, motion and depth), as well as 

behavioral and device/camera integrity 

signals in real time, with zero added 

user friction. Today, roughly 20% of 

Incode’s IDV transactions include 

Deepsight, and the number is growing.

Deepsight was named a winner in the 

2026 Fortress Cybersecurity Awards for 

Deepfake Detection & Anti-Phishing, 

and in Purdue University’s independent 

benchmark of 24 government, 

academic, and commercial detection 

systems, Incode achieved the lowest 

image false-acceptance rate (2.56%) 

and the best video accuracy among 

commercial tools (77.27%).

In internal identity verification testing 

across millions of sessions, Deepsight 

showed a 68 times lower false-

acceptance rate than the next-best 

commercial solution and was 10 times 

more accurate than trained human 

reviewers. Across 1.4 million real-world 

sessions in H2 2025, it caught 24,360 

additional fraudulent sessions that 

would otherwise have passed.

Independent adversarial testing 

reinforces these results. Incode submits 

to the most rigorous independent 

evaluations available, including iBeta 

Level 3 PAD evaluation, for which 900 

http://incode.com
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Voxmind

IP phone hardware for a global 

unified communications provider, and 

the company is engaged with U.S. 

community banks seeking real-time 

deepfake detection to protect high-

value wire transfer authorization over 

phone channels.

On the ASVspoof  2021 Logical Access 

benchmark – the standard academic 

benchmark for audio anti-spoofing 

evaluation – Voxmind’s anti-spoofing 

engine achieves 0.78 percent Equal 

Error Rate (EER, measuring the 

threshold at which false acceptance 

and false rejection rates are equal). 

On the Deepfake track, it scores 2.65 

percent. Those numbers put it below 

published baselines for both categories. 

Formal standards for audio deepfake 

detection remain nascent compared to 

face, ISO/IEC 30107 covers presentation 

attack detection but was designed 

primarily for visual biometrics. This 

creates both risk and opportunity. For 

buyers, the absence of standardized 

audio benchmarks makes vendor 

evaluation harder and favours vendors 

who can demonstrate verifiable 

security posture. Voxmind is pursuing 

ISO 27001 certification and SOC 2 

Type II readiness independently, so 

prospects can evaluate documented 

controls rather than relying on self-

reported accuracy claims alone. 

voxmind.ai 

contact@voxmind.ai

Voxmind is a UK-based AI voice 

biometrics company founded in 2024, 

specializing in speaker authentication 

and deepfake voice detection. Its 

patent-pending phoneme-frequency 

extraction engine analyses vocal 

tract biomechanics to verify identity 

and detect AI-generated or cloned 

voices, delivering language-agnostic 

security by design, not by training on 

individual languages. Because detection 

operates at the phoneme-frequency 

level, analyzing vocal biomechanics 

rather than language-specific patterns, 

accuracy is consistent across any 

language and accent without retraining.

In the telephony channel specifically, 

voice deepfakes are overtaking 

traditional social engineering as the 

primary attack vector. Voxmind’s 

voice biometric SDK is embedded 

via OEM agreement into enterprise 

http://voxmind.ai
mailto:contact%40voxmind.ai%20?subject=
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Voxmind SDK Powers Voice Login on 
Enterprise IP Phones

And because phoneme-frequency 

analysis operates on compact spectral 

representations, the full authentication 

and deepfake detection pipeline fits 

within the device’s memory envelope.

The SDK was embedded via OEM 

agreement into the provider’s phone 

firmware across its enterprise desk 

phone line. Every voice-login attempt 

now runs speaker verification and 

deepfake detection concurrently, with 

the anti-spoofing engine achieving 

0.78% Equal Error Rate on the 

ASVspoof 2021 benchmark, returning an 

authentication decision and a deepfake 

confidence score within three seconds.

For the provider, this delivers a 

hardware-differentiated security 

feature that no competitor currently 

offers native voice biometric 

authentication with built-in deepfake 

protection, targeting fully on-device 

processing with zero cloud dependency 

for the authentication decision.

A global unified communications 

provider needed to add voice-login 

authentication to its enterprise IP desk 

phone range; enabling users to unlock 

their phone with their voice instead of 

a PIN. The challenge was substantial: 

the SDK had to target sub-500MB of 

runtime memory on constrained phone 

hardware, authenticate speakers in 

under three seconds, detect deepfake 

and cloned voices in real time, and 

work in any language without per-

language model training.

Traditional voice biometric approaches 

require large cloud-hosted models 

and are typically trained per language. 

Neither constraint was acceptable for 

an on-device deployment spanning 

global enterprise customers.

Voxmind’s patent-pending phoneme-

frequency extraction engine solved 

both problems simultaneously. 

Because the engine analyses vocal 

tract biomechanics; the physics of 

how a speaker’s anatomy shapes 

sound, rather than language-specific 

acoustic patterns, it is language-

agnostic by design. A single model 

serves any language without retraining. 
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Deepfake Detection Vendor Capability Matrix 
Vendor Face / 

video

Voice / 

audio

Document 

/ identity 

evidence

IDV / 

KYC

Live 

communications

Contact 

center / 

telephony

Media / 

forensics

PAD IAD

1Kosmos ✓ ✓ ✓ ✓

3DiVi ✓ ✓ ✓

Accura Scan ✓ ✓ ✓ ✓ ✓

AU10TIX ✓ ✓ ✓ ✓ ✓

Aurigin.ai ✓ ✓ ✓ ✓ ✓

authID ✓ ✓ ✓ ✓

Aware ✓ ✓ ✓ ✓

BioID ✓ ✓ ✓

Corsound AI ✓ ✓ ✓ ✓ ✓ ✓

Daon ✓ ✓ ✓ ✓ ✓ ✓

Deep Media ✓ ✓ ✓ ✓ ✓

Deepfake Detector ✓ ✓ ✓ ✓ ✓

deepidv ✓ ✓ ✓ ✓ ✓ ✓

DuckDuckGoose ✓ ✓ ✓ ✓ ✓

Entrust ✓ ✓ ✓ ✓ ✓

FaceTec ✓ ✓ ✓ ✓

Facia.ai ✓ ✓ ✓ ✓

FARx ✓ ✓ ✓ ✓

GBG ✓ ✓ ✓ ✓ ✓

GetReal Security ✓ ✓ ✓ ✓ ✓
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Vendor Face / 

video

Voice / 

audio

Document 

/ identity 

evidence

IDV / 

KYC

Live 

communications

Contact 

center / 

telephony

Media / 

forensics

PAD IAD

ID DataWeb ✓ ✓ ✓ ✓

ID-Pal ✓ ✓ ✓ ✓ ✓

IDEMIA ✓ ✓ ✓ ✓ ✓ ✓

Identy.io ✓ ✓ ✓ ✓

IDVerse ✓ ✓ ✓ ✓

iiDENTIFii ✓ ✓ ✓

imper.ai ✓

Incode ✓ ✓ ✓ ✓

IngenID ✓ ✓ ✓ ✓

Innovatrics ✓ ✓ ✓ ✓

isVerified ✓ ✓ ✓ ✓

iProov ✓ ✓ ✓ ✓ ✓

Jumio ✓ ✓ ✓ ✓

Kroop AI ✓ ✓ ✓

Mitek ✓ ✓ ✓ ✓ ✓ ✓

Mobai ✓ ✓ ✓ ✓

Modulate ✓ ✓ ✓

Nametag ✓ ✓

NVIDIA ✓

OmniSpeech ✓ ✓ ✓ ✓

Oz Forensics ✓ ✓ ✓ ✓

Paravision ✓ ✓ ✓ ✓
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Vendor Face / 

video

Voice / 

audio

Document 

/ identity 

evidence

IDV / 

KYC

Live 

communications

Contact 

center / 

telephony

Media / 

forensics

PAD IAD

Persona ✓ ✓ ✓ ✓ ✓

pi-labs ✓ ✓ ✓ ✓

Pindrop ✓ ✓ ✓ ✓ ✓ ✓

Polygraf AI ✓ ✓

PXL Vision ✓ ✓ ✓ ✓ ✓

RealityChek ✓ ✓ ✓ ✓ ✓ ✓ ✓

Reality Defender ✓ ✓ ✓ ✓ ✓ ✓

Regula ✓ ✓ ✓ ✓ ✓

Resemble AI ✓ ✓ ✓ ✓ ✓

ROC ✓ ✓ ✓ ✓

Scam.AI ✓ ✓ ✓ ✓

Sensity ✓ ✓ ✓ ✓ ✓

Shufti ✓ ✓ ✓ ✓ ✓

Signicat ✓ ✓ ✓ ✓ ✓

Socure ✓ ✓ ✓ ✓ ✓

Spitch ✓ ✓ ✓ ✓

Sumsub ✓ ✓ ✓ ✓ ✓

Thales ✓ ✓ ✓ ✓

Unissey ✓ ✓ ✓ ✓

Voxmind ✓ ✓ ✓ ✓

World ✓ ✓ ✓

Youverse ✓ ✓ ✓ ✓
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Deepfake 
Detection 
Vendors

3DiVi 
3divi.ai 

3DiVi is a U.S.-based biometric and 

computer vision company founded in 

2011. Its technologies include facial 

and fingerprint recognition, biometric 

identity verification, liveness detection, 

deepfake detection and video analytics. 

Its products include Face SDK, the BAF 

biometric anti-fraud platform and the 

Omni face recognition platform. 

 

3DiVi’s deepfake detection technology 

analyzes video and live camera 

streams for signs of AI-generated or 

manipulated facial content. Deepfake 

detection is available as an API-

ready module and is also integrated 

into the company’s BAF identity 

verification software, where it can 

be applied during both registration 

and authentication. The technology 

complements 3DiVi’s active and passive 

liveness capabilities to provide layered 

protection against synthetic and replay-

based biometric attacks. 

 

A

Accura Scan 
accurascan.com 

Accura Scan provides digital identity 

verification and KYC technology, 

including document verification, facial 

and fingerprint biometrics, face and 

voice liveness, AML screening and 

video KYC. Its technology is available 

through APIs and mobile and server 

SDKs, with cloud and on-premises 

deployment options. 

 

For protection against AI-enabled 

identity fraud, Accura Scan combines 

deepfake detection with active and 

passive face liveness, camera injection 

attack detection, document liveness 

and forgery detection. Its deepfake 

detection analyzes motion, texture 

and other anomalies associated with 

AI-generated or manipulated content, 

while secure camera-feed validation is 

designed to identify manipulated inputs 

introduced through injection attacks.

1

1Kosmos 
1kosmos.com 

1Kosmos is a U.S.-based identity 

verification and passwordless 

authentication provider founded in 

2018. Its platform combines identity 

proofing, biometrics, reusable digital 

credentials and authentication for 

workforce, customer and citizen 

identity applications. 

 

For deepfake protection, 1Kosmos 

combines presentation attack detection 

with LiveID+ injection attack detection 

and dedicated deepfake detection 

technology integrated through a 

partnership with Reality Defender. The 

latter analyzes AI-generated image and 

video impersonations, while LiveID+ 

detects attempts to inject fraudulent 

biometric media into identity proofing 

and authentication workflows.

http://3divi.ai
http://accurascan.com
https://www.1kosmos.com/
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AU10TIX 
au10tix.com 

AU10TIX is a global identity verification 

and fraud prevention provider founded 

in 2002. Its platform combines 

document and biometric verification, 

liveness detection, KYC/KYB and 

AML capabilities, fraud intelligence 

and identity workflow orchestration 

for industries including financial 

services, gaming, cryptocurrency, 

telecommunications and digital services. 

 

AU10TIX offers multi-layered deepfake 

detection designed to identify AI-

generated and manipulated documents 

and selfies, as well as presentation 

and injection attacks. Its technology 

analyzes metadata, visual anomalies, 

behavioral patterns and network-level 

fraud signals. Deepfake protection is 

complemented by AU10TIX’s Serial Fraud 

Monitor, which uses cross-customer 

intelligence and neural-network 

analysis to identify repeat attackers and 

coordinated fraud patterns.

Aurigin.ai 
aurigin.ai 

Aurigin.ai is a Swiss deep-tech 

company specializing in real-time 

audio deepfake detection and voice 

anti-spoofing. Its technology is 

designed for voice biometrics, contact 

centers, enterprise communications 

and forensic investigations, with 

deployment available through APIs, 

native SDKs, cloud, on-premises and 

on-device implementations. 

 

Aurigin detects synthetic speech, 

voice cloning, voice conversion and 

replay attacks, providing confidence 

scores and segment-level analysis 

rather than only binary real-or-fake 

results. Its technology can operate 

inline with voice authentication and 

across communications platforms 

including Microsoft Teams, Zoom and 

Webex. Aurigin also offers forensic 

tools for analyzing recorded audio and 

identifying portions containing AI-

generated content. 

authID 
authid.ai 

authID is a U.S.-based provider of 

biometric identity verification and 

authentication technology. Its Proof 

and Verified products support identity 

proofing, onboarding, passwordless 

authentication, account recovery and 

high-risk transaction authorization using 

facial biometrics and liveness detection. 

 

authID takes a multilayered approach 

to deepfake protection, combining 

analysis for artifacts associated with 

manipulated facial imagery with 

presentation attack and injection 

attack detection. Its technology also 

checks the integrity and origin of 

camera imagery to identify attempts 

to introduce synthetic media through 

virtual cameras, networks or other 

injection methods. Deepfake protection 

is incorporated into both identity 

verification and ongoing biometric 

authentication workflows.

Aware 
aware.com 

Aware is a U.S.-based biometrics 

company with more than three 

decades of experience developing 

biometric identification and 

authentication technology. Its portfolio 

includes facial recognition, biometric 

identity verification, authentication, 

liveness detection and biometric 

orchestration for government and 

commercial applications. 

 

Aware addresses deepfake-enabled 

identity fraud through layered biometric 

defenses rather than a standalone 

synthetic-media detection product. Its 

technology combines active and passive 

https://www.au10tix.com
http://aurigin.ai
https://authid.ai/
http://aware.com
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liveness detection with injection attack 

detection to protect biometric capture 

and verification workflows against 

manipulated or synthetic inputs. 

The AwareID platform and Aware’s 

orchestration capabilities enable 

these controls to be incorporated 

into broader identity verification and 

authentication processes.

 

B

BioID 
bioid.com 

BioID is a German biometrics company 

founded in 1998 and headquartered in 

Nuremberg. Its Biometrics-as-a-Service 

portfolio includes face and periocular 

recognition, identity verification, 

liveness detection and deepfake 

detection, delivered through cloud-

based APIs. 

 

BioID’s Deepfake Detection uses AI 

trained on real and synthetic face 

datasets to identify AI-generated or 

manipulated facial content in images 

and videos, providing real-time analysis 

through an API. The technology can 

operate as a dedicated deepfake check 

and is also incorporated into BioID’s 

liveness detection, combining deepfake 

analysis with presentation attack 

detection for identity verification and 

authentication.

 

C

Corsound AI 
corsound.ai 

Corsound AI is a Tel Aviv-based voice 

intelligence company founded in 

2020. Its technologies include voice 

biometrics, voice-to-face matching and 

deepfake detection, with applications in 

banking and financial services, identity 

verification, law enforcement, national 

security and remote communications. 

 

Corsound AI’s Deepfake Detect 

analyzes audio in real time to 

distinguish genuine human speech from 

synthetic or cloned voices, including 

over low-quality telephony channels. 

Its technology can be applied to 

live calls, recordings and streaming 

communications and integrated into 

fraud and authentication workflows. 

Corsound also combines deepfake 

detection with voice-to-face matching 

to provide an additional biometric 

signal for detecting identity theft and 

impersonation.

 

D

Daon 
daon.com 

Daon is a global digital identity 

company founded in 2000, providing 

identity verification and biometric 

authentication technology for financial 

services, government, healthcare, 

telecommunications, travel and 

other sectors. Its TrustX platform 

orchestrates identity verification, 

authentication and recovery, supported 

by facial and voice biometrics, 

document verification and fraud 

prevention capabilities. 

 

Daon takes a layered approach to 

deepfake defense, combining real-time 

deepfake detection with presentation 

and injection attack detection. Its 

face biometric technology protects 

against synthetic and manipulated 

imagery, while its voice technologies 

detect synthetic and cloned speech 

in contact center interactions. Daon 

also uses document authentication 

and contextual risk signals to identify 

synthetic identity and AI-enabled fraud 

across the identity lifecycle.

https://www.bioid.com/
http://corsound.ai
https://www.daon.com/
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Deep Media 
deepmedia.ai 

Deep Media is a San Francisco-based 

AI security company specializing in 

deepfake detection, synthetic media 

analysis and threat intelligence. 

Its technology is designed for 

enterprises, governments and digital 

platforms confronting AI-generated 

impersonation, fraud, misinformation 

and other synthetic-media threats. 

 

Deep Media detects AI-generated and 

manipulated audio, video and images, 

including voice clones and synthetic 

impersonators. Its platform supports 

real-time analysis of live streams 

and voice communications as well 

as uploaded media, with deployment 

through APIs and enterprise 

integrations. Deep Media also combines 

content authenticity analysis with 

identity signals and threat intelligence 

to identify coordinated campaigns and 

emerging synthetic-media threats.

Deepfake Detector 
deepfakedetector.ai 

Deepfake Detector is a Montreal-based 

synthetic media detection company 

founded in 2023. Its platform analyzes 

images, video and audio for AI-

generated or manipulated content and 

is used by individuals and organizations 

in financial fraud prevention, identity 

verification, media and trust and safety. 

 

The company’s detection technology 

analyzes media for visual, temporal 

and acoustic anomalies associated 

with generative AI, face swaps, 

synthetic video and voice cloning. 

Results are provided as confidence-

scored assessments rather than 

binary guarantees. Deepfake Detector 

is available through a web platform, 

browser extension and APIs for 

integration into enterprise fraud and 

verification workflows.

deepidv 
deepidv.com 

deepidv is a Canadian-founded identity 

verification and fraud prevention 

company providing document 

authentication, facial biometrics, 

liveness detection, deepfake detection, 

age estimation, AML screening and real-

time risk scoring. Its platform supports 

online and in-person verification and 

provides configurable identity and fraud 

workflows for financial services, gaming, 

proptech and other digital businesses. 

 

deepidv’s proprietary deepfake 

detection uses an ensemble of models 

to analyze images, video, audio 

and documents for synthetic and 

manipulated content, including signals 

associated with blending, temporal 

inconsistencies and other generative 

AI artifacts. The technology operates 

alongside separate biometric liveness 

and fraud-risk controls and can be 

used within identity verification or as a 

standalone detection service. In 2026, 

deepidv partnered with Scam.AI on joint 

deepfake research and integrated Scam.

AI’s detector as an additional option 

that customers can use independently 

or layer with deepidv’s technology.

DuckDuckGoose 
duckduckgoose.ai 

DuckDuckGoose is a Netherlands-

based deepfake detection company 

specializing in explainable AI for 

identifying synthetic and manipulated 

media. Its technology is used in 

identity verification, financial services, 

government, media forensics and other 

fraud and trust applications. 

 

Its DeepDetector technology detects 

AI-generated and manipulated images 

and video, including synthetic faces, 

face swaps, morphing attacks and 

manipulated identity documents, 

while its audio technology detects 

http://deepmedia.ai
http://deepfakedetector.ai
http://deepidv.com
http://duckduckgoose.ai
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cloned voices and synthetic speech 

in real time. DuckDuckGoose provides 

explainable detection results designed 

to support human review and 

compliance, with deployment through 

cloud APIs, hybrid environments and 

on-premises infrastructure.

 

E

Entrust 
entrust.com 

Entrust is a global identity and 

security technology company providing 

identity verification, biometric 

authentication, digital credentials and 

identity and access management. 

Following its acquisition of Onfido, 

Entrust’s identity verification portfolio 

combines document verification, facial 

biometrics, liveness, fraud intelligence 

and identity orchestration for customer 

and workforce identity applications. 

 

Entrust addresses deepfake-enabled 

identity fraud through AI-powered 

biometric verification, liveness and 

injection attack detection. Its technology 

is designed to identify synthetic or 

manipulated biometric inputs and 

attempts to introduce deepfakes directly 

into identity verification workflows, 

while device intelligence and repeat-

fraud detection provide additional risk 

signals. Entrust applies these defenses 

across onboarding, authentication, 

account recovery and other high-risk 

identity events.

 

F

FaceTec 
facetec.com 

FaceTec is a U.S.-based biometric 

identity technology company 

specializing in 3D facial verification, 

liveness detection and remote identity 

verification. Its technology creates 

encrypted 3D FaceMaps for identity 

proofing and ongoing authentication, 

with deployments across financial 

services, government, transportation, 

online services and other digital 

identity applications. 

 

FaceTec’s 3D Liveness technology is 

designed to prevent deepfakes and 

other synthetic media from being used 

to spoof biometric identity verification. 

Its defenses address presentation 

attacks as well as digital injection and 

camera-bypass attacks that attempt 

to introduce manipulated or AI-

generated facial media directly into 

the verification process. FaceTec’s 

liveness and injection attack defenses 

have undergone independent PAD and 

IAD testing, alongside the company’s 

ongoing spoof and bypass testing 

program.

Facia.ai 
facia.ai 

Facia is a biometric identity verification 

company specializing in facial 

recognition and liveness detection. 

Its technology is designed for digital 

onboarding, KYC, authentication and 

other remote identity workflows, with 

deployment through mobile SDKs, APIs, 

cloud and on-premises environments. 

 

Facia combines active and passive 

liveness with deepfake and injection 

attack defenses. Its DeepLiveness 

technology is designed to identify AI-

generated faces, deepfake overlays, 

replay attacks and manipulated video 

while verifying that a genuine person 

is present during biometric capture. 

Device-level controls are used to 

protect the camera feed against 

synthetic media introduced through 

injection attacks.

http://entrust.com
http://facetec.com
https://facia.ai/
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FARx 
farx.co.uk 

FARx is a UK-based biometric 

technology company providing 

continuous multimodal authentication 

through fused speaker, speech and 

face recognition. Its technology is 

designed to identify both what is being 

said and who is speaking, enabling 

continuous identity verification 

across browsers, applications and 

communications systems. 

 

FARx 2.0 combines voice and facial 

biometrics with synthetic-media 

detection to identify attempts to 

impersonate users with AI-generated 

voices, cloned audio and deepfake 

video. The technology analyzes voice 

and identity signals continuously in 

the background, enabling organizations 

to detect synthetic impersonation 

while maintaining ongoing biometric 

authentication during digital 

interactions.

 

G

GBG 
gbg.com 

GBG is a global identity and fraud 

prevention company providing digital 

identity verification, document 

authentication, biometric verification 

and fraud intelligence services. 

Its identity technology supports 

customer onboarding and compliance 

across financial services, gaming, 

telecommunications and other 

regulated industries. 

 

GBG addresses deepfake-enabled 

identity fraud through facial biometrics, 

liveness detection and injection attack 

detection. Its biometric verification 

technology is designed to detect 

manipulated or synthetic facial inputs, 

including face swaps and deepfake 

video injected into identity verification 

workflows. These protections 

are combined with document 

authentication and face matching to 

provide layered defenses against AI-

enabled identity fraud.

GetReal Security 
getrealsecurity.com 

GetReal Security is a U.S.-based 

cybersecurity company specializing 

in deepfake detection, media 

forensics and protection against 

AI-enabled impersonation. Its 

technology is designed for enterprises, 

governments and security teams 

addressing synthetic media, identity 

fraud and social engineering across 

communications, digital content and 

high-risk business workflows. 

 

GetReal’s platform detects AI-generated 

and manipulated audio, video and 

images and combines deepfake analysis 

with forensics, threat intelligence 

and continuous identity verification. 

GetReal Protect provides real-time 

protection for live communications and 

video conferencing, including Microsoft 

Teams, Cisco Webex and Zoom, while 

its broader platform supports analysis 

of recorded and uploaded media and 

integration with enterprise security 

workflows.

 

I

ID Dataweb 
iddataweb.com 

ID DataWeb is a U.S.-based identity 

verification and fraud prevention 

company providing configurable identity 

proofing and verification workflows. 

Its platform combines document 

verification, biometrics, identity 

data, fraud signals and orchestration 

capabilities, allowing organizations to 

tailor verification processes according 

to risk and use case. 

 

http://farx.co.uk
https://www.gbg.com/
http://getrealsecurity.com
http://iddataweb.com
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ID DataWeb supports protection 

against deepfake-enabled identity 

fraud through biometric liveness, 

deepfake detection and injection 

attack defenses incorporated into its 

verification workflows. Its orchestration 

model allows organizations to combine 

multiple identity and fraud technologies 

and apply additional verification steps 

when elevated risk or suspicious 

biometric inputs are detected.

ID-Pal 
id-pal.com 

ID-Pal is an Irish identity verification 

and fraud prevention company providing 

document verification, facial biometrics, 

liveness, AML screening and KYC/KYB 

compliance technology. Its platform 

combines biometric, document and 

database checks with AI-driven 

fraud detection for remote customer 

onboarding and identity verification. 

 

ID-Pal addresses deepfake-enabled 

fraud across both identity documents 

and facial biometric capture. Its ID-

Detect technology analyzes identity 

documents for AI-generated and 

digitally manipulated content, including 

deepfake documents, synthetic 

identities and portrait substitution. 

Its liveness technology combines 

presentation attack detection with 

injection attack detection to identify 

deepfake faces, virtual cameras and 

manipulated or pre-recorded media 

introduced directly into biometric 

verification sessions.

Idemia 
idemia.com 

IDEMIA is a global identity technology 

provider specializing in biometrics, 

identity verification, secure credentials 

and digital identity solutions for 

governments and enterprises. Its 

technologies span facial, fingerprint 

and iris biometrics, document 

authentication, liveness detection, 

identity proofing and mobile and 

verifiable digital credentials. 

 

IDEMIA develops deepfake detection 

technology for identifying AI-generated 

and manipulated image, video and 

audio content, including through its 

work with the French government on 

the APATE deepfake detection toolbox. 

IDEMIA Public Security’s identity 

proofing technologies also combine 

AI deepfake detection with selfie 

liveness, biometric matching, document 

authentication and synthetic identity 

protections to address AI-enabled 

fraud in remote verification workflows.

Identy.io 
identy.io 

Identy.io is a U.S.-headquartered 

biometric identity technology company 

providing multimodal biometrics, 

digital identity and reusable credential 

solutions. Its technology turns 

smartphone cameras into biometric 

capture devices for face, fingerprint 

and palm, with applications across 

financial services, telecommunications, 

government and citizen identity 

programs. 

 

Identy.io addresses deepfake-enabled 

identity fraud through separate but 

complementary deepfake detection, 

presentation attack detection and 

injection attack detection capabilities. 

Its deepfake detection analyzes 

temporal and visual signals for 

synthetic or manipulated facial content, 

while its capture SDKs provide injection 

attack defenses designed to protect 

biometric workflows against fraudulent 

media introduced directly into the 

capture stream. Identy also participates 

in ISO and CEN standardization work 

related to biometric attack detection. 

http://id-pal.com
http://idemia.com
http://identy.io
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IDVerse 
idverse.com 

IDVerse, a LexisNexis Risk Solutions 

company, provides AI-powered 

identity verification technology for 

digital onboarding and authentication. 

Its platform combines document 

verification, facial biometrics, face 

matching and liveness detection, with 

technology designed to support identity 

verification across a wide range of 

identity documents and markets. 

 

IDVerse addresses deepfake and 

generative AI fraud through its Zero 

Bias AI technology, combining facial 

liveness with deepfake and injection 

attack detection. Its defenses are 

designed to identify manipulated or 

synthetic facial imagery, including AI-

generated faces, face swaps and digital 

injection attacks introduced directly 

into identity verification workflows.

iiDENTIFii 
iidentifii.com 

iiDENTIFii is a South African biometric 

identity verification provider founded 

in 2018, with a focus on enterprise 

deployments across Africa and the 

Middle East. Its platform combines 

facial recognition, document 

verification, biometric liveness and 

identity data validation for onboarding, 

authentication, KYC and fraud 

prevention. 

 

iiDENTIFii’s patented 4D Liveness 

technology is designed to verify 

that a genuine person is present 

and transacting in real time, with 

resilience against deepfakes, digital 

replay attacks and other attempts to 

spoof remote identity verification. Its 

approach combines facial analysis and 

liveness with identity document and 

authoritative data checks to provide 

layered verification against synthetic 

and manipulated identities.

imper.ai 
imper.ai 

imper.ai is a U.S.-based cybersecurity 

company focused on preventing AI-

driven impersonation and social 

engineering attacks. Launched 

publicly in 2025, its platform protects 

enterprise workflows including hiring, 

helpdesk interactions, workforce 

identity and communications against 

deepfakes, synthetic identities and 

other forms of digital impersonation. 

 

Rather than relying primarily on analysis 

of synthetic audio or video, imper.ai 

evaluates device telemetry, network 

signals, digital identity markers, 

behavioral patterns and organizational 

context to determine whether an 

interaction presents an impersonation 

risk. Its agentless platform is 

designed to detect attacker-controlled 

environments and suspicious identities 

in real time across communication 

and enterprise workflows, providing 

an alternative layer of defense against 

deepfake-enabled fraud. 

Incode 
incode.com 

Incode is a global identity verification 

and fraud prevention company 

providing biometric identity proofing, 

facial recognition, document 

verification, liveness detection and 

identity orchestration. Its platform 

supports onboarding, authentication, 

account recovery, workforce 

verification, age assurance and other 

high-assurance identity workflows. 

 

Incode’s Deepsight is a proprietary 

deepfake and liveness detection engine 

designed to identify AI-generated 

faces, manipulated video, presentation 

attacks and injected synthetic media 

in real time. The technology combines 

analysis of video, motion and depth 

with behavioral signals and device 

https://idverse.com/
http://iidentifii.com
http://imper.ai
https://incode.com/
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and camera integrity checks, providing 

layered protection against deepfakes, 

virtual cameras, bots and other AI-

enabled attacks throughout identity 

verification workflows.

IngenID 
ingenid.com 

IngenID is a U.S.-based voice security 

company providing SaaS voice 

biometrics for identity verification, 

authentication and fraud prevention. Its 

IngenID One platform supports speaker 

verification and identification across 

contact centers, financial services, 

healthcare, workforce and other 

applications, with cloud, on-premises 

and hybrid deployment options. 

 

IngenID One incorporates multiple 

proprietary audio deepfake detection 

models designed to identify synthetic 

and manipulated speech in real 

time alongside voice biometric 

authentication. In 2026, IngenID 

expanded its deepfake capabilities 

through a partnership with Corsound 

AI, giving customers access to an 

additional synthetic voice detection 

engine and voice-to-face matching 

technology within its broader voice 

security offering.

Innovatrics 
innovatrics.com 

Innovatrics is a Slovakia-based 

biometric technology company 

providing facial, fingerprint, iris and 

palm recognition, digital identity 

verification and biometric onboarding 

solutions for governments and 

enterprises. Its Identity Verification 

Toolkit combines biometric matching, 

document verification, liveness and 

fraud prevention capabilities for remote 

identity workflows. 

 

Innovatrics offers standalone deepfake 

detection designed to identify fully 

AI-generated facial images and face 

swaps. The technology can be used 

through a dedicated API or combined 

with the company’s presentation attack 

detection and video injection detection, 

which authenticates the camera 

feed and protects against virtual 

cameras, manipulated streams and 

network tampering. Together, the three 

technologies provide separate layers for 

detecting synthetic content, verifying 

liveness and preventing injected media.

isVerified 
isverified.ai 

isVerified is a voice security company 

providing continuous biometric 

authentication and deepfake detection 

for enterprise and public-sector 

communications. Its technology is 

designed to protect high-risk voice 

interactions against impersonation, 

synthetic speech and voice phishing by 

verifying the identity and authenticity 

of participants throughout a call. 

 

isVerified combines real-time 

speaker verification against an 

enrolled voiceprint with continuous 

analysis for AI-generated and 

synthetically manipulated speech. 

Its mobile platform monitors voice 

communications for signs of deepfake 

audio and can automatically terminate 

a call when synthetic speech is 

detected. The technology is designed 

for enterprise deployment across 

executive, financial, legal and other 

sensitive communications.

iProov 
iproov.com 

iProov is a UK-based biometric identity 

verification and authentication provider 

specializing in facial biometrics and 

liveness technology. Its Dynamic 

Liveness and Express Liveness 

technologies are used for remote 

onboarding, authentication, account 

recovery and other high-assurance 

https://www.ingenid.com/
https://www.innovatrics.com/
http://isverified.ai
https://www.iproov.com/
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identity applications across government 

and enterprise deployments. 

 

iProov’s deepfake defenses combine 

biometric matching, liveness, injection 

attack detection and threat intelligence 

to identify synthetic and manipulated 

facial inputs. Dynamic Liveness uses 

a challenge-response mechanism to 

verify genuine presence in real time and 

protect against deepfakes introduced 

through presentation or digital injection 

attacks. In 2026, iProov also launched 

Verified Meetings, which embeds real-

time deepfake detection into video 

conferencing to assess participant 

authenticity during live calls.

 

J

Jumio 
jumio.com 

Jumio is a global identity verification 

and fraud prevention company 

providing document verification, 

facial biometrics, liveness detection, 

authentication and identity intelligence 

for digital onboarding and ongoing 

customer verification. Its platform 

combines biometric and identity signals 

with fraud analytics to support risk-

based identity decisions. 

 

Jumio’s Liveness Premium combines 

AI-driven video analysis with patented 

randomized active illumination to 

detect sophisticated deepfakes, 

injection attacks and presentation 

attacks while confirming that a genuine 

person is present. The technology 

is integrated into Jumio’s identity 

verification and authentication 

workflows and complements document 

authentication, biometric matching and 

connected fraud intelligence.

 

K

Kroop AI 
kroop.ai 

Kroop AI is an India-based artificial 

intelligence company specializing 

in synthetic media detection and 

generative video technology. Its 

Vizmantiz deepfake detection 

platform is designed for fraud 

prevention, identity protection, media 

authentication and other applications 

requiring analysis of digital content. 

 

Vizmantiz analyzes video, images and 

audio to identify AI-generated and 

manipulated media, including face 

swaps, lip-sync manipulation and 

synthetic content. Its technology can 

classify media as real, synthetically 

generated or synthetically manipulated, 

rather than providing only a binary 

result. Kroop AI supports cloud, on-

premises and on-device deployment, 

including offline processing for 

environments where privacy, 

connectivity or latency are concerns.

 

M

Mitek 
miteksystems.com 

Mitek is a global digital identity and 

fraud prevention company providing 

identity verification, document 

authentication, facial biometrics, 

liveness detection and fraud 

intelligence. Its technology supports 

identity verification and authentication 

throughout the customer lifecycle, from 

account opening through login, account 

recovery and high-risk transactions. 

 

Mitek’s deepfake defenses combine 

facial and document liveness, injection 

attack detection and AI-driven fraud 

analysis to identify deepfakes, face 

swaps, morphs and other synthetic 

inputs. Through technology developed 

by ID R&D, which Mitek acquired in 

2021, the company also provides voice 

https://www.jumio.com/
http://kroop.ai
https://www.miteksystems.com/
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liveness and voice clone detection 

for identifying synthetic speech and 

audio deepfakes. Its layered approach 

combines these biometric defenses 

with document and identity signals 

to address deepfake and synthetic 

identity fraud.

Mobai 
mobai.bio 

Mobai is a Norwegian biometric 

technology company founded in 2019 

as a spin-off from the Norwegian 

Biometrics Laboratory at the 

Norwegian University of Science 

and Technology. The company 

provides facial biometrics for identity 

verification and onboarding, with 

deployments and partnerships across 

digital identity, financial services and 

the public sector, including Norway’s 

national digital identity ecosystem. 

 

Mobai’s biometric suite includes 

face verification, liveness detection, 

injection attack detection, deepfake 

detection and morphing attack 

detection. Its layered approach is 

designed to distinguish synthetic 

or manipulated facial content from 

presentation and digital injection 

attacks, while protecting biometric 

capture and verification workflows. 

The company’s technologies support 

remote and in-person identity 

verification and are designed around 

European biometric, digital identity and 

security standards.

Modulate 
modulate.ai 

Modulate is a U.S.-based voice 

intelligence company providing AI 

technology for fraud prevention, 

trust and safety, contact centers and 

conversational applications. Its Velma 

platform analyzes live and recorded 

speech for voice-native signals and 

provides real-time intelligence for 

enterprise communications and other 

audio-rich environments. 

 

Modulate’s Velma Deepfake Detect 

is a synthetic voice detection API 

designed to distinguish genuine human 

speech from AI-generated audio. 

The technology supports both batch 

and real-time streaming analysis 

and provides probability scores for 

segments of audio, enabling continuous 

monitoring of conversations for 

synthetic speech. It can be integrated 

into contact centers, financial services, 

IT help desks and other voice-based 

fraud prevention workflows.

 

N

Nametag 
getnametag.com 

Nametag is a U.S.-based identity 

verification and account protection 

company founded in 2020. Its 

technology is designed to secure 

workforce identity processes including 

employee onboarding, helpdesk 

verification, account recovery and hiring, 

where attackers may use stolen identity 

data or AI-generated impersonations. 

 

Nametag’s Deepfake Defense identity 

verification combines biometrics, 

cryptography and device-level security 

to verify a person’s identity while 

detecting attempts to use deepfakes 

and other synthetic impersonation 

techniques. Its technology is applied 

across the identity lifecycle, including 

enrollment, authentication and account 

recovery, and is designed to prevent 

attackers from bypassing verification 

using manipulated or AI-generated 

identity evidence.

NVIDIA 
nvidia.com 

NVIDIA is a U.S.-based computing 

and artificial intelligence company 

https://www.mobai.bio/
http://modulate.ai
http://getnametag.com
http://nvidia.com


83 | 2026 Deepfake Fraud Detection Market

providing GPUs, AI models and software 

infrastructure for enterprise and 

government applications. Its AI for 

Media portfolio includes technologies 

for media generation, analysis and 

authenticity, including synthetic video 

detection. 

 

NVIDIA’s Synthetic Video Detector 

is a NIM microservice that analyzes 

video frame by frame for visual and 

statistical characteristics associated 

with AI-generated content. Each 

frame receives a synthetic-likelihood 

score that contributes to an overall 

classification for the video. The 

detector can be integrated into 

real-time video infrastructure and 

deployed on-premises, at the edge 

or in other enterprise environments, 

with potential applications including 

media authentication, government 

communications, video KYC and 

detection of synthetic identity attacks.

 

O

OmniSpeech 
omni-speech.com 

OmniSpeech is a U.S.-based speech 

technology company providing AI-

powered audio processing and synthetic 

voice detection. Its AI Detect technology 

is designed to identify AI-generated 

and cloned speech for enterprise 

communications, fraud prevention, 

remote hiring, identity verification and 

media authenticity applications. 

 

OmniSpeech’s AI Detect uses zero-

shot deepfake detection to analyze 

audio for synthetic speech, including 

voices generated by models the system 

has not previously encountered. The 

technology is available through an 

API and as an integration for Zoom 

Meetings, where it can analyze 

speakers in near real time and alert 

participants to suspected deepfake 

audio during live conversations.

Oz Forensics 
ozforensics.com 

Oz Forensics is a biometric technology 

company specializing in remote facial 

identity verification and protection 

against biometric fraud. Its core 

products, Oz Liveness and Oz Biometry, 

provide face liveness detection and 

biometric face matching for digital 

onboarding, authentication and other 

identity verification applications. 

 

Oz Forensics protects against 

deepfake-enabled fraud through 

presentation and injection attack 

detection. Its liveness technology 

analyzes captured video and associated 

signals for deepfakes, replays, masks 

and other spoofing attempts, while its 

injection attack defenses identify virtual 

cameras, emulators and manipulated 

video streams that bypass legitimate 

camera capture. Its models are trained 

on synthetic attack samples, including 

AI-generated deepfakes.

 

P

Paravision 
paravision.ai 

Paravision is a U.S.-based computer 

vision company specializing in facial 

recognition, liveness detection, age 

estimation and deepfake detection. Its 

technologies are provided as building 

blocks for digital identity, financial 

services, travel, government and other 

applications requiring trusted facial 

identity and media authenticity. 

 

Paravision’s Deepfake Detection 

analyzes images and video frames for 

AI-generated and manipulated faces, 

including face swaps, expression swaps 

and entirely synthetic faces created 

with generative AI. The technology 

http://omni-speech.com
https://ozforensics.com/
https://www.paravision.ai/
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is distinct from Paravision’s liveness 

detection and can be combined with 

face recognition, liveness and age 

estimation for identity verification 

applications. It supports server, cloud, 

mobile and edge deployments.

Persona 
withpersona.com 

Persona is a U.S.-based identity 

platform providing identity verification, 

authentication, KYC/KYB, fraud 

prevention and identity orchestration. 

Its configurable platform combines 

document verification, facial biometrics, 

database checks, device and behavioral 

signals and other verification methods 

for onboarding and ongoing identity 

workflows. 

 

Persona’s deepfake defenses include 

detection of AI-generated and 

manipulated facial media, alongside 

liveness and injection attack detection 

designed to protect the integrity of 

biometric capture. These capabilities 

can be combined with device, 

behavioral and identity signals through 

Persona’s orchestration tools to identify 

synthetic identities and deepfake-

enabled impersonation attempts and 

trigger additional verification when risk 

is elevated.

pi-labs 
pi-labs.ai 

pi-labs is an India-based AI and 

cybersecurity company developing 

deepfake detection and digital 

forensics technology for enterprises, 

governments, law enforcement and 

intelligence applications. Its products 

address synthetic media, media 

authentication and forensic analysis, 

with applications ranging from identity 

fraud prevention to investigations and 

misinformation. 

 

Its pi-authentify platform detects 

AI-generated and manipulated video, 

images and audio, including synthetic 

faces and voice clones. The technology 

supports real-time analysis for 

applications such as video KYC and 

fraud prevention, as well as forensic 

examination of recorded media. pi-

authentify can be integrated through 

APIs and deployed in cloud or on-

premises environments.

Pindrop 
pindrop.com 

Pindrop is a U.S.-based identity and 

fraud prevention company specializing 

in voice security, deepfake detection 

and continuous identity verification. 

Its technology is used by financial 

institutions, insurers, healthcare 

organizations and other enterprises to 

authenticate users and detect fraud 

across contact centers and digital 

interactions. 

 

Pindrop’s Pulse technology detects 

synthetic and replayed voices, AI-

generated avatars, video face swaps 

and other deepfake attacks in real 

time, with products for contact centers 

and virtual meetings. Its platform 

combines deepfake analysis with 

voice, device, behavioral and risk 

signals. Following its 2026 acquisition 

of Keyless, Pindrop has also expanded 

into privacy-preserving facial biometrics 

and liveness, broadening its defenses 

against AI-enabled impersonation 

across voice, video and identity 

authentication.

Polygraf AI 
polygraf.ai 

Polygraf AI is a U.S.-based enterprise 

AI security company providing 

technology for detecting AI-enabled 

fraud and governing the use of 

artificial intelligence in business 

communications. Its platform is 

designed to protect sensitive enterprise 

interactions against impersonation, 

synthetic content and other AI-driven 

security threats. 

 

http://withpersona.com
https://pi-labs.ai/
http://pindrop.com
http://polygraf.ai
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Polygraf AI’s Meeting Guard provides 

real-time deepfake and AI-fraud 

detection for virtual meetings across 

Zoom, Microsoft Teams and Google 

Meet. The technology joins meetings 

as a secure participant to detect 

AI-generated content and assess 

voices for deepfake threats during 

live conversations. It combines these 

capabilities with data governance and 

PII monitoring to protect enterprise 

communications against impersonation 

and information exposure.

PXL Vision 
pxl-vision.com 

PXL Vision is a Swiss digital identity 

company providing automated 

identity verification and electronic 

signature technology. Its PXL Ident 

platform combines identity document 

verification, facial biometrics 

and liveness detection for digital 

onboarding, KYC and other regulated 

identity verification processes. 

 

PXL Vision’s deepfake detection 

technology identifies AI-generated and 

manipulated facial content in identity 

documents, including face swaps, 

face reenactment and fully synthetic 

identities. Developed through research 

with the Idiap Research Institute, 

the capability is integrated into PXL 

Ident and operates alongside passive 

liveness, injection and screen attack 

detection, document forensics and 

other fraud signals to protect identity 

verification workflows against AI-

enabled attacks.

 

R

RealityChek 
detect.realitychek.com 

RealityChek is an AI-powered synthetic 

media detection platform owned by 

Canadian technology company Hydaway 

Digital. Acquired by Hydaway in 2026, 

RealityChek provides deepfake and 

AI-generated content detection for 

enterprise security, identity verification 

and media authenticity applications. 

 

RealityChek’s multimodal technology 

detects synthetic and manipulated 

audio, video and images. In 2026, the 

company added real-time streaming 

audio detection for identifying AI-

generated and cloned speech during 

live interactions, along with a liveness 

capability designed to detect AI 

impersonation and synthetic identity 

fraud during identity verification. Its 

detection technology is deployed on 

Hydaway’s GPU infrastructure and is 

available for enterprise integrations.

Reality Defender 
realitydefender.com 

Reality Defender is a U.S.-based 

cybersecurity company specializing in 

multimodal deepfake and synthetic 

media detection. Its technology is 

designed for enterprises, governments 

and technology platforms addressing 

AI-enabled fraud, impersonation, 

disinformation and media authenticity 

across identity verification, 

communications, contact centers and 

other high-risk workflows. 

 

Reality Defender detects AI-generated 

and manipulated audio, video and 

images using specialized detection 

models and ensemble analysis. Its Real 

Suite includes RealAPI for embedding 

detection into applications, RealCall 

for real-time voice deepfake detection, 

RealMeeting for live video conferencing, 

and RealScan for analyzing uploaded 

media. The technology provides 

detection signals that can be integrated 

with identity, fraud and security 

systems rather than relying on biometric 

enrollment or identity matching.

http://pxl-vision.com
http://detect.realitychek.com
http://realitydefender.com
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Regula 
regulaforensics.com 

Regula is a global identity verification 

and forensic technology company 

specializing in identity document 

authentication and biometric 

verification. Its technologies include 

automated document examination, 

facial biometrics, face matching and 

liveness detection for remote and 

in-person identity verification across 

financial services, government, travel, 

telecommunications and other sectors. 

 

Regula addresses deepfake-enabled 

identity fraud through layered biometric 

and capture-integrity controls. Its Face 

SDK combines facial verification and 

liveness detection with protections 

against presentation attacks and 

manipulated biometric inputs, while 

capture controls are designed to 

prevent deepfake and pre-recorded 

video from being injected into 

verification workflows. Regula combines 

these defenses with forensic document 

authentication to detect synthetic and 

manipulated identity evidence.

Resemble AI 
resemble.ai 

Resemble AI is a Canadian generative 

AI security company providing synthetic 

media detection, content provenance 

and voice AI technology. Its platform 

is designed to help enterprises, 

governments and media organizations 

identify and authenticate AI-generated 

content across communications, digital 

media and other high-risk workflows. 

 

Resemble Detect provides real-time 

deepfake detection across audio, video 

and images using a unified multimodal 

detection model. The platform can 

analyze submitted media through an 

API or detect synthetic content during 

live calls and meetings, and provides 

forensic explanations and audit trails 

for detection results. Resemble AI also 

provides content watermarking and 

speaker verification, adding provenance 

and identity controls alongside 

synthetic media detection.

ROC 
roc.ai 

ROC is a U.S.-based biometrics and 

computer vision company founded in 

2015. Its technology portfolio includes 

facial, fingerprint and iris recognition, 

facial liveness, age estimation and 

video analytics, with deployments 

across government, financial services, 

identity verification, physical security 

and other enterprise applications. 

 

ROC’s liveness and injection attack 

detection technologies are designed 

to protect facial identity verification 

against deepfakes and other synthetic 

attacks. Its passive liveness technology 

analyzes facial imagery for signs of 

spoofing and manipulation, while its 

injection attack defenses detect virtual 

cameras, emulators and synthetic or 

pre-recorded video streams introduced 

directly into biometric capture 

workflows.

 

S

Scam.AI 
scam.ai 

Scam.AI is a deepfake and synthetic 

media detection company providing 

technology for fraud prevention, 

identity verification and enterprise 

communications. Its platform 

analyzes images, video and audio 

for AI-generated and manipulated 

content, including face swaps, lip-

sync manipulation, synthetic faces and 

cloned voices. 

 

Scam.AI provides multimodal deepfake 

detection through APIs and identity 

verification integrations, along with 

on-device detection for live video 

http://regulaforensics.com
http://resemble.ai
https://roc.ai/
http://scam.ai
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communications. Its technology can 

be used to detect manipulated selfies, 

forged identity evidence and synthetic 

media during KYC and onboarding. 

In 2026, Scam.AI partnered with 

deepidv to share deepfake datasets 

and research and enable customers to 

use or layer the companies’ respective 

detection technologies.

Sensity 
sensity.ai 

Sensity AI is an Amsterdam-based 

cybersecurity company specializing 

in deepfake and synthetic media 

detection. Founded in 2018, the 

company provides technology for 

enterprises, governments, law 

enforcement and judicial authorities to 

identify manipulated and AI-generated 

media for fraud prevention, identity 

verification, investigations and digital 

evidence analysis. 

 

Sensity’s multimodal detection 

platform analyzes images, video 

and audio for face manipulation, AI-

generated content, synthetic voices and 

voice cloning. Its technology combines 

deep learning with pixel, file and audio 

forensics, providing confidence scores 

and explainable forensic results. For 

identity verification and KYC, Sensity 

also provides API and SDK integrations 

designed to detect deepfakes, virtual 

cameras, mobile emulators and other 

injection-based impersonation attacks.

Shufti 
shuftipro.com 

Shufti is a global identity verification 

and fraud prevention company providing 

document and biometric verification, 

facial liveness, authentication, AML 

screening and KYC/KYB compliance 

technology. Its platform supports digital 

onboarding, authentication and ongoing 

fraud monitoring across financial 

services, gaming, payments and other 

regulated industries. 

 

Shufti’s deepfake detection technology 

analyzes facial images and video 

for AI-generated and manipulated 

content using visual and frequency-

domain signals, alongside liveness 

and capture-integrity controls for 

presentation and injection attacks. Its 

fraud stack also detects AI-generated 

and manipulated identity documents 

and combines biometric, document, 

device and behavioral signals for 

layered fraud detection. Shufti also 

offers retrospective deepfake analysis 

of previously captured KYC images to 

identify synthetic identities that may 

have passed earlier verification.

Signicat 
signicat.com 

Signicat is a European digital identity 

company providing identity verification, 

authentication, electronic signatures 

and digital identity infrastructure. 

Its platform supports national eIDs, 

biometric and document-based 

verification, digital wallets and identity 

orchestration for financial services 

and other regulated industries across 

Europe. 

 

Signicat’s VideoID uses AI-powered 

biometric and document analysis 

to detect deepfake impersonation, 

presentation attacks and injection 

attacks during remote identity 

verification. Video frames are evaluated 

using multiple machine-learning models 

for face matching, liveness, presentation 

attack detection and injection attack 

detection. Signicat combines these 

biometric defenses with document 

verification, NFC-based identity 

document reading and other identity 

signals to provide layered protection 

against AI-enabled identity fraud.

https://sensity.ai/
http://shuftipro.com
http://signicat.com
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Socure 
socure.com 

Socure is a U.S.-based digital identity 

verification and fraud prevention 

company. Its RiskOS platform combines 

document and biometric verification, 

identity data, device and behavioral 

intelligence, fraud detection and 

orchestration to support identity 

decisions throughout the customer 

lifecycle. 

 

Socure’s Predictive DocV incorporates 

deepfake detection alongside document 

authentication, facial biometrics and 

liveness to identify AI-generated and 

manipulated identity evidence. Its 

deepfake models analyze selfie and 

document images for signs of synthetic 

manipulation, while injection detection 

addresses fraudulent media introduced 

directly into verification workflows. 

Socure combines these biometric and 

media signals with device, behavioral 

and identity intelligence to detect 

deepfake and synthetic identity fraud.

Spitch 
spitch.ai 

Spitch is a Swiss provider of 

conversational AI, voice biometrics 

and fraud prevention technology for 

contact centers and other voice-based 

customer interactions. Its platform 

combines voice authentication, 

speech analytics, virtual assistants 

and agent-support technologies, with 

deployments across banking, insurance, 

telecommunications, healthcare and 

the public sector. 

 

Spitch’s voice biometrics platform 

incorporates an AI-powered Anti-

Spoofing Module designed to detect 

synthetic and manipulated speech in 

real time. The technology identifies 

pre-recorded audio, AI-generated or 

cloned voices and voice-morphing 

attacks while continuously analyzing 

live conversations. Deepfake detection 

can be combined with speaker 

verification and known-fraudster voice 

matching to protect authentication and 

contact-center workflows against voice 

impersonation fraud.

Sumsub 
sumsub.com 

Sumsub is a global identity verification 

and fraud prevention company 

providing KYC/KYB, document 

and biometric verification, AML 

screening, transaction monitoring 

and fraud intelligence. Its platform 

combines identity, device, behavioral 

and transaction signals to support 

onboarding and ongoing risk 

management across financial services, 

crypto, gaming, mobility and other 

digital industries. 

 

Sumsub’s deepfake detection 

technology works alongside facial 

biometrics and liveness to identify 

AI-generated and manipulated identity 

evidence, including synthetic faces, 

high-resolution video and AI avatars. Its 

Adaptive Deepfake Detector is designed 

to continuously incorporate emerging 

deepfake patterns and injection 

techniques, while correlating biometric 

results with device, verification and 

broader fraud signals to identify attacks 

that may evade individual detection 

layers.

 

T

Thales 
thalesgroup.com 

Thales is a global technology company 

providing digital identity, cybersecurity 

and biometric solutions to governments 

and enterprises. Its identity portfolio 

includes facial and fingerprint 

http://socure.com
http://spitch.ai
http://sumsub.com
https://www.thalesgroup.com/
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biometrics, document verification, 

digital onboarding, authentication 

and identity and access management 

through technologies including the 

Thales OneWelcome Identity Platform. 

 

Thales addresses deepfake-enabled 

identity fraud through AI-powered 

liveness detection, facial biometrics, 

document verification and risk-based 

fraud analysis. Its technologies are 

designed to identify AI-generated or 

manipulated facial imagery and prevent 

deepfake and synthetic identity attacks 

during onboarding and authentication. 

Thales combines these biometric 

controls with behavioral and contextual 

risk signals as part of a layered 

approach to identity fraud prevention.

 

U

Unissey 
unissey.com 

Unissey is a Paris-based facial 

biometrics company providing identity 

verification technology for remote 

onboarding and authentication. Its 

portfolio includes face matching, 

liveness detection and age 

verification, with applications across 

financial services, digital identity, 

telecommunications, gaming and other 

regulated sectors. 

 

Unissey addresses deepfake-enabled 

identity fraud through a layered 

approach combining presentation and 

injection attack detection. Rather than 

relying solely on analysis of synthetic 

facial content, its technology examines 

the biometric capture environment 

for signs of attack, including virtual 

cameras, injected video, media 

manipulation and interference with the 

browser or capture process. Its IAD 

technology has been independently 

evaluated against the CEN/TS 18099 

standard.

 

V

Voxmind 
voxmind.ai 

Voxmind is a UK-based voice 

biometrics company founded in 2024, 

specializing in speaker authentication 

and deepfake voice detection. Its 

technology is designed for banks, 

telecommunications providers, 

governments and enterprises seeking 

to authenticate speakers and prevent 

voice impersonation fraud across 

telephony and other voice interactions. 

 

Voxmind’s anti-spoofing technology 

analyzes phoneme-frequency and 

vocal-biomechanical signals to 

distinguish genuine human speech from 

AI-generated and cloned voices. The 

language-agnostic approach is designed 

to provide real-time deepfake detection 

across languages and accents without 

language-specific retraining. Its voice 

biometric SDK can be embedded 

into enterprise communications and 

authentication systems to combine 

speaker verification with synthetic 

voice detection.

 

W

World 
world.org 

World develops privacy-preserving 

proof-of-human technology designed 

to distinguish real, unique people from 

bots and AI-generated identities online. 

World ID provides a digital proof of 

human based on an initial in-person 

biometric verification with the Orb, 

which captures images of the face and 

eyes and generates a credential that 

can subsequently be used to prove 

humanness without disclosing the 

user’s identity. 

 

https://www.unissey.com/en
http://voxmind.ai
http://world.org
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World’s Deep Face technology takes 

an alternative approach to deepfake 

defense by verifying the human behind 

a live video rather than analyzing 

the media for synthetic artifacts. It 

uses a three-way match between the 

user’s original World ID verification, 

a real-time Face Auth liveness check 

and the face appearing in the video 

stream. Deep Face is being integrated 

into Zoom to enable participants to 

verify that people in meetings are real, 

verified humans.

 

Y

Youverse 
youverse.id 

Youverse is a Portuguese biometric 

technology company providing facial 

recognition, identity verification, 

authentication, liveness detection 

and age estimation. Its developer-

focused biometric APIs support digital 

onboarding, KYC, authentication and 

other identity workflows, with cloud, 

edge and on-premises deployment 

options. 

 

Youverse’s YouLive technology combines 

facial liveness with deepfake and 

injection attack detection to protect 

biometric verification against synthetic 

and manipulated inputs. It supports 

passive, active and hybrid liveness 

methods and analyzes facial imagery 

and temporal signals for sophisticated 

presentation attacks, deepfake video 

and face injections. Youverse also 

provides controls designed to protect 

the biometric capture pipeline against 

injected or artificially generated media.

https://www.youverse.id/
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